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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® Official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

® Technical support website: https://www.ruijienetworks.com/support

® Case portal:_https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical support email: service_ri@ruijienetworks.com

Conventions
1. GUI Symbols

Interface L
Description Example
Symbol
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ) 2. Select Config Wizard.
menu items
3. Click the Download File link.
3. Link
> Multi-level menus Choose System > Time.
2. Signs

This document also uses signs to indicate some important points during the operation. The meanings of these

signs are as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

) Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.
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https://www.ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/
file:///E:/WXWork/1688852020930759/Cache/File/2022-04/service_rj@ruijienetworks.com

¢ Specification

An alert that contains a description of product or version support.

3. Note
This manual is used to guide users to understand the product, install the product, and complete the configuration.

® The example of the port type may be different from the actual situation. Please proceed with configuration

according to the port type supported by the product.

® The example of display information may contain the content of other product series (such as model and

description). Please refer to the actual display information.

® The routers and router product icons involved in this manual represent common routers and layer-3

switches running routing protocols.
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1.2

Product Introduction

Ruijie Cloud On-Premises (OP) Service Overview

Product Introduction

Ruijie Cloud OP Service is Ruijie's easy and efficient cloud solutions for ISP and MSP to provide cloud

management features on local. The solutions include device deployment, monitoring, network optimization, and

operational life cycle management; providing customers with plug-and-play deployment and operation and

maintenance (O&M). It satisfies needs of automatic cloud RF planning and user experience monitoring.

Moreover, it supports flexible wireless Wi-Fi management, including secure Private Pre-Shared Key (PPSK)

authentication (one person, one machine, and one password), and Portal service.

Key Features

Unified device management

Secure PPSK authentication for employees
Captive portal for guests

Cloud Monitoring & alert

Tenant and Subaccount permission assignment
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2 Quick Start

2.1 How to Login Ruijie Cloud OP Service

(1) Visit your customized domain for On-Premises service.

Ruijie | Reyce

(2) Input the Admin account and Click Sign in to login directly.
2.2 Adding a Project

A project group includes many networks, and is usually used to represent the network of a province, a city, or a
company.

O Note

Adding devices to a project group is not supported. The project group is used to manage multiple projects.

Procedure

(1) Choose Home > Project > Add > Add Project

Ruijie |Rcyce r’ Home Project
Project Device Alarm
7 ] 5 = 3
A
Created (7) Received(0) Shared(0)
Add v Project Management Unbind Device Q
Name Scenario Alarms Online Guests AP

(2) Set basic parameters of the project. Then click Next.
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Add Project —+ Add Project: X

i Basic Information
Basic .

* Network Alias:

China (GMT+8:00

* Management Password:

Note: if the device has been configured before, the management password

should be configured the same with the eWeb password.

Scensrio: ’g =g m
B =

Hotel Villa/Home

Restaurant School

Time Zone: GM

Advanced ¥

Next

Name: indicates the name of a project. The value is a string of up to 32 characters, including letters, numerals,

or underscores ().

Management Password: indicates the management password.

A\ cCcaution

If the device has been configured before, the management password should be configured the same with the
Eweb password.

Scenario: indicates the scenario that suits the customer’s actual scenario.
Time Zone: indicates the time zone where the current customer is located.
Type: indicates the type of the project. If there is an AC in the project, select AC + Fit AP.

Bind Location: indicates the location of the project.

(3) Select device type and set Wi-Fi parameters. Then click OK.

Add Device Select the device model X
Select device type :
| e Basic
AP Gateway Switch Home Router Wireless Bridge Device type
Add to Test
‘ Cancel | | Next ‘
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Wireless Settings X
WiFi Settings More v

* WiFi Name / SSID:

Password: (ST (el Strong encryption (WPA2-PSK)

Collapse< <
Hide SSID: (Hidden from others, and can only be added manually)
Radio: Radio1 Radio2
IP Assignment:

5G-Prior Access: Open

Per-user rate limit: Cpen

Rate Limit for SSID Usersg Open

@ Add wiFi

| RF Configuration

SSID: indicates the WLAN name of a project.

Password: indicates the SSID encryption method and password.

Hide SSID: indicates that the SSID is hidden or broadcast.

Radio: indicates the radio that needs to be enabled.

IP Assignment: indicates the mode in which clients obtain IP addresses.

5G-prior Access: indicates that clients are connected to the 5 GHz frequency band preferentially. Legacy

clients are connected t02.4 GHz frequency band.
Per-user rate limit: indicates channel width control for each user who connects to this Wi-Fi.
Rate Limit for SSID Users: indicates channel width control for the total traffic on this SSID.
(4) Add devices manually or through batch import.
® Option 1: Add devices manually.

Enter the device SN and alias.

Add Device ——— Select the device model———— Add Device X
Switch 5
Basic
Device type Switch
You can add a switch in one of the following four modes (click to switch mode): e s
Add to Test
By entering device SN By batch adding using an excel file

Added devices
1SN: Alias: +

Switch 0
® Option 2: Add devices through batch import. In the template, up to 500 records can be imported each time.

4
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Add Device —— Select the device medel—— Add Device
Switch :
Basic
Device type Switch
You can add a switch in one of the following four modes (click to switch mode): s .
Add to Test

By entering device SN By batch adding using an excel file

Added devices

Switch Q

Download and fill in the device information in the template.Up to 500 records can be imported each time.

Select an xs or xisx file Download Template

m

a Click Batch Import.
b Click Download Template to download the template
¢ Fillin the device SN and alias in the template and save it.
d Click Upload Template File to upload the edited template file.
e Click the Import button.
(5) After devices are added, click Save & Next.

The project is added successfully.

Quick Start

Finish * Finish

Succeeded!
AP: 0, Switch: 0, Gateway: 0 , Wireless Router: 0, Wireless Bridge: 0

AP Switch Unauthorized Gateway Gateway Home Router Wireless Bridge

No SN Alias Action

No Data

10 =

] 0 in total

Close
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3 Al Networking

3.1 Smart Config

3.1.1 Configuration

(1) Choose Project > Smart Config, click Configuration.

You can create wired and wireless VLANs, and perform ACL, AP VLAN, and WAN configurations on the page
that is displayed.

Click To configure under the item that you want to configure. You will be redirected to the corresponding
configuration page.

] e d= e @

@ Connect Clients o Network @ Link and Netwark Device: 9 Egress Path Configuration

Add wired VLANS Management P Address of AP Smart WAN Configuration
To configure

EGZ10G-E

@ wonspace

Al Networking

10l (3) Configured
@ Smart Config

congurstion i oo et spes e e et
create wireless VLANS O

- Optimization @ Canfigure

@ nNet K- Wide g v

mpeove performancs  Sirangihen security

@ Auth & Accounts

- Network Access Centrol
Deivery

Monitoring
& Network-Wide
B Devices
@ Chents

B Logs

2= Delivery Canter

ACL configuration is used as an example to illustrate the configuration steps.

First, click To configure. The ACL page is displayed. On the page that is displayed, click To configure to start
the configuration.

You can use this ACL feature to assign a service network to the Interworking Zone or the Isolation Zone,

depending on the access control rights you want to assign to this service network. Service networks in the
Interworking Zone can access each other, while those in the Isolation Zone cannot.

Service networks in the Interworking Zone cannot access those in the Isolation Zone, and vice versa.

You can restrict the access control rights of a service network by dragging it from the Interworking Zone to the
Isolation Zone, and then clicking Save.

By clicking No IP under a service network in the Isolation Zone, you can set an IP address or an IP address

range that is allowed to access this service network.
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DemoProject2
Access Control List (ACL)

@ Workspace
(D Drag a service network to the [Interworking Zons] or [isolation Zone] as required, More

f Smart Config
Interworking Zone Isolation Zone (%)

Configuration Service networks in the Interworking Zone can access each other Service networks in the Isolation Zone cannot access each other, If
Y. a network segm IPc dded for mutual access

& Network-Wide between a certain service network in the Isolation Zone and the one in the
Interworking Zone
VLAN 1] VLAN1 X | VLAN3 5
= Devices 192.168.110.1/255.255.255.0 192.168.3.1/255.255.255.0
@ Authentication
D | VLANS ~
Cannot access each other
L 192.168.5.1/255.255.255.0
Monitoring -
fF N
& Network-Wide ‘v
B Devices
Service networks to which you want to grant access
@ Clients permissions Drag
E Logs
2= Delivery Center

3.1.2 Optimization

On the Optimization page, you can configure features such as Wi-Fi optimization, loop prevention, DHCP

snooping, and ARP spoofing guard.

Click To configure under the item that you want to configure. You will be redirected to the corresponding

configuration page.
WIO configuration is used as an example to illustrate the configuration steps.

First, click To configure. The WIO page is displayed. On the page that is displayed, click Enable Wi-Fi
Optimization, and then click Optimize Now.

The system will perform the network optimization. After the optimization is complete, you can check the results
by scrolling down the page.
You can set the time for scheduled optimization by clicking Optimization Schedule, and then clicking Save to

save the configuration.

DemoProject!
01) Connect Clients to Network 02} Link and Network Device 03} Egress route configuration

@ Workspace

irel elligent O i op Prever
Conbation Wireless Intelligent Optimiza Loop Prevention
Configuration
Boost Wi-Fi speed Improve stability
3
@ Network-Wide I
. Optimization DHCP Snooping
E Devices
@ Authentication m
Monitoring - improve stability

Deliver
& Network-Wide y

ARP Spoofing Guard

@ Clients
improve stablity

B Logs

w

Delivery Center



Cookbook Al Networking

3.1.3 Delivery

You can perform a network-wide smart check, view reports and update devices by clicking Delivery. Click To
configure under the item that you want to configure. You will be redirected to the corresponding configuration

page.
Smart Check is used as an example to illustrate the configuration steps.
First, click To configure. Click Check Now.

The system will perform the smart check. After the check is complete, you can click View Report to view the

project report.

DemoProject]

Delivery Report N Network-wide upgrade - Smart Check
© Configured @ Configured
@ Workspace ( o configure
Configuration Facilitate follow-up acceptance an &M Imgp e stabilit
fi Smart Config ! mprave stability
Configuration
@ Network-Wide l
. Optimization
¥ Devices

@ Authentication

Monitoring A
& Network-Wide

B Devices

2 Delivery Center
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4 Network Configuration

4.1 Creating a Wired VLAN

4.1.1 Overview

Different clients exist on a network, such as PCs and cameras. When a camera is running, broadcast or

abnormal traffic often occurs, imposing negative effects on the service network. The administrator wants to

isolate the broadcast and abnormal traffic of the camera from the running service network.

4.1.2 Configuration Steps

@

@

Adding a wired VLAN: Choose Project > Configuration > Network-Wide > Client Access, click Add and
select Add wired VLANSs to add wired VLAN configuration for the current network, or select an existing
wired VLAN and click Configuration.

DemoProject1

cess Management
@ Workspace —
Planned: (1) VLAN1
B st Lo VLANT VIA! E ID  Gateway IP Address (SVI) DHCP Server DHCP Pool

192.168.110.1 EG310GH-E 192.168.110.1-192.168.110.254 | Lease Time: 30Min | Used/Total IPs: 5/254

Configuration

= Devices ‘ |
- T

@ Authentication

Monitoring T

& Network-Wide

B Devices

@ Clients

I
8 Logs ——| = — —

Service Configurations
2 Delivery Center

Setting service parameters: Set the VLAN for wired access and create a Dynamic Host Configuration
Protocol (DHCP) address pool for devices in the VLAN to automatically obtain IP addresses. The gateway
can serve as the address pool server to assign addresses to access clients. If a core switch supporting the
address pool function is deployed on a network, you can configure the switch as the address pool server.
After configuring service parameters, click Next.
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1 / Edit Wired VLANs

o Network Param Wired Access Confirm Apply Config

Description:  Dining Room
VLAN ID
Default Gateway/Subnet Mask: 192.168.3.1 ; 2552552550
DHCP Pool D (0]
1P Segment: 192.168.3.1 192.168.3.254

Assign IP from: (@) Gateway (Router)
Usually for L2 network.

The following table lists the description of parameters.

Parameter Description

Description Enter the VLAN description, for example, Office PC.

VLAN D The VLAN ID can be set to any value from 2 to 232 and from 234 to 4060,
except the used value.

Default ) )

After the VLAN ID is configured, the value of the default gateway or the subnet

Gateway/Subnet ) )
mask will be updated automatically 1s later.

Mask
You are advised to keep the default configuration.

If the DHCP pool is disabled, a camera or PC needs to be manually configured
with a static IP address.

DHCP Pool The deployment location of the IP address pool can be selected as needed.
Generally, the gateway used as the DHCP server is applicable to a Layer 2
network, and the core switch used as the DHCP server is applicable to a Layer
3 network.

The parameter is available only when the DHCP pool is enabled. When the

IP Segment ) i . .

VLAN ID is configured, the IP segment will be updated automatically 1s later.
] The parameter is available only when the DHCP pool is enabled. You are

Assign IP from ) ) )

advised to keep the default configuration.

(3) Select the interface for connecting the camera in the topology on the left, and select the port to connect the

camera from port icons on the right. The port icon will change from gray-black to blue. Click Next.
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Network planning / Edit Wired VLANs
(v ) Network Param o Wired Access Confirm

Apply Config

VLANS3 (Dining Room) 192.168.3.1~255.255.255.05elected | device{s)4port(s)

AN 1 o s

79 M 13 15 7 19 A A B ¥ B N BB WM
“------;--' 2 L L e P L Ny il Nl
Ruijie
NAEKD028H0002 o WU VS Ew W
2 4 8 B 10 12 M 16 W 2 2 M 2w 28 20 M3 13w

Configured::Gi9-12

(4) Click Apply. The configuration will be delivered to the gateway and the switch, and takes effect.

twork plannir

) / Edit Wired VLANs

x
v ) Network Param v ) Wired Access ° Confirm Apply Config
To ensure that the Dining Room VLAN3 ) takes effect, configuration will be 6devices:
I+ work ( 192.168.3.1~192.168.3.254 delivered to b
- AR—.|  Add port VLAN3, IP 192,168.3.1, subnet mask 255.255.255.0
— prwese—
‘ e e Add address pool VLAN3, start address 192.168.3.1, end address 192.168.3.254, DNS 192.168.3.1,
7 100K lease time 480 mins
! NAEK002BH0001

The port Gi9-12 is configured as the Access port, VLAN 1D 3
Add VLAN 3[Auto Configuration]

NBS3200-48GT4XS | The port Ag8,Gi3-6 is configured as the Trunk port, Native VLAN ID 1, Allowed VLAN 1D 1

NAEK002BH0002 4094[Auto Configuration]

A—— v
Add VLAN 3[Auto Configuration]
¥ S The port Gi1-2,Gi24 is configured as the Trunk port, Native VLAN ID 1, Allowed VLAN ID 1-
NES3100-24GTASFP-P | 4304{Auto Configuration):
NAEK002BH0003 9
o §| IR
[AY| 1 aivn akt 3taiwnrann "
(5) The service network is added successfully when the message indicating delivery success is displayed.
Ne Edit Wired VLANs *

ﬂ_\i/l Network Param ) Wired Access — W Confirm —— °AppIndnﬁg

] VLAN 3 Defaut

° [DemoProject1] Delivery succeeded.

2168 2.168.3.254 DHCP ServerGatewa

You can also

Plan switch ports for connecting to Access Control List (ACL)
APs. it betweer

To configure

To configure

@ Device Config

ON EG310GH-E

Gataway  SNMAFKINIRHNNNT

4.1.3 FAQs

1. Why Do I Classify VLANs?

(1) Reducing resource waste caused by broadcast traffic

11
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In monitoring, door control, IPTV, and other scenarios, the heavy broadcast traffic of different services can easily
affect each other, causing network jamming. Broadcast domains need to be isolated to reduce the bandwidth

occupied by broadcast packets and avoid broadcast storms.

® There are broadcast packets of various network protocols, such as Address Resolution Protocol (ARP)
requests for querying MAC addresses of identified devices, and DHCP requests for requesting IP addresses.
When there are considerable clients on the network, broadcast packets will occupy numerous bandwidth
resources, causing resource waste. VLANSs can isolate broadcast domains and reduce bandwidth resource

waste.

® In monitoring, door control, broadcast system, and other scenarios, broadcast or multicast packets (devices
that do not support multicasting will process multicast packets as broadcast packets) are usually used.
Therefore, separate VLANSs need to be configured for monitoring and video (such as IPTV) devices to isolate

such traffic from common service traffic.
(2) Facilitating management

After VLANs are classified based on departments, policies can be conveniently configured for different
departments and enterprise intranets can be better managed.

In hotel scenarios, there may be Internet access by guests, conference room and banquet network, reception
office network, and monitoring network. The reception office network involves the check-in/refund handling. In
enterprise office scenarios, different departments may have different intranet access permissions and different
security requirements. It is necessary to classify VLANs by user category and configure access control lists

(ACLs) and other policies to meet different service requirements.
(3) Ensuring intranet security

® In a LAN, device information can be easily captured, and even data may be stolen, imposing security risks.
After VLANSs are configured, LANs can be divided into different VLANSs to narrow down the broadcast scope

of different packets, thereby enhancing information security.

For example, in the enterprise office scenario, configuring a guest VLAN can greatly reduce security threats

imposed by visitors to the intranet.

® Some virus software identifies other devices in the same VLAN through scanning in broadcast mode, and
spreads viruses to the other devices in the same VLAN. Classifying VLANSs can restrict the spread within the
same VLAN.

For example, in the primary and middle school scenarios, teachers' Internet access devices and teaching
devices can be added to different VLANs to prevent the spread of viruses on a teacher's PC to the teaching

devices.
In conclusion, on the enterprise network, hotel network, school network, multi-client network, and monitoring
and IPTV service networks, classify VLANs to improve the network experience and security.

2. How Do | Set the Lease Time of DHCP Addresses?

Purpose of Lease Period

When clients are online, they renew the lease automatically when 1/2 or 7/8 of the lease period has elapsed. If
the lease is not renewed because a client goes offline or other problems arise, the client can continue to use the
original IP address after reconnection before the lease period expires. For example, if the lease period is 24
hours and a client goes offline, the client can still use the original IP address after re-login within one day. If the

lease period expires, the IP address will be returned to the address pool. When the client connects to the network
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again, it will obtain an address again. In general scenarios, keep the default value for the lease period. If the

address pool has sufficient addresses, set the lease period to a smaller value; if the addresses are sufficient,

set the lease period to a larger value.

Configuration Steps

@

@

Choose Configuration > Network-Wide > Planned, select a VLAN, and then click Configuration at the

upper right corner.

DemoProject]
Client Access

pomec: ) [ Diing Room

Device Management
@ Workspace

& Smart Config

VLANT VLAN VIANID  Gateway IP Address (SVI) DHCP Server DHCP Pool
3 19216831 EG310GH-E
Configuration
& Network-Wide Dining Room VLAT
= Devices h = 7= I
@ Authentication GUEST v

= |

Monitoring
& Network-Wide

Devices

@l Clients I

B Logs o h r

Service Configurations

2 Delivery Center T T i

Multi-WAN Config

Access Control List (ACL)

Enter the lease period and click Save.

192.168.3.1-192.168.3.254 | Lease Time: 8hours | Used/Total IPs: 1/254

[ +]

Edit Wired VLANs

Network Param  Wired Access
Description: | Dining Room
VLAN ID

Default Gateway/Subnet Mask: 192.168.3

DHCP Pool: (D) ©

IP Segment: 192.168.3

Assign IP from: ® Gateway (Router
Usually for L2 network

|v.w\4-||rw‘| 0 days 8 hours

4.2 Creating a Wireless VLAN

4.2.1 Overview

To manage the Wi-Fi usage of different user groups (such as company employees and external guests)

separately, the company wants to provide separate Wi-Fi access for guests, and isolate the IP segment used by

the guests' terminals and the VLAN to which they belong from company employees.

4.2.2 Configuration Steps

(1) Adding a wireless VLAN: Click Add and select Add wireless VLANSs to add wireless VLAN configuration

for the current network.
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DemoProject1
Device Management

@ Workspace
Planned: (2) Dining Room Configuration | | More

& Smart Config VLANT VIANI Gateway IP Address (SVI) DHCP Server DHCP Pool
Wired 19216831 EG310GH-E 192.168.3.1-192.168.3.254 | Lease Time: 8hours | Used/Total IPs: 1/254
Configuration .
@ Network-Wide Dining Room VIAN? fr— \"r v) W)
= Devices Wired

@ Authentication

Monitoring
& Network-Wide
@ Devices
@ Clients
B Logs
Service Configurations
2 Delivery Center o
Multi-WAN Config |
+

Access Control List (ACL) |

Alternatively, select an existing wired VLAN and click More and select Wi-Fi Network to add a Wi-Fi network
based on the current wired VLAN.

DemoProject

Client Access Device Management
f Workspace
Planned: (2) Dining Room Configuration |
% Smart Config
VLANT VLANI VIANID  Gateway IP Address (SVI) DHCP Server DHCP Pool i-Fi Netwo:
. 3 192.168.3.1 EG310GH-E 192168.3.1-192.168.3.254 | Lease Time: Bhours | Used/Total IP 1.0y
Configuration o
! Delete Wired Network
@ Network-Wide Dining Room VLAN3
= Devices Wired
@ Authentication
Monitoring
& Network-Wide
B Devices s
i Clients i i i
@ Logs

Service Configurations

£ Delivery Center

Q

[ muiti-wan config |

| Access Control List (ACL) ‘ - - _

Setting Wi-Fi service parameters: Set Wi-Fi information first, such as the Wi-Fi name and password.

Network planning / Edit Wireless VLANs

° WLAN Access Network Param Confirm Apply Config

«Wi-Fi Name: ren-testas-001@yopmail.com
Encryption: @ Encryption ~ Disabled

= Wi-Fi password:  Ruijie123 ®

Advanced ~

Band: (@) 24G &5G 246G 5G

The following table lists the description of parameters.
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Parameter Description

Enter a string of less than 32 charters, including letters, numerals, spaces, and
SSID special characters (-_@4&.). If spaces are contained, it cannot be longer than

characters. For example, set SSID to Guest.

You are advised to encrypt the network to prevent other clients from accessing

Encryption . . . .

the network. If an open network is required, click Disabled.

Enter the password with a string of 8 to 16 characters, containing letters,
Password numbers and special characters (<=>[]'@#$*().). For example, set Password to

Ruijie123.

Advanced Settings >
Band

The value is 2.4G & 5G, 2.4G, or 5G. The default value is 2.4G & 5G.

(3) Configuring the VLAN for wired access: Create a DHCP address pool for devices in the VLAN to
automatically obtain IP addresses. The gateway can serve as the address pool server to assign addresses
to access clients. If a core switch supporting the address pool function is deployed on a network, you can
configure the switch as the address pool server. After configuring service parameters, click Next.

Edit Wireless VLANs x

v ) WLAN Access e Network Param onfirm Appl

Description:  GUEST
VIANID: 33 -

Default Gateway/Subnet Mask: 192.168.33, ; 2552552550

DHCP Pool: (D) ©
1P Segment: 192.168.33, 192.168.33.254

Assign IP from: ®) Gateway (Router)

=3
The following table lists the description of parameters.
Parameter Description
Description Enter the description of the guest VLAN.

15



Cookbook Network Configuration

Parameter Description

The VLAN ID can be set to any value from 2 to 232 and from 234 to 4060.

If the service network created is used for both wired and wireless client access,
and the corresponding wired service network (such as a wired network for
guests) exists, click Select to select a VLAN ID from Existing VLANSs, and
then click it to add a wireless network based on the wired service network.

VLAN ID
Description: = GUEST

VLAN ID:

Default Gateway/Subnet Mask:; 192.168.1.1
1 (VLANT)

DHCP Pool: @) © ii EMee;"g foom)
ques

Default
Gateway/Subnet
Mask

When the VLAN ID is configured, the value of the default gateway or the
subnet mask will be updated automatically 1s later.

You are advised to keep the default configuration.

If the DHCP pool is disabled, a camera or PC needs to be manually configured
with a static IP address.

DHCP Pool The deployment location of the IP address pool can be selected as needed.

Generally, the gateway used as the DHCP server is applicable to a Layer 2
network, and the core switch used as the DHCP server is applicable to a Layer

3 network.

Ps ; The parameter is available only when the DHCP pool is enabled. After the
egmen
9 VLAN ID is configured, the IP segment will be updated automatically 1s later.

) The parameter is available only when the DHCP pool is enabled. You are
Assign IP from . ) )
advised to keep the default configuration.

(4) Confirm the WLAN network configuration and click Apply. The configuration will be delivered to the gateway,

switch, and AP, and takes effect.
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Net k plannir Edit Wireless VLANs =
(v ) WLAN Access (v ) Network Param o Confirm Apply Config
To ensure that the work GUEST VLAN33 ) takes effect, configuration will be delivered 11devices:
0 ( 192.168.33.1~192.168.33.254 to :
2
J SSID ren-testas-001@yopmail com, password rmp123
T AP
!
EJ M|  £cd port VLAN33, IP 192.168.33.1, subnet mask 255.255.255.0
] Add address pool VLAN33, start address 192.168.33.1, end address 192.168.33.254, DNS
; E Chland 192.168.33.1, lease time 480 mins
3 5 NAEK002BHO0001 ) )
| : J | E= J‘ 4 S| Add VLAN 33[Auto Configuration]:
8 E ! + NBS3200-48GT4XS
‘ J i " J NAEK002BH0002
4
A
w E— Add VLAN 33{Auto Configuration]

(5) The service network is added successfully when the message indicating delivery success is displayed.

Network planning / Edit Wireless VLANs X

(V) WLAN Access — () Network Param (v Confirm © ooy config

° [DemoProject1] Delivery succeeded.
[ 1 ault Gatew

You can also

Plan switch ports for

Access Control List (ACL)
connecting to APs, e !

(e
-

To configure
) To configure

©@ pevice Config

ON EG310GH-E
Gateway, SN:NAEKOOZBH0001

Check Network Continue to add

4.2.3 FAQs

1. How Do | Add the Names of Multiple Wi-Fi Networks to the Same VLAN?

When multiple Wi-Fi signals need to be added to the same VLAN, you can select the VLAN, to which Wi-Fi
signals need to be added, in the service map in the middle, click More and select Wi-Fi Network, add Wi-Fi
information, and deliver the configuration.

DemoProject1

Client Access Device Management
@ Workspace
Planned: (3) Dining Room Configuration
& Smart Config VLANT VIANI VLAN ID Gateway IP Address (SVI) DHCP Server DHCP Pool V
3 192.168.3.1 EG310GH-E 192.168.3.1-192.168.3.254 | Lease Time: 8hours | Used/Total IP |,
Configuration
Del
, " "
@ Network-Wide Dining R VAN A >
== Devices Wired = - =
Authenticatior
@ Authentication S _’
Monitoring . )
]
& Network-Wide v
B Devices e
@ Clients I I L I
Service Configurations | | | !
—_—— !
2 Delivery Center i i I o
Multi-WAN Config = c- &
- 2
Access Control List (ACL) b “ e % -
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2. How Do | Add the Names of Multiple Wi-Fi Networks to Different VLANs?

When multiple Wi-Fi networks need to be added to different VLANSs, add wireless networks multiple times by
referring to 4.2.2 Configuration Steps.

DemoProject |
lanagen

Planned: (3) Dining Room nfiguratior Mor

VLANIT VIANID sateway IP Address (SVI) DHCP Server HCP Pool
3 192.168.3.1 EG310GH-E 192.168.3.1-192.168.3.254 | Lease Time: 8hours | Used/Total IPs: 1/254

@ Workspace

% Smart Config

Configuration

i
b s Dining Room VLA! =P -

& Devices

1204guest

|<
i

@ Authenticatic
kel o] GUEST

Monitoring
& Network-Wide
@ Devices
@ Clients

B Logs Service Configurations

2 Delivery Center

4.3 Configuring the AP Management Service Network (AP Management
VLAN)

4.3.1 Demand

Multiple access points (APs) are deployed on the network to transmit wireless network signals. One separate
VLAN needs to be configured for management packets of the APs. Configuring a separate management service

network can avoid AP go-offline due to the complex environment on the service network, thereby enhancing the
stability.

Ruijie Cloud can automatically detect switch ports, to which APs are connected, and users do not need to record

them in advance, simplifying the difficulty in modifying and managing VLANSs.
4.3.2 Configuration Steps
1. Configuring an AP Management VLAN

(1) Choose Network-Wide > Network > VLAN > Device Management. Information about APs on the network
is displayed, including the management VLAN, device models, SNs, management IP addresses, MAC

addresses, and online status. Click Configuration to configure the AP management service network.

18



Cookbook

@

©)

Network Configuration

DemoProject2

Client Access e
@ Workspace
. AP Management ResevePort
% smart Config . .y . o .
VLAN ID Gateway IP Address (SVI) DHCP Server DHCP Pool
1 192.168.110.1 EG310GH-E 192168.110.1-192.168.110.254 | Lease Time: 30Min | Used/Total IPs: 5/254
Configuration
Wireless AP(5)
I& Network-Wide
Device model ‘Comment SN MAC Online Status Management IP
= Devices
RAP1260(G) NAEK002FHO007 00d2.f800.2171 © Online 192.168.110.7
@ Authentication
RAP1260(G) NAEK002FHO008 00d2.f800.2f81 @ Online 192.168.110.8
Monitoring
RAP2260(G) NAEK002FH0009 00d2.f800.2f91 © Online 1921681109
& Network-Wide
RAP2260(G) = NAEK002FHOO10 00d2.f800.201 @ Online 192168.110.10
B Devices
N RAP2260(G) -- NAEK002FHO011 00d2.f800.2111 Online 192168.110.11
@l Clients
B Logs Sin total 1 0/ page

2 Delivery Center

Enter the description, set VLAN ID to 23, and wait about 1 second. The default gateway/subnet mask and
IP address segment will be automatically updated. You can select the deployment location of the IP address
pool based on actual requirements: In general, the gateway serves as the DHCP server in Layer-2 network
scenarios, and the core switch serves as the DHCP server in Layer-3 network scenarios. Click Save.

A\ cCcaution

® You are advised to use default configurations for other parameters. Do not disable the DHCP
address pool. Otherwise, IP addresses cannot be assigned to APs and you have to configure static
IP addresses to the APs manually one by one.

® In Description, enter the description of the current service network for differentiation from other
service networks.

® The VLAN ID can be set to any value in the range of 2 to 232 and 234 to 4060 except the numbers
used by existing VLAN IDs.

Edit Wireless AP Management Services

Description:  GUEST VIAN

VIANID: 23
Default Gateway/Subnet Mask: 192.168.23.1 /| 255255255
DHCP Pool 0]
IP Segment: 192.168.23.1 192.168,23.254

Assign IP from: @ G,

Lease Time: 0 i [ @ " 0

Click Apply. The configuration is delivered to the gateways and switches and takes effect. Wait till the

prompt "Delivery succeeded" is displayed, indicating that the service network is added.

) Note

After the configuration delivery is completed, PoE ports on the switches that are connected to the APs will
be restarted to restart the APs. If there are configuration-free switches on the network, restart the APs

manually.
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vork planning / Edit Wireless AP Management Services X

To ensure that the network takes effect, configuration will be delivered to4devices:

(Note: After the configuration is delivered, the AP will be restarted automatically. An unmanaged switch must be restarted
manually.)

[ Update port VLANZ3, IP 192.168.23.1, subnet mask 255.255.255.0

| Update address pool VLAN23, start address 192.168.23.1, end address 192.168.23.254, DNS
Lol 192.168.23.1, lease time 480 mins
NAEK002FH0001 i
e
A= " The port Gi1 is configured as the Trunk port, Native VLAN ID 23, Allowed VLAN ID 1-4094
i USRS Ragtart PoE port (Gil][Auto Configuration]:
: R art PoE port [Gil][Auto Configuration):
% % NAEK0O2FHO005
o e e . -
— : A— | . -
—— —| — | The port Gil-2is configured as the Trunk port, Native VLAN ID 23, Alowed VLAN ID 1-4094
e = Restart PoE port (Gi1, Gi2){Auto Configuration}
B NBS3100-24GT4SFP-P
ns & & NAEKOO2FH0003
& o o +
" = | The port Gi1-21s configured as the Trunk port, Native VLAN ID 23, Allowed VLAN ID 1-4094
. s — Restart Pof port [Gi1, Gi2][Auto Configurat
= s i estart Pof port [Gil, Gi2][Auto Configuration]:
NAEK0O2FH0004 |

(4) The AP management network configuration is delivered.

ork planning / Edit Wireless AP Management Services x

° [DemoProject2] Delivery succeeded.
" - -

TVLAN] VLAN 23 Default Gateway: 19 1255.255.255.0 IP Segment:192 4 DHCP ServerGatewa

@ Device Config

ON EG310GH-E N
Gateway, SMN:NAEK0OO2FH0001

@ [(2023-02-01 1557] Update port VLAN config Module vian_port of device NAEK0O2FHO001 ch

@ [(2023-02-01 15:57] Update LAN config Device: NAEKOOZFHO001; Configuration: [(*dhcpEnable”:"true®,"ip":*192.168.110.1° "ipNum™:254, " ipStart":"192.168.110.1","leaseTime":30,"mac ":" 00:d0:f8:99:00:31","mask "

ON NBS3100-24GT4SFP-P
Switch, SN:NAEKDO2FHO00S

@ [2023-02-01 15:57] Switch config Device: NAEKOO2FHO005:Port ID: [GI1];Port status: true,Port description: ,Port type: Trunk,Port VLAN: 23 Allowed VLAN: 1-4094,

ON NBS3100-24GT45FP-P
Switch, SN:NAEKDD2FHO003

2. Configuring a Reserved Port for an AP (applicable to the scenario in which APs are not
connected)

If an AP is not connected to the network, you can reserve a switch port for the AP.

(1) Choose Network-Wide > VLAN > Device Management > Reserved Port.

DemoProject2
Client Access

ment

@ Workspace

VLAN 23
f  smart Config VIANID  Gateway IP Address (SVI) DHCP Server DHCP Pool
23 192.168.23.1 EGI10GH-E 192.168.23.1-192.168.23.254 | Lease Time: 8hours | Used/Total IPs: 1/254
Configuration
Wireless AP(5)
Device model Comment SN MAC Online Status Management IP
: Devices
o RAP1260(G) NAEK002FH0007 00d2.1800.2171 © Online 192.168.110.7
Authentication
RAP1260(G) NAEKO02FHO008 00d2.1600,2181 © Online 192,168.1108
Monitoring
RAP2260(G) NAEK002FH0009 00d2.1800.2191 © Online 192.168.110.9
& Network-Wide
& Do RAP2260(G) NAEK002FH0010 00d2.1800.2101 © Online 192.168.110.10
Jevices
& Client RAP2260(G) NAEKOO2FHOO11 00d2.1800.2111 © Online 192,168.110.11
ients
B Logs Sintotal < [1] 10/ page
& Delivery Center
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(2) Click the switch for connecting to an AP (you can select multiple switches) in the topology on the left, and
select the port reserved for AP wired connection on the switch on the port icon panel on the right. The port
icon changes from dark gray to blue. Click Next.

VLAN23Select the switch port reserved for connecting AP.

_ A wos o owon on
. T T T 110
s NES3100-24GT4SFP-P... Yy w mTEEm
! NAEkbozrHoond | Wouwowow o2 B owow o
Configured:Gi9-12
s
I — H - — -I-:-J‘ - ‘ _0 1 3 5 7 i " 1B 1 7 v o n
‘ o | == (T I P i e T Ty
CE @ NBS3100-24GTASFP-P. ' ' ' (] - ' ' ' ' - - - -
e al.. ] + R | 48 o8 W 20 2 @M B ¥ B
- Configured:Gi9-12
w

(3) Click Apply. The configuration is delivered to the switch and takes effect. Wait till the prompt "Delivery
succeeded" is displayed, indicating that the reserved port is configured successfully.

rk plar ) / Reserved Port x

To ensure that the network takes effect, configuration will be delivered to3devices:

9 A
: NBS3100-24GT4SFP-P
— NAEK0OZFHO005

The port Gi9-12 is configured as the Trunk port, Native VLAN 1D 23, Allowed VLAN ID 23,35-36

% .
| o | The port Gi9-12s configured as the Trunk port, Native VLAN ID 23, Allowed VLAN ID 23,35-36
=! NBS3200-48GT4XS
NAEK002FH0002
A— -
The port Gi9-12 is configured as the Trunk port, Native VLAN ID 23, Allowed VLAN ID 23,35-36
;.!y & G =“|[' NBS3100-24GT4SFP-P
— o —pn INAEK002FH0004
o +
a

3

(4) The port configuration is delivered successfully.

Reserved Port X

o [DemoProject2] Delivery succeeded.

@ Device Config

ON NBS3100-24GT4SFP-P
Switch, SN:NAEKDOZFHOD0S

@ [2023-02-01 16:04] Switch config Device: NAEK002FHO005;Port 1D: [Gi9, Gi10, Gil1, Gi12];Whether the L3 interface is enabled: false,Port status: true,Port description: ,Port type: Trunk,Port VLAN: 23 Allowed VLAI
ON NBS3200-48GT4XS
Switch, SN:-NAEKDOZ2FHD002

@ [2023-02-01 16:04] Switch config Device: NAEKOOZFHO00Z,Port 1D [Gi9, Gi10, Gil1, Gi12];Whether the L3 interface is enabled: false,Part status: true,Port description: ,Port type: Trunk,Port VLAN: 23 Allowed VLAI

ON NBS3100-24GT4SFP-P
Switch, SN:NAEK002FHOD04
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3. Verification

Check information about the configured AP management service network on the service map page. IP
addresses obtained by APs belong to the 192.168.23.0/24 network segment.

DemoProject?
Client Access Device Management
theNetwaork Wi-Fi
@ Workspace
Planned: (4) GUEST VLAN Device Info X
Sma i . - X
R smart Config VLANT VLANI VIANID  Gateway IP Address (SVI) DHCP Server DHCP Pool <Previpus  NDSI100-24GTASEP-P
s 23 192168231 EG310GH-E 192.168.23.1-192.168.23.254 | Lease Time: VLANZ3
Configuration : MAC Address = 00d0.f300.2/40
= SN NAEKO02FHO004
@ Network-Wide RS
Management
= Devices Wired | Wireless . —_— P 1921661104
% Authentication meeting root VLANZS — Port VLAN 23
) 13s7en mswean
Monitoring - - an
5 L]
ork- : 24681012 WIsB022 28270
& MNetwork-Wide VIP room Wi-Fi VAT
B Devices Wireless o amar Gil Trunk Trunk vianld23
& Clients ; : : Gi2 | Trunk Trunk vianld23
= r = Gi9 Trunk Trunk vianld23
B Logs : : _ ~ N
[R—— Gilo Trunk Trunk vianld23
Service Configurations - -
o Delivery Center : I Gill Trunk Trunk vianld23
| muiti-wan Config | e Gil, Trunk Trunk danld23
2 Gi24 | Trunk Trunk vanld1

| Access Control List (ac) |

4.4 Multi-WAN

4.4.1 Overview

1. Applicable Scenarios

When a gateway is connected to multiple extranet lines, the multi-WAN function can be configured to meet
different requirements. This function mainly applies to the following three scenarios:

ISP1 ISP2;
\ /

/ \
I \
|
Acccess
Private Line Server
\ '
\ 4

User
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Network Configuration

® Traffic from different users is transmitted through different egresses: IP traffic from some intranet users can

be transmitted through a fixed extranet line.

® Bandwidth superimposition (load balancing): The gateway automatically distributes egress traffic to

multiple extranet lines to achieve the bandwidth superimposition effect.

®  Private line for access to the private line server: A private network refers to a network that cannot access

the Internet, such as e-government private networks. The access traffic of a device on the intranet to private

line resources needs to be transmitted through the private line egress, while the Internet access traffic

needs to be transmitted through other egresses.

2. Configuration Page

Choose Network-Wide > Multi-WAN to go to the Smart WAN Selection page.

DemoProject? Smart WAN Selection

@ Workspace

& Smon Config Target Network .

Configuration

Optimization Sacurity

VLAN Wi-Fi Optimization ACL

Loop Prevention ARP Spo0fing Guard

Monitoring DHCP Snooping
& Network-Wide

& Devices

Clients

@ Clients
B togs

2 Dalivery Center

Multi-WAN Bandwidth Superimposition

1. Demand

ress:

= Fixed Egrass:

N - FBR
Private Line

A company's network connects to two broadband Internet access lines. The bandwidths need to be

superimposed to meet the Internet access needs of multiple users.
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Optical modem Optical modem >
\ ] China
y = \ o= z Telecom

Gateway NBR

WAN2 port

WAN1 port
LANO port

Service network
switch

Ports 1-4

Intranet wired device

Intranet wireless AP

SITITIEENERNR,

Load balancing is automatically conducted on traffic from all devices on
the intranet and the traffic is distributed to the WAN1 and WAN2 ports.

2. Configuration Ideas

(1) Configure WAN ports to access the Internet through dynamic IP addresses, static IP addresses (non-

private line), or PPPoE.

(2) Enable load balancing.
3. Configuration Steps

(1) Click Add WAN Link to go to the Multi-WAN Config page of the gateway.

Smart WAN Selection —WAN Link to Internet —WAN Link to Private Network —inactive WAN Link
Target Network @ .
J)
- \
f \_
5P| WAN & P2l WANT & ¢ SP3 WANZ = ¢ 15P4 WANS3
Egress WAN Link
- op |
. A
Load Balancing @: ~  Access Private . .
Clints Default 2 9 etk T C Fixed Egress: ISP1  PER Fixed Egress: ISP2  PER Fixed Egress: ISP3  PER Fixed Egress: ISP4  PER
Weight=> etwork
VLANT |1 Finance | 23 ) a i ) a
5 here here here
Guest| 25 +Add Custom IP/IP Range +Add Custom IF/IP Range +Add Custom IP/IP Range

(2) Select a WAN port and configure the Internet access type for the WAN port based on the operator's
requirements. It can be set to Static IP, DHCP, or PPPoE (ADSL).Click Save.
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O nNote
°

If the configuration is inconsistent with the operator's requirements, for example, the account or password
is incorrect, the network may be abnormal or disconnected.

Egress Route Config /

@ Multi-WAN Config Mhon Mot MMConfigured

e L e i L s I wasn wan
3 » =
IType:l PPPOE (ADSL)
=p:  Static P * Account:  admin +Password:  admin

DHCP

Interface Alias:
PPPOE (ADSL)

(load balancing, policy-based routing, and static routing) “ can be found in Network > Planning_and Configuration > Eqress Path Selection, * , You are advised to perform

re configured.

(3) Click the back button on the right of Multi-WAN Config or click Network > Planning and Configuration >
Egress Path Selection to return to the Smart WAN Selection page.

Eqress Route Config / WAN
Muhi-wm Config o Mot Bonfigured

o s ez e wa s roces [T s

[ A

wanD

Type: PPPoE (ADSL)

#IP: * Account:  admin * Password:  admin

Interface Alias:

policy-based routing, and static routing can be found iw!Nethl’k > Planning_and Configuration > Egress Path Selection. You are advised t

figured

(4) Enable Load Balancing and click Weight to set the traffic weight.

Configure the load balancing weight based on the actual broadband proportion. The load is balanced based
on the configured downlink bandwidth proportion by default. For example, the bandwidth is set to 200 Mbps
for WAN1 port and 100 Mbps for other WAN ports. You can set the weight of the WAN1 port to 2 and the
weight of other ports to 1. Click Save.

Weight Settings®
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4.4.3 Configuring Traffic of Different Users to Pass Through Different Lines

1. Demand

A company's network connects to two broadband lines, and traffic from wired office users needs to be transmitted
by the WAN2 port and the traffic from the wireless network needs to be transmitted by the WAN1 port. Bandwidth
is automatically assigned to other users. The WANL port of the gateway is connected to an optical modem of
China Telecom and the WAN2 port is connected to an optical modem of China Unicom.

2. Configuration Ideas

(1) Configure WAN ports to access the Internet through static IP addresses PPPoE.
(2) Configure traffic of different users to pass through different lines.

(3) Bandwidth is automatically assigned to other users.

3. Configuration Steps

(1) Click Add WAN Link to go to the Multi-WAN Config page of the gateway.

Smart WAN Selection =WAN Link to Internet —WAN Link to Private Network =—Inactive WAN Link

Target Network

SP1| WAN ® : 5Pz WANT & § P2 WAN2 & SP4 WAN3 #

Egress WAN Link

Access Private
Clients Default Fixed Egress: ISP1  PER Fixed Egress: ISP2  PER Fixed Egress: ISP3  PER Fixed Egress: ISP4  PER

! Load B
w Network

VLAN1 |1 Finance | 23
here here here

Guest| 25 +Add Custom IP/IP Range +Add Custom IP/IP Range +Add Custom IP/IP Range

(2) Select a WAN port and configure the Internet access type for the WAN port based on the operator's
requirements. It can be set to Static IP, DHCP, or PPPoE (ADSL).Click Save.

) Note

® |f the configuration is inconsistent with the operator's requirements, for example, the account or password
is incorrect, the network may be abnormal or disconnected.

Egress Route Config

(€ Multi-WAN Config o Wott MMConfiqured

Type: | PPPoE (ADSL

#Ip: St * Account:  admin * Password:  admin
Interface Alias:

PPPOE (ADSL)

load balancing, policy-based routing, and static routing Network > Planning and Configuration > Eqress Path Selection.

(3) Click the back button on the right of Multi-WAN Config or click Network > Planning and Configuration >
Egress Path Selection to return to the Smart WAN Selection page.
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4)

Egress Route Config /

Multi-WAN Config

Network Configuration

hon Mori MConfigured

o i wa i e L s | G vt wan
Type: PPPOE (ADSL)
#1P: #Account:  admin #Password:  admin
Interface Alias:
Tip: Egress path ettings such as  (load balancing, policy-based routing, and static routing) * can be found nINelwurk > Planning and Configuration > Egress Path Selection. | , You are advised to perform
egress path s ettings after all WAN ports are configured L
Save

Configure a routing policy.

&

Caution
Only static IP addresses or PPPoE (ADSL) support the policy-based route (PBR) configuration.

If you need to add a created service network to a fixed line, for example, configure all users in VLAN 23 to
access the Internet through the egress of ISP1, select VLAN 23 and drag it to the corresponding service

network area, such as Fixed Egress: ISP1.

—Inactive WAN Link

—WAN Link to Internet —WAN Link to Private Network

e

15P1 WAN2 »

Smart WAN Selection

Target Network

1572 WANT » 1574 WAN3 »

I5P1 WAN =

Egress WAN Link Add WAN Link

Load Balanci : ‘Access Private .
e " Fixed Egress: ISP1 P8R Fixed Egress: ISP2 P8R Fixed Egress: ISP3 PR Fixed Egress: ISP4  FER

i Default ‘
Qlients et @ weight> Network
VLAN1 |1 Guest | 25 Finanee | 23 Drag and drop networks Drag and drop networks
192.168.110.0/255.255.255.0  192.168.25.0/255.255.255.0, 192.168.23.0/255.255.255.0 here here

+Add Custom IP/IP Range +Add Custom IF/IP Range +Add Custom IF/IP Range

I

You can also click Add Custom IP/IP Range, for example, add an IP address or IP address range for Fixed

Egress: ISP3.

Add or Edit PBR

Please enter the IP address or IP range wan2 specified with
Policy-basedRoute

[ ] o

+ Add User Ip/1P Range
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4.4.4 Configuring the Traffic for Accessing a Private Line Server to Go Through a

Private Line

1. Demand

A company's network connects to three Internet broadband lines: ISP1, ISP2, and ISP3 lines, and the company
has a financial private line. The financial software on the intranet can normally access the financial server
through the financial private line and all devices can access the Internet through the ISP lines.

2. Configuration Ideas

(1) Configure a static IP address for the WAN3 port and select the private line.
(2) There are two policies available for private networks:

o Specifying the destination network: When all users access the Internet, the traffic for accessing the specified
destination network (such as the server IP address) is transmitted through the private line and other traffic is not
transmitted through the private line.

o Specifying Intranet users: When specified Intranet users access the Internet, the traffic of the users is
transmitted through the private line and the traffic of other users is not transmitted through the private line.

3. Configuration Steps

(1) Click Add WAN Link to go to the Multi-WAN Config page.

Smart WAN Selection —WAN Link to Internet —WAN Link to Private Ne

Target ®

Network

Eprass sl WAN » se2 WANT & ¢ Nal| WANZ + se3 WAN3 »
WAN
Link

oad Balancing @

Clients Default o

Fixed Egress: ISP1  PER Fixed Egress: ISP2  FER Fixed Egress: NaN PR Fixed Egress: ISP3  PER

VLAN 1|1
here here

(2) Configure Internet access type for the WAN port based on the operator's requirements. Type can be set to
Static IP for private lines. Set Private Line to Yes, click Save, and then click the back arrow on the right

of Multi-WAN Config at the upper right corner.

[EJmutti-wan config e e

r B 2 &

*SubnetMask: 2552552550 * Egress Gateway: 192.168.1.2
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Note

Private lines can be selected only for static IP addresses. After the private line is enabled, the device will

forward traffic according to the policy (specifying users or specifying private line resources) specified for
the private line.

©)

Policy 1: Allow some users to only access the private line. You can drag a created VLAN to the Fixed
Egress: Private Line module.

Smart WAN Selection —WAN Link 10 Irternet. =NAN Link to Private Network  =inactive WAN Link
Private (Cannot access
Target B Network the Intemet)
Network S chdd P
Network Address 0
- T Ra
(R —
™ 1 ~ )
Egrass 151 WAN 1572 WANT = 1573 WANZ = F WAN3
WAN [ Description Descripton e ik
Link : i 7 8 o
92188 188 1 |
— '
- 4 == _/
Load Balanci Access Pri Fixed Egres:
Cliants D«faun::.“;:‘:::g o NE“’M:“""‘“E (W Fixed Egress: ISP1  PaR Fixed Egress: ISP2  PBR Fixed Egress: ISP PBR g % &

= private Line
vLAN 1|1

)

You can also click Add Custom IP/IP Range to add an IP address or IP address segment.

Guest | 101 y rop metwork

" Finance | 102
here B

+Add Custom IF/IP Rangs. +Add Custom IPAP Range

Add or Edit PBR

l a]

(4) Policy 2: Allow the default service network to access the private line.

Click Add Private Network Address or set Access Private Network to On to go to the Add or Edit Private
Network Address page.

Smart WAN Selection ~WAN Link t0 Intenet =WAN Unk 10 Private Network =inacive WAN Link
Private (Cannot access
Target [:::] Network_the Intermet)
Network
\ l |
\ .
. N . r,
e 1591 WAN » 52| WANT » 1571 WAN2 » E WAN3 «
WAN
Link o x Add WAN Link
, ] 1 N L
i
(0ad Balancing ®: Access Private Fixed Egress:
( : R : R : R R
Clients Detault i B Fixed Egress: ISP Fixed Egress: 15P2 Fixed Egress: ISP3 | Seaonte s
VLN |1 Guest | 101 ’ Finance | 102
here here
add PP Ron Add . +Add Custom 19/ Range
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Edit the destination network specified for the private line (you need to specify the address or address
segment of the private line you want to access, such as the tax network or medical network; you can set
multiple addresses).

O nNote

® The address should be as accurate as possible to avoid selecting the private network for the normal
Internet access and affecting the normal Internet access service.

Add or Edit Private Network Address
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5 Optimization Configuration

5.1 Wi-Fi Optimization

Overview

Wi-Fi optimization is an intelligent and automatic RF optimization scheme tailored for complex scenarios with
multiple APs. This function is supported by enterprise APs, most Reyee APs, and EGs. After the device enabled
with Wi-Fi optimization collects spatial information, including the SSID, channel, signal strength, and client status
(for example, transfer rate, delay, packet loss rate), it analyses information through the intelligent algorithm to
provide the optimal network solution (channel and power planning for each AP), and automatically adjusts the
configuration of APs on the network.

Wi-Fi optimization is applicable to the following scenarios:

@® In the scenario where over 100 APs need to be optimized, auto channel optimization does not achieve
good roaming effect, and it takes too much time to manually adjust the channel and power.

® In an office with dozens of APs where network connections are unstable for some PCs or phones, clients

may experience web buffering and low speed. Wireless network optimization is time- and labor-consuming.

Procedure

(1) Log in to Ruijie Cloud, choose Project > Configuration > Network-Wide > Optimization > Wi-Fi
Optimization and select a network in this account.

(2) Click Enable Wi-Fi optimization.

| Wi-Fi Optimization What's Wi-Fi Optimization?

Wi-Fi Optimization

Note: Please enable Wi-Fi optimization during non-peak hours.

5G
s —

(3) Click Optimize Now to start optimization.

31



Cookbook Optimization Configuration

Wi-Fi Optimization Settings

You are advised to optimize Wi-Fi during non-peak hours.(Current country code:CN, Change
- B country code. )

Status 0 3min
Online Clients Estimated Time

- =

| Optimization Schedule

Enabled

Online Clients: indicates the number of all online wireless clients.
Estimated Time: indicates the estimated time to complete optimization.

Optimization Schedule: enables or disables scheduled optimization. You are advised to optimize Wi-Fi
during non-peak hours.

If you want set scheduled optimization, enable Optimization Schedule, set the optimization time and action,
and click Save.

| Optimization Schedule

Enabled ()

Start Time

@® Monday Tuesday Wednesday

Repeat on i
Thursday Friday Saturday Sunday

Synchronize recommended channel and power
Synchronize recommended channel

save

Action

(4) After the optimization is complete, the browser displays the optimization details.
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O Optimized APs
20220307 100037 '™ed 60 3

Wi-Fi Optimization Record

Yes 5 149 14 1 99

Other parameters. channel width before 20, channol width ater. 80, roaming sensitvity before. 0, roaming serslivity after: 0, interference beface. 0, inferteronce after 0

Last Optimization: indicates the time of last optimization.

Improved by: indicates the improved device percentage.

Optimized APs: indicates the number of optimized devices.

AP SN: indicates the serial number of an AP.

Alias: indicates the description of an AP.

Optimized: indicates the optimized result.

Band: indicates the optimized wireless band.

Channel Before Optimization: indicates the wireless channel before optimization.
Channel After Optimization: indicates the wireless channel after optimization.
Power Before Optimization: indicates the local power before optimization.
Power after Optimization: indicates the local power after optimization.

Other: indicates other parameters for Reyee devices. The parameters are as follows:
O Channel width before: indicates the channel width before optimization.

O Channel width after: indicates the channel width after optimization.

O Roaming sensitivity before: indicates the roaming sensitivity before optimization.
O Roaming sensitivity after: indicates the roaming sensitivity after optimization.

O Interference before: indicates the interference before optimization.

O Interference after: indicates the interference after optimization.

5.2 Loop Prevention

5.2.1 Overview

Enabling loop prevention can avoid network congestion and disconnection caused by loops. Ports connected to

the switch will be automatically disabled after a loop occurs.
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5.2.2 Configuration Steps

Optimization Configuration

Choose Configuration > Network-Wide > Optimization > Loop Prevention.

DemoProject3
@& Workspace
% Smart Config

Configuration

|(§) Network-Wide |

N " op
52 Devices

VLAN Wi-Fi Optimization
& Authentication Multi-WAN

Monitoring
& Network-Wide

Devices

B @B

Clients

i)

Logs

e

Delivery Center

Loop Prevention)

DHCP Snooping

Security

ACL

ARP Spoofing Guard

Loop Prevention (RLDP)

Enabling loop protection can avoid network
congestion and disconnection caused by loops. Ports
connected to the switch will be automatically
disabled after a loop occurs.

Optimize Now

DemoProject3

@ Workspace

% Smart Config

Configuration
& Network-Wide
3= Devices

@ Authentication

Monitoring

e

Network-Wide

iG]

Devices

B

Clients

is)

Logs

43

Delivery Center

Loop Prevention (RLDP)

Enabling loop protection can avoid network
congestion and disconnection caused by loops. Ports
connected to the switch will be automatically
disabled after a loop occurs.

Click Optimize Now. You are advised to use the default value. Click Deliver Config.
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DemcProject3

@ Workspace
& Smart Config

Configuration
@& Network-Wide
== Devices

@ Authentication

Loop Prevention / Loop Prevention Config
< Loop Prevention Config
Please click switches on which you want te enable the Loop Protection feature:

Recommendation Custom
Enable on all identified access Manually select access switches

switches in the project d

T =
i Gid G5,
_ [ [ [
Monitoring Giza £ G4
ied bied £t
[y Cpeses sesaee e +
& Network-Wide
NBS3100-24GT4SF .. INBSH100-24GT45F, -
" NAEKOO26H0004 SHLNAEKD036H000S
Devices [ | | w
Gi-2 Gi1-2) G
T T 1
f Clients
Selected: 3 device(s) Deliver Config
B Logs
2 Delivery Center
DemoProject3

@ Workspace
& Smart Config

Configuration
@ Network-Wide
F Devices

& Authentication

Maonitoring
&  Network-Wide
B Devices
@ Clients

E Logs

| Loop Prevention

Enabling loop protection can avoid network congestion and disconnection caused by loops. Ports connected to the switch will be automatically
disabled after a loop occurs.

Loop Protection @D

5.3 DHCP Snooping

5.3.1 Overview

If a private router is connected to the network, some clients may obtain incorrect IP addresses and fail to access

the Internet.

After the DHCP Snooping feature is enabled, a client on the original network will not be able to obtain an IP

address assigned by the private router, thus ensuring network stability.
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Ensure IP address obtaining
from this server

Private router (with the
DHCP service) Original DHCP server

J

4

Hosts for Internet access

5.3.2 Configuration Steps

Choose Configuration > Network-Wide > Optimization > DHCP Snooping.

DemoProject3

@ Workspace

% Smart Config

DHCP Snooping (Block lllegal DHCP

contoureter b))
r—— Server;
& Network-Wide L ) )
Network Optimization Security

4 ; ] After the DHCP Snooping feature is enabled, a client on
== Devices

the original network will not be able to obtain an IP
address assigned by the private router, thus ensuring
Multi-WAN Loop Prevention ARP Spoofing Guard network stability.

Monitoring DHCP Snooping

& Network-Wide

VLAN Wi-Fi Optimization ACL
@ Authentication

@& Devices

@] Clients

B Logs

DemoProject3

@ Workspace
$% Smart Config

DHCP Snooping (Block lllegal DHCP

Configuration

Server,
@ Network-Wide A— )
rivate router (wi [ﬁ
= Devi DHCP service) Oriolil DHCE Server After the DHCP Snooping feature is enabled, a client on
¥ aven ) the original network will not be able to obtain an P
address assigned by the private router, thus ensuring

@ Authentication @ network stability.
Monitoring Hosts for internet access r
Optimize Now

& Network-Wide
B Devices

@l Clients

& Logs
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Click Optimize Now. You are advised to use the default value. Click Deliver Config.

DHCP Snooping / DHCP Snooping Config

< DHCP Snooping Config

Please click switches on which you want to enable the DHCP Snooping feature:

Recommend Customed

Enable on all switches Manually select access switches

<0

Selected: 5 device(s) Deliver Config

DemoProject3
DHCP Snooping / DHCP Snooping Config

@ Werkspace € DHCP Snooping Config © Configuration successfully delivered.

Please click switches on which you want to enable the DHCP sivupiniy ieawie.

% Smart Config Recommaend J Customed

Enable on all switches Manually select access switches

Configuration
@ Network-Wide @

= Devices —_—

@ Authentication ]
Monitoring 1

& Network-Wide T
@ Devices ©

il Clients

B L Selected: 5 device(s)
ogs

DemoProject3
| DHCP Snooping

@ Workspace After the DHCP Snooping feature is enabled, a client on the original network will not be able to cbtain an IP address assigned by the private
router, thus ensuring network stability.

% Smart Config DHCP Snooping @D

Configuration

@ Network-Wide

= Devices

@ Authentication

Monitering

& Network-Wide ek T Tl
Devices i 1 i

i Clients : @

B Logs
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5.4 Traffic Control

Set real-time traffic rate for a user or an application.

When the bandwidth of the project is insufficient, guarantee the real-time rate for key users or applications, while
high-rate and non-key users and applications are rate limited.

You can use the traffic control template to manage the real-time traffic rate for a user or application.

When the bandwidth of the project is insufficient, guarantee the real-time rate for key users or applications, while

high-rate and non-key users and applications are rate limited.

1. Click Interface Bandwidth Setting.

DemoProject3
Flow Control Application Control

far Workspace

£ smart confi You can use the traffic control template to manage the real-time traffic rate for a user or application
mal anfis - . - - . . .
9 When the bandwidth of the project is insufficient, guarantes the real-lime rate for key users or applications, while high-rate and non-key users and applications are rate limited.

Configuration Select Template

@ Network-Wide

. Configure later ‘é:‘ Office Template Entertainment Template Manual Template

= Devices Not configured because a traffic control Guarantee the use experience of common Guarantee the use experience of Control the traffic of custom applications
template is not selected. office applications entertainment applications and daily life and users

@ Authentication applications

Monitoring

Interface Bandwidth Settings

&5 Network-Wide

tual speed of the extranet

Devices
WAN2(br-wan2) WAN3(br-wan3)
@l clients
B Logs WAN: Uplink Mbps Downlink Mbps
2 Delivery Center

2. Select a template.
Configure later: indicates that traffic control is disabled.

Office Template: indicates that the embedded smart traffic control policy guarantees the traffic of common office

and work applications, and user-defined policies can be added.

Entertainment Template: indicates that the embedded smart traffic control policy guarantees the traffic of

entertainment and common daily life applications, and user-defined policies can be added.

Manual Template: indicates that traffic control settings are customized and a traffic control policy is manually
added.

3. Add a custom traffic control policy.

38



Cookbook Optimization Configuration

NBR_20230214

Flow Control App/Website Control

@ Workspace

Smart Flow Control Custom traffic control policy
£ Smart Config

LAN3AWAN1(GI0/3)
Configuration

. O Delete Selected o]

& Network-Wide
= Devices P Trsffie Control Gontrol Mode IPIClients Action

Application Traffic Contro
% Authentication Rate limit 192 168.101.2.

1 55 - . Edit Delete
Overall 4 0.001Mbps ~ 656.000Mbps & 0.001Mbps ~ 66.000Mbps AT

Monitoring
&b Network-wide 11n total 10/ page
Devices
@l clients
E Logs
2= Delivery Center

4. Configure a traffic control policy: When the bandwidth reaches 3 Mbps, a user can watch high-definition videos
smoothly; when the bandwidth reaches 1 Mbps, a user can watch standard-definition videos smoothly; when
the bandwidth reaches 0.1 Mbps, a user can browse Web pages smoothly.

Standard-definition video High-definition video

0.1 Mbps Mbps 3 Mbps
Flow Control App/Wabsite Control
»
XA -
P T alicy Alias Control Mode IPiCints Application action
P hentical 168101
: @ 0 Do
..... il 4 0.001M Mbps & Mg o 192,168,101 284
Monitoring
& Network-Wice
B Devices
@ Client
B Log
2 Delivery Center

5.4.1 IP Traffic Control

Select IP: Select the IP address range, in which the traffic control policy takes effect.
Select Traffic Control Mode: Select Rate limit or No rate limit.

Rate Limit Settings: Overall rate limit indicates the overall maximum rate and Per IP rate limit indicates the

maximum rate for each IP address.
Overall maximum/Per IP maximum: indicates the uplink and downlink maximum rates, in Mbps.

Overall minimum in the Advanced area: indicates the guaranteed rate for users when the bandwidth is

insufficient.
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Apply to interface: indicates the port, in which the policy takes effect. You are advised to select All Ports.

Policy Name: Configure a name for the policy to facilitate maintenance.

Custom traffic control policy (&

Wi

b 4

1 SelectIP

2 Select Traffic Control Mode
@ Rate limit
Mo rate lirmit

3 Rate Limit Settings

Rate limit mode: = Overall rate limit

Overall maximum:Uplink Mbps  Downlink Mbps
Advanced: A

Overall minimum:Uplink Mbps  Downlink Mbps

4 Apply to interface
AllPorts (@ LAN3/WAN1(GI0/3)

5 staus @D

6 Policy Name

5.4.2 Application Traffic Control

Select IP: Select the IP address range, in which the traffic control policy takes effect.

Select Application: Select the application whose traffic needs to be controlled. You can enter keywords for search.
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2 Select Application

Al applicafions (® Custom applications (%)
~ | | HTTP
4 WebApplication
Fast

BaiDuWenku
¥ WebApplication_App
Select Traffic Control Mode: Select Rate limit or No rate limit.

Rate Limit Settings: Overall rate limit indicates the overall maximum rate and Per IP rate limit indicates the
maximum rate for each IP address.

Overall maximum/Per IP maximum: indicates the uplink and downlink maximum rates, in Mbps.

Overall minimum in the Advanced area: indicates the guaranteed rate for users when the bandwidth is
insufficient.
Apply to interface: indicates the port, in which the policy takes effect. You are advised to select All Ports.

Policy Name: Configure a name for the policy to facilitate maintenance.
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Custom traffic control policy & 4

1 SelectIP

2 Select Application

(® All applications Custom applications (%)

3 Select Traffic Control Mode
(® Rate limit

4 Rate Limit Settings

Rate limit mode Overall rate limit
Owverall maximum: Uplink Mbps Downlink Mbps
Advanced: A

Owerall minimum: Uplink Mbps  Downlink Mbps

5 Apply to interface

(&) All Ports LAMIAWANT{GI0E)

5 Status @D

7 Policy Name

5.4.3 Configuring the Policy Priority

Click the number of a policy to adjust the policy sequence. A smaller number indicates a higher priority.
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Flow Control

Smart Flow Control
Adjust order

Exchange the order of
this rule and rule {n}.

Optimization Configuration

App/Website Control

Custom fraffic control palicy

ias C

Cancel

5.4.4 App/Website Control

Rate limit

23223
Overall 4 0.001Mbps ~ 23.0(

Here you can add blocked applications and websites. Access to a blocked app or website will be restricted.

1. Choose Project > Network-Wide > Traffic Control > App/Website Control and click Add.

NBR_20230214

Flow Control AppWebsite Controf

App/Website Control

AppWebsite Control Action

@ Adhentcaton  © xmes2 16_00' 192168100 10-192 168 100 222
Monitoring

testt 1921168301192 168,30 254 Edt D
& Network

tes 152.16330.1192.168.30 254 E@t D
& D=
@ Ches atest0216_001 192 168.2012-162.168.201.254 Ea O
& Lo

£ Delivery Center

2. Configure a policy.
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App/Website Control

1 SelectIP

2 Select Application or Website

Custom Websites

» SoftwareUpdate

» Forum|Blog
» CnlinePayment|OnlineBank
» Voip

» OnlineStorage

» DownloadTools MOBILE
» Mews|Reader|Life

» ICMP-DETAIL

» IP-RAW

» NetworkDisk

3 [Effective time

Optimization Configuration

>

Vpn-app
REMOTE-PROTOCOL
NetworkDisk
OnlineStorage

Voip

l Nightime

4 status @D

5 Application Control Policy Alias

Select IP: Select the IP address range, in which the policy does not take effect.

Select Application or Website: Select an application or website to be blocked. You can click Custom Websites

to add the website domain name to be blocked.
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Custom Websites

Wabsite Class Name Deseription uRL

héiteston

O nNote
® URLs support two levels of directories at most, for example,
www.ruijie.com.cn/about/summary.aspx.URLs must be separated by either a carriage return character or

a comma. URL prefixes such as http:// or https:// are not required.

Effective time: Select the time when the policy takes effect.

Application Control Policy Alias: Enter the policy comment to facilitate maintenance.
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6 Security Configuration

6.1 Network Access Control (simplified)

6.1.1 Applicable Scenarios

There are various types of users on the network. To ensure security, some users are banned from accessing
each other, such as visitors, finance department, servers, and monitoring devices. Service access control can
prohibit mutual access between different network segments.

6.1.2 Models of ACL-Supported Products

Product Type Device Name Version
EG series

Gateway )
EG-E series

NBS5100 series
NBS5200 series
Reyee Switch NBS6002 series ReyeeOS 1.86 or later
NBS7003 series
NBS7006 series

6.1.3 Configuration Steps

1. Creating a Service Network

For details, see 4.1 Creating a Wired VLAN

2. Configuring Service Access Control

Choose Configuration > Network-Wide > Security > Network Access Control.
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Rufie |Rcyce 09 16 Project

DemoProject
| Al Roaming
@ Workspace Al Roaming 123 Roaming
Al Networking

802.11K/V Roaming 0 [T

& smart Config

@ Al Diagnostics
L L st . [P ClientList | O

Configuration
Rx Megotiated Rate Mbps Tx Negotiated Rate Mbps
® Netwprk-Wide ‘eming Stearing Counts RSS! Before Roaming doim (Before/After Roaming) (Bafore/After Roaming)
@j Network Optimization
S Devices
Network Wi-Fi Optimization
@ Auth & Accounts P o

Monitoring

& Network-Wide

B Devices
@ Clients
B Logs

2 Delivery Center

(1) Click To configure to go to the Network Access Control page.

On this page, service networks are divided into two zones based on the access permission of the service

networks.

® Interworking Zone
Service networks in the interworking zone can access each other.

® |solation Zone
Service network segments in the isolation zone cannot access those in the interworking zone and vice versa.
Service network segments in the isolation zone are isolated from each other.

The ban is bidirectional. For example, if both network segments A and B are banned, A cannot access B,

and B cannot access A, either.

Rufie |Reyce [y o Project

DemoProject!

© Workspace

Al Natworking
& Smari Config

& Al Diagnostics

Configuration
@ Network-Wide L

- nterwarking Zone Isolation Zone

T A oo - MNetwork Access Control
Monitoring [ ! e
& Network-Wide =

@ Devices

@ Clients h

B Logs - "

2 Delivery Center
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Rujie IReyee 03 Project ®aneEee

DemoProject!
Network Access Control
@ Workspace
(D) Drag a service network to the [Interworking Zone] or [lsolation Zone] as required, More
Al Networking
Interworking Zone

wrks in the Interworking Zone can access each othe

VLAN 1 | VLAN1
Configuration 92.168.110,

0172552552550

@ Network-Wide

= Devices Dining R£OM|VLAN25
@ Auth & Accounts

Monitoring

& Network-Wic

B Devices )

@ Clients \'/

Service networks o which you want to grant access permissions Drag
B Logs

2 Delivery Center

(2) Drag a service network whose access permission needs to be restricted from the interworking zone to the
isolation zone and click Save.

Rufie|Rcyce Ny Home Project [ v ®anBe @8

DemoProject!
Network Access Control
@ Workspace
(D Drag a service network to the [Interworking Zone] ar ([lsolation Zone] as required, Mare

Interwarking Zone Isolation Zone (D

vetwrks I the Inserworking Zone can sccess sach othe K

© smart Config

@ Al Diagnostics
VLAN 1| VLANT

Configuration U——— (D After the service network is saved, you can add IP or IP range to the service network X
@ Network-Wide
Dining Room | VLAN23
= Devices 192.16823.1/255:255.2550
@ Auth & Accounts 3

Manitoring

& Network-Wide
B Devices
@ Clients
B Logs

2 Delivery Center

(3) (Optional) In Isolation Zone, click No IP.
No IP:
o Exceptional exemption rules have a higher priority than banning rules.

o Itis used to exempt a specific IP or network segment, for example, after adding a monitoring network to
the isolation zone, you can exempt the administrator IP address and allow it to access other service
networks.

o Banning exemption is also bidirectional. For example, if network segment A allows access from IP X, the
access from network segment A to IP X and the access from IP X to network segment A are both

reachable.
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In Isolation Zone, select a service network and click No IP to go to the Add Accessible IP page. Configure the
accessible IP address or IP address range and click Save.

Add Accessible IP

0) IF or IP range for mutual access

DemoProject]

Network Access Control
© Save succeeded

(D) Drag a service netwark to the [Interworking Zone] or [lsolation Zone] as required, More

@ Waorkspace

Al Networking
Interworking Zone solation Zone (3

@ smart Config Service networks in the Interwarking Zene can access each other

@ Al Diagnostics

VLAN 1| VLANT
Configuration 192168.110,1/255.255.255.0 Dining Room | VLAN23:
192.166.22.1/255.255.255.0
@ Network-Wide P 192.16823.32

Continue to add
= Devices

@ Auth & Accounts

b

Monitoring
& Network-Wide Cannot access each other
Devices

@ Clients

B Logs

2 Delivery Center

6.2 Gateway Anti-ARP Spoofing Solution

6.2.1 Overview

A user may connect a small wireless router to a network without authorization and its IP address is the same as
the IP address of the gateway, or malicious users impersonate the gateway. As a result, users cannot access
the Internet.

Gateway anti-ARP spoofing can block ARP packets from non-trusted interfaces and ensure that the real gateway

is not forged, and users can access the Internet normally.

Typical Topology of Gateway Anti-ARP Spoofing
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Egress
gateway

192.168.1.1
Office server

192.168.1.254

Gi 0/3

PC1 PC2

6.2.2 Principles

1. ARP

Address Resolution Protocol (ARP) can resolve MAC addresses based on IP addresses. The MAC addresses
can be used for data forwarding in a LAN. When a MAC address is needed, host A broadcasts an ARP request
to all hosts on the network. The ARP request contains IP information. Host B with the IP address same as that
in the request responds to host A with its MAC address. After receiving the MAC address of host B, host A
records it in its ARP table. Then, host A will forward data to host B according to the ARP table.

2. Gateway ARP Spoofing
If there are more than one IP address on the network, there is a probability that a wrong MAC address is obtained,
resulting in message transmission errors and bringing great security risks.

Gateway ARP spoofing is that the IP address of the gateway is impersonated, causing disconnection of normal

network services and malicious interception of user communication.
3. Anti-ARP Spoofing

Switch interfaces block ARP packets that contain the gateway IP address from untrusted interfaces and only the
ARP packets from trusted interfaces are forwarded to prevent users from receiving the wrong gateway MAC

address.

Enable gateway anti-ARP spoofing on the ports (Gi 0/3 and Gi 0/4 in this example) of the access switch (switch
A) that are directly connected to PCs. The gateway address is the intranet gateway address and the intranet

server address.
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6.2.3 Models of Products Supporting the Feature and Topology

Product . .
Device Name Version
Type
. . The version is unlimited. You are advised to
Switch NBS series ) )
upgrade the device to the latest version.

6.2.4 Configuration Steps

Choose Configuration > Network-Wide > ARP Spoofing Guard > Enable.

vemorroject2
@ Workspace

& Smart Config

Configuration

ARP Spoofing Guard

Network Optimization Security
= Devices od ARP packet: If a PC or mobile phone on a LAN is spoofed
VLAN Wi-Fi Optimization ACL > Q by a malicious host, the malicious host will

@ Authentication Smemt— ik disguise itself as the gateway and block
HAEWR Loop Pravention [5 Spoofing Guard Other on
o ther hosts Internet access of other hosts on the LAN. By

the LAN

DHCP Snooping enabling ARP Spoofing Guard, you can
protect the endpoints on the LAN from ARP

spoofing attacks.

Monitoring

& Network-Wide

= Do [ ee ]
@i Clients
B Logs

2 Delivery Center

Select the gateway IP address and switch, for which anti-ARP spoofing needs to be configured. The system
automatically lists the gateway IP addresses of the service networks. By default (recommended), all access
switches of the current network are selected.

DemoProject2
ARP Spoofing Guard / ARP Guard Config

@ Workspace < ARP Guard Config

Networks @ 2/4 Select switches and enable them with ARP Spoofing Guard:

& Smart Config
B 1p2.168.110.1 { VLAN 1) Recommended Custom
) Auto identi witches Manually select access switches
Configuration 152.168.35.1 ( VLAN 35)

@ Network-Wide 192.168.36.1 ( VLAN 36)

T Devices 192.168.23.1 ( VLAN 23)

@ Authentication _
Monitoring

& Network-Wide
B Devices

Al Clients

B logs

2 Delivery Center o

Switches Selectad3

If anti-ARP spoofing does not need to be configured for all access switches, click Custom, select the required

switches in the topology, and then click Deliver Config.
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DemoProject2
@ Workspace
£ Smart Config
Configuration
@ Network-Wide
= Devices
@ Authentication
Monitoring
£ MNetwork-Wide
B Devices
al Clients
B Llogs

2= Delivery Center

Security Configuration

ARP Spaofing Guard / ARP Guard Config
< ARP Guard Config

Networks @ 2/4 Select switches and enable them with ARP Spoofing Guard:

110.1 (VLAN 1 Recommended

Auto identify access switche:
12 35.1 { VLAN 35

192.168.36.1 ( VLAN 36

192.168.23.1 ( VLAN 23)

Switches Selected:2 Deliver Confiq

After configuration, IP addresses and switches, for which anti-ARP spoofing is configured, are displayed. If you

need to modify the configuration, click Edit. If you need to disable anti-ARP spoofing, click Disable.

DemoProject?

@ Workspace
& Smart Config
Configuration
@ Network-Wide
= Devices

@ Authentication

Monitoring

& Network-Wide
B Devices

@ Clients

B Logs

2= Delivery Center

6.2.5 FAQs

ARP Spoofing Guard
[ ]

Networks 2/4 Device 2/4

Networks Enabled with ARP Spoofing
uard

-
192.168.110.1 (VLAN 1) g
192.168.35.1 (VLAN 35)

Networks Disabled with ARP Spoofing
uard

192.168.36.1 (VLAN 36) wa
192.168.23.1 (VLAN 23) -
Pr—
T — —

1. If a switch is selected for enabling anti-ARP spoofing but the network topology changes, can Ruijie Cloud

automatically identify the change and revise the configuration?

No. After the topology changes, you need to go to the anti-ARP spoofing configuration page and deliver the

configuration again.

2. All ports except uplink ports on a switch with anti-ARP spoofing enabled will block the forwarding of ARP

packets that carry the gateway IP address. When the uplink ports of the switch change, can Ruijie Cloud

automatically identify the change and deliver the configuration?

No. After the uplink ports change, you need to go to the anti-ARP spoofing page and deliver the configuration

again. If the configuration is not re-delivered, some devices fail to obtain gateway information, resulting in

network disconnection.
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7 General Configuration

7.1 Intranet Access

7.1.1 Overview

General Configuration

Through intranet access, you can add a remote management tunnel to manage devices on the intranet using

the eWeb management system.

7.1.2 Configuration Steps

Choose Configuration > Devices > General > Intranet Access.

Ruijie-test_Auto
ar Workspace

Al Networking

& Smart Config

Configuration
& Network-Wide

Devices

@ Auth & Accounts
Monitoring

& Network-Wide

Devices
il Clients
E Logs

2 Delivery Center

Custom

General

Device

+Add Tunnel

Gateway

Intranet Access Interface

ACL Routing
IP-MAC Binding NAT

SNMP VPN

Project Password Portal Auth
CLI Config Task Dynamic DNS

Batch CLI Config

Session Limit

IPTV

PPPGE Server

Switch

Interface

VLAN

Routing

Leop Prevention
DHCP Snooping
Interface Rate Limit
Voice VLAN

Hot Standby

IP Source Guard

Interface Protection

Wireless

SsiD

Radio

Radio Planning

Rate Limit

AP Mesh

Load Balancing
Wireless Block/Allow

AP VLAN

Click Add Tunnel on the Intranet Access page. You can create a remote tunnel to access the intranet devices.

DemoProject3

@ Workspace
& Smart Config

Configuration
@ Network-Wide
= Devices

@ Authentication

Monitoring
& Metwork-Wide
B Devices
i}

Clients

B Logs

te

Delivery Center

@ Through intranet access, you can add a remote management tunnel to manage devices on the intranet using the eWeb management system

Custom

Devi

ce

+Add Tunnel

53


https://cloudtest-as.ruijienetworks.com/macc5/adminIntl/#/monitor_overview_intnetpenetration_menu
https://cloudtest-as.ruijienetworks.com/macc5/adminIntl/#/monitor_overview_intnetpenetration_menu

Cookbook

DemoProject1

f Workspace
f& Smart Config

Configuration
@ Network-Wide
I Devices

@ Authentication

Monitoring

£ Network-Wide
B Devices

(1l Clients

B Logs

2= Delivery Center

Add Tunnel

* App Name:  HTTP

frpeen e @ e @

HTTPS

App Type: (®) HTTP

# Inside Host: | 192.168.20.36

(D Through intranet access, you can add a remote manag

Custom Device

+Add Tunnel

General Configuration

devices on the intranet using the eWeb management system.

© Apply successfully.

Inside Host & port
192.168.20.36:80

DTo configure £ Edit

o The tunnel has been created successfully. You can
click the button to open.
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Qutside Host & port

@)

I 3'—1.143.180.?6:64892lfxni'ed on 2022-12-13 18:00

Inside Host & port

192.168.30.50:80

%) To configure

£ Edit

O Delete

&

C  @]34.143.190.78:64802

Ruijie | Rcycc

Hi, NE

Password

Forgot Password?

7.2 Project Password

‘A English v I

Choose Configuration > Devices > General > Project Password.

Enter a new device password and click Save.

DemoProject3

@

%

Workspace

Smart Config

Configuration

@

Network-Wide

Q

Authentication

Monitoring

&

[}
@

&

te

Network-Wide
Devices
Clients

Logs

Delivery Center

| Device Password

Device Password

General

Intranet Access

ACL
CLI Config Task

Batch CLI Config

Gateway

Interface
Routing

NAT

Dynamic DNS
IPTV

Portal Auth

VPN

Switch

Interface

Port Settings

VLAN
Routing

Voice VLAN

Wireless

AP Mesh

SSID

Radio
Roaming

Rate Limit
Load Balancing
TEREER

AP VLAN
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| Device Password

Device Password: &

7.3 ACL

7.3.1

An access control list (ACL) is commonly referred to as packet filter in some documents. An ACL defines a series
of permit or deny rules and applies these rules to device interfaces to control packets sent to and from the
interfaces, so as to enhance security of the network device.

You can add ACLs based on MAC addresses or IP addresses and bind ACLs to ports.
Creating ACL Rules

Choose Project > Configuration > Devices > General > ACL.
(1) Click Add to set the ACL control type, enter an ACL name, select ports and rules.

Based on MAC address: To control the L2 packets entering/leaving the port, and deny or permit specific L2
packets destined to a network.

Based on IP address: To control the Ipv4 packets entering/leaving a port, and deny or permit specific Ipv4
packets destined to a network.

@ Workspace

£ sman conng

ACL Name ACL Type Rules. Apply 1o Action

ANLAN ports Eant Delete

@ Aunentication

Monitoring

& Network-Wide
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Edit ACL

1 Select ACL type

2 ACL Name

test

3 Applyto

All LAN ports

4  Rules

Rule type: (@) Permit

Protocol Type: | Al

Source |P Address: A

Crigin Port: A

Destination |P Address: Al

Destination port: Al

Time Period: | weekend

Rules: The rules include two actions of Permit or Deny, and the matching rules of packets.

Table 9-1  Description of ACL Rule Configuration Parameters

Deny

General Configuration

>

Parameter Description
Configuring ACL Rules Action
ACL Block: If packets match this rule, the packets are denied.

Allow: If packets match this rule, the packets are permitted.

IP Protocol Number

Match IP protocol number The value ranges from 0 to 255. Check All to

match all IP protocols.

Src IP Address

Match the source IP address of the packet. Check All to match all source IP

addresses.

Dest IP Address

Match the destination IP address of the packet. Check All to match all
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Parameter Description

destination IP addresses

Match Ethernet protocol type. The value range is 0x600~0xFFFF. Check All to

EtherType Value
match all protocol type numbers.
Sre M Match the MAC address of the source host. Check All to match all source
rc Mac
MAC addresses
Match the MAC address of the destination host. Check All to match all
Dest MAC

destination MAC addresses

O Note

® If no rule is added, the system will block all traffic.
® AnACL applied by a port cannot be edited or deleted. To edit, unbind the ACL from the port first.

7.4 CLI Config Task

7.4.1 Add a CLI Command Set

Limitations

The function is only supported on RGOS devices.

Procedure

(1) Choose Project > Configuration > Devices > CLI Config Task.

(2) Click Add a CLI Command Set to customize a CLI Task.

Add a CLI Command Set

You can copy a command sat from other sources:

i the command input bex

(3) Enter the set name and commands and click Save.

58



Cookbook General Configuration

Add X

sho_interface

shoipinb

‘ sho interface

Copy CLI Set
[ show

m clesr

If the CLI command is the same as another one, you can select the CLI set and click Copy.

7.4.2 Batch CLI Configuration

Limitations

The function is only supported on RGOS devices.

Procedure

(1) Choose Project > Configuration > Device > Batch CLI Config.

(2) Click Add Configuration Tasks.

Ruiie | Reyce "‘_‘\y Home

20230213 test

I Add Configuration Tasks =
@ Workspace
Delivery Time Total Devices Success Failure Configuration Command Operation
Al Networking 5

£ Smart Config
£ Al Diagnostics

Configuration

@ Network-Wide

£ Delivery Centar

(3) Select one or more devices, and click Apply.
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Project 2 0 &8 e 6

DemoProject!
GATEWAY Searcr ]

Online Status Project Comment SN Firmware Version

@ Warkspace

Al Networking

. a Qnline DemoProject! NAEKTEFCHO00' ReyeeOs 1.206.2023
& Smart Config

@ Al Diagnostics vintowl < [1] 0/ page

Canfiguration - ke Batch apply to designated devices Apply All
@ Network-Wide
= Devices

@ Auth & Accounts

(4) Set parameters and click Apply.

The command will be delivered immediately if you do not set the scheduled command delivery time.

Batch Customize CLI Commands X

(Tip:The command will be delivered immediately if you do not set the scheduled command delivery time.)

You can copy a command set from other sources:

Test

Copy it to the command input box

Save Deliver Clear

(5) Click Back to return to the Batch CLI Config Status page.

DemaProjectt

@ Warkspace
Delivery Time Total Devices Success Failure Configuration Command Operation
Al Networking
@ Smart Config
& Al Disgnostics &
Configuration

@ Network-Wide

@ Auth & Accounts
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8 Gateway Configuration

8.1 Interface

Gateway Configuration

Choose Project > Configuration > Devices > Gateway > Interface. The gateway port page is displayed.

Ruijie-test_Auto
@ Workspace
Al Networking
& Smart Config

Configuration
@ Network-Wide

Devices

@ Auth & Accounts
Monitoring

& Network-Wide
Devices
1 Clients
E Logs

2 Delivery Center

General

Intranet Access
ACL

IP-MAC Binding
SNMP

Project Password
CLI Config Task

Batch CLI Config

Gateway

Routing

NAT

VPN

Portal Auth
Dynamic DNS
Session Limit
IPTV

PPPoE Server

Switch

Interface

VLAN

Routing

Loop Prevention
DHCP Snooping
Interface Rate Limit
Voice VLAN

Hot Standby

IF Source Guard

Interface Protection

Click a WAN port on the gateway and set the networking mode.

Wireless

SSID

Radio

Radie Planning

Rate Limit

AP Mesh

Load Balancing
Wireless Block/Allow

AP VLAN

Click Save.

LAN WAN StaticIP Dynamic P PPPOE

DemoProject2
Please select the device:  NAEKOORFHOO001(-)
@ Workspace o
% Smart Config
Configuration . ") -
@ Network-Wide WAN2
= Devices
Type [pPoE_(ADSL
@ Authentication
. « Account :
Monitoring
, PPOE (ADSL
& Network-Wide Password: o)
Devices IP:
il Clients Interface Alias:
B Logs .
Uplink Bandwidth
2 Delivery Center

Click a LAN port on the gateway, and set Interface Type, Native ID, and Allowed VLAN for the LAN port, and

then click Save.

Downlink bandwidth
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DemoProject2

Please select the devi NAEKOO2FHODO1(

@ Workspace | Port

% Smart Config H\-N -.-f?n tI-IF Dynamic IP  PPPOE
Configuration o i ans

@ Network-Wide L L] L] L - o & & o

= Devices Agl

@ Authentication + Interface Type:

Monitoring + Native ID: frunk

& Network-Wide + Allowed VLAN: a 39-30,33

@ boices
il Clients

B Logs

2 Delivery Center

8.2 Routing

8.2.1 Adding a Static Route

1. Introduction

Static routes are manually configured. When a data packet matches a static route, the packet will be forwarded
based on the specified forwarding mode.

A\ caution

Static routes cannot automatically adapt to changes of the network topology. When the network topology
changes, you need to reconfigure the static routes.

2. Configuration Steps
(1) Choose Project > Configuration > Device > Getaway > Routing to go to the route configuration page.
Ruijie-test_Auto
@ Workspace

Al Networking
& Smart Config
Configuration
@ Network-Wide

= Devices

& Auth & Accounts

Monitoring

& Network-Wide
Devices
@l Clients
=

Logs

2z Delivery Center

General

Intranet Access
ACL

IP-MAC Binding
SNMP

Project Password
CLI Config Task

Batch CLI Config

Gateway

Interface
NAT

VPN

Portal Auth
Dynamic DNS
Session Limit
IPTV

PPPGE Server

Switch

Interface

VLAN

Routing

Loop Prevention
DHCP Snooping
Interface Rate Limit
Voice VLAN

Hot Standby

IP Source Guard

Interface Protection

Wireless

5SID

Radio

Radic Planning

Rate Limit

AP Mesh

Load Balancing
Wireless Block/Allow

AP VLAN
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(2) Click @ Static Routing to add a static route. Click Save.

DemoProject?
Please select the device:  NAEKOD3AH0001(

@ Workspace .
1 Routing

% Smart Config Static Routing
Configuration Destination Address* Subnet Mask* Next-hop (except dialing)* Egress Interface
@ Network-Wide 192.166.0.0 255.255.0.0 17220721 WAN o
= Devices

172.16.00 255.255.0.0 17220.72.1 WAN o
@ Authentication . | [ ! v
Monitoring
& Network-Wide 1 Policy-based Routing
@ Devices @ Add PBR rules
l Clients

B Logs

2= Delivery Center

The following table lists the description of parameters.

Parameter Description

o Specify the destination network to which data packets are to be sent. The device
Destination Address o
matches the data packet based on the destination address and subnet mask.

Subnet Mask Specify the subnet mask of the destination network. The device matches the data
ubnet Mas
packet based on the destination address and subnet mask.

Specify the IP address of the next hop in the route for data packets. If the
Next-hop Address outbound interface accesses the Internet through PPPoE dialing, you do not need
to configure the next-hop address.

Egress Specify the interface that forwards data packets.

8.2.2 Adding PBR

1. Introduction

Policy-based routing (PBR) is a mechanism for routing and forwarding based on user-specified policies. When
a router forwards data packets, it filters the packets based on configured rules, and then forwards the matched
packets according to the specified forwarding policy. PBR enables the device to define rules according to specific
fields (source or destination IP address and protocol type) in the data packets, and forward the data packets

from a specific interface.

In a multi-line scenario, if the device is connected to the Internet and the internal network through different lines,
traffic will be evenly routed over the lines if no routing settings are available. In this case, access data to the
internal network may be sent to the external network, or access data to the external network may be sent to the
internal network, resulting in network exceptions. To prevent these exceptions, you need to configure PBR to

control data isolation and forwarding on the internal and external networks.

The device can forward data packets using either of the following three policies: PBR, address-based routing,
and static routing. When all the policies exist, PBR, static routing, and address-based routing are in descending

order of priority.
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2. Configuration Steps

Gateway Configuration

(1) Choose Project > Configuration > Device > Getaway > Routing to go to the route configuration page.

Ruijie-test_Auto

@ Workspace

Al Networking

-~

& Smart Config

Configuration
& Network-Wide

== Devices

General

& Auth & Accounts

Meonitoring

& Network-Wide
Devices
Al Clients

B Logs

2z Delivery Center

Intranet Access

Gateway

Interface

IP-MAC Binding
SNMP

Project Password
CLI Config Task

Batch CLI Config

NAT

VPN

Portal Auth
Dynamic DNS
Session Limit
IPTV

PPPoE Server

Switch

Interface

VLAN

Routing

Loop Prevention
DHCP Snooping
Interface Rate Limit
Voice VLAN

Hot Standby

IP Source Guard

Interface Protection

Wireless

SSID

Radio

Radio Planning

Rate Limit

AP Mesh

Load Balancing
Wireless Block/Allow

AP VLAN

(2) Click @ Add PBR rules to add a PBR rule. Set parameters and then click Save.

DemoProject?

@ Workspace
$ Smart Config
Configuration
@ Network-Wide
== Devices

@ Authentication
Monitoring

& Network-Wide

Devices

B @B

Clients

&

Logs

L4

Delivery Center

Please select the device:  NAEKDO3AH0001(-)

I Routing

@ Static Routing

Destination Address*®

192.168.0.0

1721600

1 Policy-based Routing

@ Add PBR rules

Rule Name

Status

Subnet Mask*
255.255.0.0 17220721
255.255.00 17220721
Protocol Type Source IP address/range

@ [r |

Next-hop (except dialing)*

WAN

WAN

Destination IP address/range

Custom * Custom *
[192.168.3.1-192.168.3.10 ] [aa-ssss )

Save

The following table lists the description of parameters.

Egress Interface

[=]

[=]

Interface

WAN o

Parameter Description
Specify the name of a PBR rule, which uniquely identifies a PBR rule. The
Rule Name )
name must be unique for each rule.
Stat Indicate whether to enable the PBR rule. If the value is disabled, this rule does
atus
not take effect.

64



Cookbook

Gateway Configuration

Parameter

Description

Protocol Type

Specify the protocol for which the PBR rule is effective. You can set this
parameter to IP, ICMP, UDP, TCP, or Custom.

Source IP

address/range

Configure the source IP address or IP address range for matching PBR entries.
The default value is All IP Addresses.

All IP Addresses: Match all the source IP addresses.

Custom: Match the source IP addresses in the specified IP address range.

Custom Source IP
address/range

When Source IP address/range is set to Custom, you need to enter a single

source IP address or a source IP address range.

Destination IP

address/range

Configure the destination IP address or IP address range for matching PBR
entries. The default value is All IP Addresses.

All IP Addresses: Match all the destination IP addresses.

Custom: Match the destination IP addresses in the specified IP address range.

Custom Destination

When Destination IP address/range is set to Custom, you need to enter a

address/range destination IP address or a destination IP address range.
Port Specify the interface that forwards data packets based on the hit PBR rule.
8.3 NAT

8.3.1 Applicable Scenarios

The port mapping function can establish the mapping relationship between the IP address and port number of
a WAN port and the IP address and port number of a server on a LAN, so that all access traffic destined for a
service port of the WAN port will be redirected to the corresponding port of the specified LAN server. This function
enables external users to access the service host on the LAN through the IP address and port number of the
specified WAN port.

Port mapping enables users to access cameras or computers on their home network when they are in the

enterprise or on a business trip.
8.3.2 Configuration Steps

(1) Choose Project > Configuration > Device > Gateway > NAT to go to the Port Mapping page.
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Ruijie-test Auto
g Ruijie-test_Auto - Customize Up time: 77 day(s) 4 hour(s), Time Zone: Asiz/Shanghai

@@ Workspace

Al Networking TOpOIOgy
& Smart Config Device
1

Configuration

@ Network-Wide (1] Online Client

General Gateway Switch Wireless

% Auth & Accounts

Intranet Access Interface Interface SSID
Meonitoring ACL Routing VLAN Radio
& Network-Wide IP-MAC Binding NAT Routing Radio Planning
SNMP VPN Loop Prevention Rate Limit
Devices
Project Password Portal Auth DHCP Snooping AP Mesh
@l Clients i :
CLI Config Task Dynamic DNS Interface Rate Limit Load Balancing
B Logs Batch CLI Config Session Limit Voice VLAN Wireless Block/Allow
. IPTV Hot Standby AP VLAN
2 Delivery Center
PPPGE Server IP Source Guard

Interface Protection

(2) Click @ Add Port Mapping, set parameters, and then click Save.

EGW 20230111
Please select the device: | MACC3365700211
@ Workspace
| Part Mapping
fi smart Config Mote: By mapping intranet host to a netwark server, network users on the extranet can access the server, and obtain comesponding services
Configuration

@ Network-Wide Name Intranet host service type Protocol 1P address/port of intranet host 1P address/port accessible by extranet users after mapping

= Devices

TP Port

@ Authentication

r— =3

& Network-Wide
B Devices

@ Clients

B Logs

2 Delivery Center

The following table lists the description of parameters.

Parameter Description

Name Enter the description of a port mapping rule, which is used to identify the rule.

nt t host Select the transport layer protocol type used by the service, such as TCP or
ntranet hos
UDP. The value ALL indicates that the rule applies to all protocols. The value

service type ) ) ) ] )

must comply with the terminal configuration of a service.

Select the transport layer protocol type used by the service, such as TCP or
Protocol UDP. The value ALL indicates that the rule applies to all protocols. The value

must comply with the terminal configuration of a service.
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Parameter Description

Specify the IP address of the internal server to be mapped to the WAN port,
that is, the IP address of the LAN device that provides Internet access, such as

Internal Server IP the IP address of a network camera.

IP address/port of intranet host

Specify the service port number of the internal server to be mapped to a WAN
port, that is, the port number of the application that provides Internet access,
such as port 8080 of the web service.

You can enter a port number or a port range, such as 1050-1060. If you enter a
Internal Port port range, the number of ports must be the same as that specified in External

Port/Range.

IP address/port of intranet host

[Exeme. ]

Specify the host address used for Internet access. The default value is the IP

address of a WAN port.
External Server IP

IP address/port accessible by extranet users after IP address/port accessible by extranet users after
mapping mapping

Specify the port number used for Internet access. You need to confirm the port
number in the client software, such as the camera monitoring software. You
can enter a port number or a port range, such as 1050-1060. If you enter a port

External Port range, the value of Internal Port/Range must also be a port range.

IP address/port accessible by extranet users after
mapping

v =

(3) Check whether the external network device can access services on the destination host using the external

IP address and external port number.

& Note

Solution to test failures:

® Modify the value of External Server IP and use the new external port number to perform the test
again. The possible cause is that the port is blocked by the firewall.

® Enable the remote access permission on the server. The possible cause is that remote access is
displayed on the server, resulting in normal internal access but abnormal access across network
segments.
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8.4 Configuring VPN

1. Overview

Virtual private network (VPN) is used to build a virtual private network on the public network, and transmit private
network traffic on this virtual network.

There are two VPN application scenarios:

® Site-to-Site VPN

A connection is established between two LANs through a VPN tunnel. Figure 8-1 shows the typical network
topology. An enterprise's HQ and branch are connected to the Internet through gateway 1 and gateway 2
respectively. The HQ and branch often send internal confidential data to each other because of business
needs. To secure data transmission on the Internet, a VPN tunnel is established between gateway 1 and

gateway 2.

Figure 8-1 Typical Network Topology of Site-to-Site VPN

HQ Branch
WAN: 172.26.6.190 WAN: 172.26.5.237
&9 o ®
Gatewayl Gateway?2

LAN: 192.168.10.0/24 LAN: 172.26.5.237

[ [

In this scenario, the networks of the HQ and branch are connected to the Internet through fixed gateways,
and the networking is relatively fixed. The access is bidirectional, that is, both the branch and HQ may
initiate access to the peer end. It is often used for business communication of chain supermarkets,

government departments, and banks.

Site-to-site VPN can be implemented in the following ways: PPTP, L2TP, IPSec, and L2TP over IPsec. Ruijie
Cloud supports only the IPsec VPN mode.

® Client-to-Site VPN

A connection is established between clients and the enterprise intranet through VPN tunnels. Figure 8-2
shows the typical network topology. Employees on business trips (clients) access the Intranet of the HQ
through Internet to transmit data to the HQ and access internal servers. To secure data transmission, a VPN

tunnel can be established between a client and the enterprise gateway.

In this scenario, the client address is not fixed and the access is one-way, that is, only the client initiates
access to Intranet servers. It is suitable for employees on business trips or employees in temporary offices
to remotely access the HQ intranet through mobile phones or PCs.

68



Cookbook

Gateway Configuration

Figure 8-2 Typical Network Topology of Client-to-Site VPN

HQ

Coieme

WAN User

Client-to-site VPN can be implemented in the following ways: PPTP, L2TP, L2TP over VPN, and open VPN.

2. Configuring Site-to-Site VPN (Based on IPsec VPN)

(1) Configure VPN for the HQ gateway.

a

C

Log in to Ruijie Cloud and click the project, to which the HQ access gateway belongs, to go to the

configuration page.

Choose Configuration > Devices > Gateway > VPN.

EGW.20230111

v PN Account VO Onlea User @ G
@ Workspace —_—
P I3
o
E Connaction Status Ham Purpase Cont Status VP Mode Aetion
@ Neworktide
N . [“wtobne * Disabled Ao IPyec e RA
o [E==] Switeh Wirsiess
@ henseation ot oSt - Disablsd PPTR e RA
Intranet Access Intertace. Intertace AP Mesh
Sl o Emsble OpestPH e
‘Montareg Froject Password Routing Port Settings. 551D ] L]
A Newokwide o ACL NAT VLN Radio entoite| © Disabled L27P Sec Fa-N:]
ShM NS o
8 s PR Oynamic uting LT
€U Conig Task 1Y Hot Standby Roaming
@ chens " Bateh ClLi Centig Portal Auth Securtty Rate Limit
B Lo g Voice VLAN Load Batancing
2 DebeyCemtr Tances
APVLAN
VPN VPN Account VPH Online User © VPN Guide
o
Connection Status: Purpose. ‘Config Statis VPN Mode Aaction
* Disconnected LL] Site-to-Site * Disabled Auto IPsec 2B @
P22 + Disabled PRTP 2 BB
12821 * Enable OpenVPN 2B
© Disabled L21P Sec 2B

Click Add VPN Policy.
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Add VPN Policy X
Status » Disabled
Remark
Purpose T VPN . VPN
@ e
=~ - - i
_?I ’ —rl %I ’
Site-to-Site Client-to-5Site
Role (@ Headquarters Branch Subnet
& dynamic or static public IP address
Is required.
VPN Mode (® (® Auto IPsec Manual IPsec
WAN Interface @ WAN (192.168.200.78)

Headquarters

Headquarters Subnet (D

Branch Project

Cancel Add
d Set configuration items related to the HQ VPN.
Table 8-1 Configuration Items Related to the HQ VPN
Parameter Description
Specify whether to enable the VPN policy.
Status Ensure that the VPN policies of both the HQ and branch are enabled so that

the VPN between the HQ and branch can be established successfully.

Remark Provide the description of the VPN policy.
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Parameter Description

Purpose Specify the VPN usage scenario. Select Site-to-Site.

Rol Specify the role of the current gateway. Select Headquarter if the HQ gateway

ole

needs to be connected.
Specify the IPSec VPN implementation mode. It can be set to the following:
Auto IPsec: When the HQ gateway and branch gateway are managed by the
same Cloud account, click Auto IPsec. When this mode is selected, a VPN
tunnel can be automatically established by selecting the HQ gateway and the

VPN Mode

branch gateway.

Manual IPsec: When this mode is selected, VPN needs to be manually
configured on the HQ gateway or branch gateway so that a connection is
established between the branch gateway and HQ gateway.

WAN Interface

Headquarters

Specify the name of the HQ gateway.

Headquarters Subnet

Branch Project

Project, to which the branch gateway belongs.

Set this parameter when VPN Mode is set to Manual IPsec.

e Click Add.

(2) (Optional) Configure VPN for the branch gateway.

When VPN is configured for the HQ gateway, if VPN Mode is set to Manual IPSec, perform the following

operations. If VPN Mode is not set to Auto IPsec, the following operations are not required.

a Log in to Ruijie Cloud and click the project, to which the branch gateway belongs, to go to the

configuration page.

b  Choose Project > Configuration > Devices > Gateway > VPN.

2 Delery Center

¢ Click Add VPN Policy.
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Add VPN Policy X
Status Disabled
Remark
Purpose T VRN . WP
@ e
I
= | — %l |
Site-to-Site Client-to-Site
Role Headguarters (® Branch Subnet
A dynamic or static public IP address
is required.
VPN Mode (® (® Auto IPsec Manual IPsec
WAN Interface @ WAN (192.168.200.78)

Branch Subnet

Headquarters Project

Cancel Add
d Set configuration items related to the branch VPN.
Table 8-2  Configuration Items Related to the Branch VPN
Parameter Description
Specify whether to enable the VPN policy.
Status Ensure that the VPN policies of both the HQ and branch are enabled so that

the VPN between the HQ and branch can be established successfully.

Remark Provide the description of the VPN policy.

Purpose Specify the VPN usage scenario. Select Site-to-Site.
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Parameter Description
Rol Specify the role of the current gateway. Select Branch Subnet if the branch
ole
gateway needs to be connected.
VPN Mode Auto or Manual

WAN Interface

Select the WAN Interface

Headquarters Subnet

Specify the subnet mask of the HQ gateway.

Set this parameter when VPN Mode is set to Manual IPsec.

Headquarters Specify the IP address or domain name of the HQ gateway.
IP/Domain Set this parameter when VPN Mode is set to Manual IPsec.
Headquarters Specify the name of the HQ gateway.

Branch Subnet

Specify the subnet mask of the branch gateway.

Pre-Shared Key

The pre-shared key required for IPsec encryption.

Set this parameter when VPN Mode is set to Manual IPsec.

e (Optional) When VPN Mode is set to Manual IPsec, click Advanced Settings to set items related to

Phasel and Phase2.

IKE Policy

MNegotiation Mode

Local IP Type

Remote ID Type

SA Lifetime

DPD

AUTO
(® Main Mode Aggressive Mode
@ 1P Name
@ 1P Name

§e400 Seconds

() Enable

DPD Interva 10 Seconds

73



Cookbook

Transform Set 1

Transform Set 2

PFS

5A Lifetime

f  Click Add.

AUTO

AUTO

(® MNone

3600

']
=1
(%)

Seconds

3. Configuring Client-to-Site VPN (Based on PPTP VPN)

ds

Gateway Configuration

Client-to-site VPN needs to be configured on both the HQ gateway and a client so that a VPN connection can

be established between the HQ and the client.

(1) Configure VPN for the HQ gateway.

Cc

a Log in to Ruijie Cloud and click the project, to which the HQ access gateway belongs, to go to the

configuration page.

b  Choose Configuration > Devices > Gateway > VPN > VPN.

& Deivery Comer

veN

VPN Account VPN Dnline User

Add VPN Policy

Cannection Status

Disconnected

Click Add VPN Policy.

Purpose

eto-Site

ClienttoSite

Client-toSite

Client-to-Site

Pupose Conbyg Status

Canig Status
Disabled
Disabled

® Enzble

Disabled
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Add VPN Policy

Status

Remark

Purpose

VPN Mode (®

Server IP/Domain

Local Tunnel IP

IP Pool

MPPE

PPP Hello Interval

Gateway Configuration

@ Advanced Settings

X
L Disabled
YT WPN VPN ]
@ -
e g i
o 1 — 1
Site-to-Site Client-to-Site
L2TP over IPsec L2TP OpenVPN (® PPTP
IP & (@ Reyee DDNS (3
StartIP | 10.70.17.2 End IP 10.70.17.254
L Disabled
10
Cancel Add

d Configure the VPN policy for the HQ gateway.

Table 8-3 VPN Configuration Items for the HQ Gateway

Parameter Description

Status Specify whether to enable the VPN policy.

Remark Provide the description of the VPN policy.

Purpose Specify the VPN usage scenario. Select Client-to-Site.

VPN Mode Select the mode for implementing client-to-site VPN. Select PPTP.
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Parameter Description

Server IP/Domain Specify the IP address or domain name of the PPTP server.

Specify the local virtual IP address of the server of the VPN tunnel. After the
Local Tunnel IP client dials into the VPN, the client can access the server through this IP

address.

Specify the address pool used by the PPTP server to allocate IP addresses to
1P Pool clients.

Enter the start IP address and end IP address.

Specify whether to use MPPE to encrypt the PPTP tunnel.

After MPPE is enabled on the server: If Data encryption is set to Optional
encryption on the client, the server and client can be connected but the server
does not encrypt packets. If Data encryption is set to Require encryption on
the client, the server and client can be connected and the server encrypts
packets. If Data encryption is set to No encryption allowed on the client, the

MPPE .
server and client cannot be connected.

If MPPE is disabled on the server but the client requires encryption, the server

and client connection fails.

By default, MPPE is disabled on the server. After you enable MPPE, the
bandwidth performance of the device degrades. You are advised to keep MPPE

disabled if there are no special security requirements.

Specify the interval for sending PPP Hello packets after PPTP VPN is
PPP Hello Interval
deployed.

DNS Specify the DNS server address pushed by the PPTP server to clients.

e Click Add.
(2) Configure the client.

The following uses a Windows 10 client as an example for description. For the configuration of other clients,
click VPN Guide at the upper right corner of the configuration page.

a Log in to the Windows client and choose Control Panel > Network and Internet > Network and

Sharing Center.
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5 Network and Sharing Center
Apps
B Settings
Settings
S system

Kbar notification ares
Search the web

O control panel

O control panel

[EH Control Panel o X

A [ > Control Panel > v & | |Search Control Pane P
Adjust your computer’s settings Viewby: Category ¥

System and Security
Review your computer's status

Save backup copies of your files with File History

User Accounts

9

ange account type

Appearance and Personalization

Backup and Restore (Windows 7) i
(& Network and Internet =
View network status ks - -

O SR AN 4al. Clock and Region
/ Hardware and Sound v Change date, time, or number formats

' View devices and printers 3
Jﬂ Add a device @ Ease of Access
S

et Windows suggest settings
Programs Optimize visual display

[] Uninstall a program
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W SEtWOrK ang Internet = [¥] A
« « 4 B > ControiPane » Network and Internet » v & | Search Control Panel »

Control Panel Hoem .

ki # Network and Sharing Center

System and Securiy v View petwork status and tasks  Connect 10 a network | View network computers and devices
* Network and Intermet ﬁ Internet Options

A T 9] Change your homepage | Manage browser add-cns | Delete browsing histoey and cookies

Programs f Infrared

User Accounts Serd or receive 8 file

Appearance and

Personalization

Clock and Region

Ease of Access
& Network and Sharing Center - o X
« v 4 EX > Control Panel 5 All Control Panel items > Network and Sharing Center v o Search Control Panel 0

View your basic network information and set up connections

Control Panel Home

View your active networks

hange advanced sharing Big4 Access type: Internet
settings Public network Connections: . Wi-Fi (Big4)

Media streaming options

Local Area Connection Access type: No Internet access
Public network Connections: U Local Area Connection

Change your networking settings

g. Set up a new connection or network
"~ Setupa dial-up, or VPN ion; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Defender Firewall

b  Configure a VPN connection.
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- X
¢ % Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L4 Setup a new network
cagy, Setup anew router or access point.

[« Manually connect to a wireless network
<ag., Connectto a hidden network or create a new wireless profile.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

[ Net ]| cancel

< [l Connect to a Workplace

Do you want to use a connection that you already have?

(® No, create a new connection

(O Yes, I'll choose an existing connection

WRuijie MY
WAN Miniport (PPTP)
;.1 Ruijie Demo

@ WAN Miniport (PPTP)

%@ ALMA

WAN Miniport (PPTP)

I Next H Cancel
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= X
< [n Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ P

—> Dial directly

Connect directly to a phone number without going through the Internet.

A b

- X
& [ig Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: |172.26.6.19d The WAN IP of HQ |
Destination name: |VPN Connection |
[JUse a smart card
[l Remember my credentials

& [ Allow other pecple te use this connection

This option allows anyone with access to this computer to use this connection.

| Create |  Cancel

¢ Change settings of the adapter.
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4% Network and Sharing Center - o X
« v ? > Control Panel > All Control Panel ltems > Network and Sharing Center v o Search Control Panel 0@

View your basic network information and set up connections

Control Panel Home

View your active networks
ange ng Big4 Access type: Internet
settings Public network Connections: .l Wi-Fi (Big4)
Media streaming options
Local Area Connection Access type: No Internet access
Public network Connections: @ Local Area Connection
Change your networking settings

Set up 2 new connection er network

Setupa dial-up, or VPN ion; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshoeting information.

See also
Internet Options
Windows Defender Firewall

JP Network Connections

- [m] X
€« v 4 uP > Control Panel > Network and Internet > Network Connections v o Search Network Co... 0
Organize v Start this connection Rename this i Delete this i Change settings of this connection v [
E ALMA ™/ Bluetooth Network Connection | Ethernet2 | Local Area Connection
¥ Disconnected Not connected ¥ Network cable unplugged ¥  Local Area Connection
@ WAN Miniport (PPTP) X Bluetooth Device (Personal Area .. 9§ @27 Realtek PCle GBE Family Controller @ TAP-Windows Adapter V9 for Ope...
Ruijie MY ;! VPN Connection | Wi-Fi
Disconnected - Big4, Shared
WAN Miniport Connect / Disconnect jt (IKEv2) -d Intel(R) Wi-Fi 6 AX200 160MHz
Status
Set as Default Connection
Create Copy
Create Shortcut
& Delete
® Rename
le Properties l

Titems  1item selected

=
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3 VPN Connection Properties X

General Options Securty Networking Sharing

Type of VPN:
| Point to Point Tunneling Protocol (PPTP) v ]
Data encryption: o
Optional encryption (connect even if no encryption) v
Authentication

(O Use Extensible Authentication Protocol (EAP)

(@ Allow these protocols

Unencrypted password (PAP)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

==

d Check the VPN connection status.

Windows Security X

Sign in

I

rasswora

oK Cancel
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-
I

o Network

i

-
I

o VPN Connection
|

e Ifyour PC cannot access the internal devices of the HQ after the VPN connection is set up, run the route
add command and add the static route on your PC. The following figure shows a command example.
The IP address in this command is the virtual IP address obtained by the PC from the HQ. Then, the PC

can access the internal devices of the HQ.

ute add 1

4. Configuring Client-to-Site VPN (Based on L2TP VPN)

Client-to-site VPN needs to be configured on both the HQ gateway and a client so that a VPN connection can
be established between the HQ and the client.

(1) Configure VPN for the HQ gateway.

a Log in to Ruijie Cloud and click the project, to which the HQ access gateway belongs, to go to the

configuration page.

b  Choose Project > Configuration > Devices > Gateway > VPN.
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Ruijie-test_Auto

Select the device:

fal Workspace

Al Networking

& Smart Config

Configuration

@ Network-Wide

General

@ Auth & Accounts

Intranet Access

Monitoring ACL
& Network-Wide IP-MAC Binding
SNMP
Devices
Project Password
il Clients
CLI Config Task
B Logs Batch CLI Cenfig

2z Delivery Center

VM WPH Account VPN Online User

Add VPN Policy

Cannection Status Name
Disconnected e
PRtz

¢ Click Add VPN Policy.

Gateway

Interface
Routing

NAT

Portal Auth

Dynamic DNS

Session Limit

IPTV

PPPoE Server

Purpese

Siterto-Site

ClienttoSite

Clientto-Site

Client-to-Site
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Switch

Interface

VLAN

Routing

Loop Prevention
DHCP Sncoping
Interface Rate Limit
Voice VLAN

Hat Standby

IP Source Guard

Interface Protection

Config Status
Disabled
Disabled

* Enable

Disabled

Gateway Configuration

Wireless

SSID

Radio

Radio Planning
Rate Limit

AP Mesh

Load Balancing

Wireless Block/Allow

AP VLAN
@ VP Guide
PH Mode Action
Auto IPsec 2R @
PPTP 2B E
Open'PN 2B E
L2TP Sec 2 RE
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Add VPN Policy X
Status \_ Dizabled
Remark
Purpose - } VPN
. -9
= 7—r" —:I
B 1 o 1
Site-to-Site Client-to-Site
VPN Mode L2TP over IPsec (® L2TP OpenVPN PPTP
Server IP/Domain IP @ (® Reyse DDNS @
Local Tunnel IP
IP Pool StartIP | 10.70.17.2 EndIP | 10.70.17.254
@ Advanced Settings
DS 8.8.8.8
Tunnel Authentication 9 Dizabled
PPP Hello Interval 10
Cancel Add
d Configure the VPN policy for the HQ gateway.
Parameter Description
Status Specify whether to enable the VPN policy.
Remark Provide the description of the VPN policy.
Purpose Specify the VPN usage scenario. Select Client-to-Site.
VPN Mode Select the mode for implementing client-to-site VPN. Select L2TP.
Server IP/Domain Specify the IP address or domain name of the L2TP server.
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Parameter Description

Specify the local virtual IP address of the server of the VPN tunnel. After the
Local Tunnel IP client dials into the VPN, the client can access the server through this IP
address.

P Pool Specify the address pool used by the L2TP server to allocate IP addresses to
00
clients.

DNS Specify the DNS server address pushed by the L2TP server to clients.

Specify whether to enable L2TP tunnel authentication. If you enable this
function, you need to configure a tunnel authentication key. By default, tunnel
authentication is disabled.

The tunnel authentication request can be initiated by clients. If tunnel
authentication is enabled on one end, a tunnel to the peer can be established
Tunnel Authentication only when tunnel authentication is also enabled on the peer and consistent
keys are configured on the two ends. Otherwise, the local end will automatically
shut down the tunnel connection. If tunnel authentication is disabled on both

ends, no authentication key is required for tunnel establishment.

When a PC functions as the client to access the L2TP server, you are advised
not to enable tunnel authentication on the L2TP server.

Specify the interval for sending PPP Hello packets after PPTP VPN is
deployed.

PPP Hello Interval

DNS Specify the DNS server address pushed by the PPTP server to clients.

(2) Seta VPN account.

Only user accounts added to the VPN client list are allowed to dial up to connect to the L2TP server.

Therefore, you need to manually configure user accounts for clients to access the L2TP server.
a Choose Project > Configuration > Devices > Gateway > VPN > VPN Account.

b Click Add VPN Account.
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Gateway Configuration

Add VPN Account X

Username

Password

Cancel Add

¢ Configure items related to a VPN account.

Table 8-4 VPN Account Configuration Items
Parameter Description
Username Specify the VPN username.
Password Specify the password for the client to log in to the VPN.
d Click Add.

(3) Configure the client.

The following uses a Windows 10 client as an example for description. For the configuration of other clients,

click VPN Guide at the upper right corner of the configuration page.

a Choose Control Pane > Network and Internet > Network and Sharing Center.
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Network and Sharing Center
Apps

B Settings

Settings

S system

3 Taskbar notification ares
Search the web

O control panel

O control pane]

[EH Control Panel [m] %
A [ > Control Panel > v/ | [Search Control Pane r
Adjust your computer’s settings Viewby: Category ~
System and Security User Accounts
Review your computer's status & 9 \ge account type

Save backup copies of your files with File History

Backu d Restore (Windows 7)

N ¥ Network and Internet
View network status and tasks
/ Hardware and Sound
Jﬂ' View devices and printers
Add a device
& Programs
[- Uninstall & program

Appearance and Personalization

4
\

i

Clock and Region

Change date, time, or number formats

Ease of Access

et Windows suggest settings

®

Optimize visual display

W Ietwork and Internet = w A

B » ControiPanet » Network and Intemet »

Control Panel Home

System and Security

Network and internet

Hardware and Sound

Programs

User Accounts

Appearance and
Personalizatio

Clock and Region

Ease of Access
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b  Configure a VPN connection.

& Network and Sharing Center

« v ¥ » Control Panel > All Control Panel ltems > Network and Sharing Center

Control Panel Home

— m—
hange advan g Big4

settings Public network

Media streaming options

Local Area Connection
Public network

Change your networking settings

View your basic network information and set up connections

Accesstype:  Internet
Connections: .l Wi-Fi (Big4)

Access type: No Internet access
Connections: @ Local Area Connection

tu Set up a new connection or network
= set upa dial-up, or VPN

or set up a router or access point.

[ Toubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Defender Firewall

Gateway Configuration

v

- o X

o Search Control Panel 0

= ? Set Up a Connection or Network
Choose a connection option
Connect to the Internet
Set up a broadband or dial-up connection to the Internet.
Lk Set up a new network
<ag, Setup anew router or access point.
L« Manually connect to a wireless network
<a®_, Connectto a hidden network or create a new wireless profile.
Connect to a workplace
Set up a dial-up or VPN connection to your workplace,
| Next ] | Cancel
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- X
« [l Connect to a Workplace
Do you want to use a connection that you already have?
(® No, create a new connection
(O Yes, I'll choose an existing connection
Ruijie MY
Ruijie Demo
@& WAN Miniport (PPTP)
%‘ ALMA
@ WAN Miniport (PPTP)
| Next | | Cancel |
— X

& [l Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

—> Dial directly

Connect directly to 2 phone number without geing through the Internet.

e
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& [l Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: |1?2.26.6.190| The WAN IP of HQ |

Destination name: |VPN Connection |

[JUse a smart card
[ Remember my credentials

& [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Gateway Configuration

X

| Create | Cancel
¢ Change adapter’s settings.
& Network and Sharing Center - o X
« “ /4 55 > Control Panel > All Control Panel ltems > Network and Sharing Center v & | SearchControl Panel 0
Control Panel Home View your basic network information and set up connections

View your active networks

Change adapter si

ange advanc Big4 Access type: Internet
settings

Public netwerk Connections: .l Wi-Fi (Big4)

Media streaming options

Local Area Connection

Access type: No Internet access
Public network

Connections: @ Local Area Connection

Change your networking settings

¥ Set up a new connection or network
Setupa dial-up, or VPN

ion; or set up a router or access point.

[S Toubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options
Windows Defender Firewall
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& Network Connections

= o X
« v A & > Control Panel > Network and Internet > Network Connections v 0 Search Network Co... 0

Organize v Start this connection Rename this

Delete this

Change settings of this connection =

BE- m
g ALMA = Bluetooth Network Connection =/ Ethemet2 ™| Local Area Connection
P Disconnected Not connected Network cable unplugged WS>  Local Area Connection

WAN Miniport (PPTP) X Bluetooth Device (Personal Area... 9§ @7 Reatek PCle GBE Family Controller @ TAP-Windows Adapter V9 for Ope...
g Ruijie MY ~ VPN Connection ~U WiFi

P Dizconnected 2 Big4, Shared

WAN Miniport  Connect / Disconnect (IKEV2) o) intel(R) Wi-Fi 6 AX200 160MHz

Status

Set as Default Connection

Create Copy

Create Shortcut
€ Delete
© Rename

IQ Properties l

Titems  1item selected

=S|
2 Ruijie MY Properties X

of VPN
|[Layer2Tu1'ninngtocolwihlPsec[L2TPflPsec) v]l

Advanced settings
Data encryption:
[Owuﬁmypﬁmbum“mfnomypﬁm) V|
A o

(O Use Extensible Authentication Protocol (EAP)

(® Allow these protocols

[4] Unencrypted password (PAP)
[~] Challenge Handshake Authentication Protocol (CHAP)
[ Microsoft CHAP Version 2 (MS-CHAP v2)

DMundlcalyuseandowslogonnaneand
ssword (and domain, if any)

d Check the VPN connection status.
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Windows Security X

Sign in

I

OK Cancel

-
T
R

Network

i =

P VPN Connection
|
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e If your PC cannot access internal devices of the HQ after the VPN connection is set up, run the route
add command and add the static route on your PC. The following figure shows a command example.
The IP address in this command is the virtual IP address obtained by the PC from the HQ. Then, the PC
can access the internal devices of the HQ.

sysroute add 192. 168. 168. 10. 0 mask

5. Configuring Client-to-Site VPN (Based on L2TP over IPSec VPN)

Client-to-site VPN needs to be configured on both the HQ gateway and a client so that a VPN connection can
be established between the HQ and the client.

(1) Configure VPN for the HQ gateway.

a Log in to Ruijie Cloud and click the project, to which the HQ access gateway belongs, to go to the

configuration page.

b  Choose Project > Configuration > Devices > Gateway > VPN > VPN.

Cannection Status Mame Purpose Canfig Status VPN Mode Action

9999

PRtp22 torSit Disabled PPTP 2B E

¢ Click Add VPN Policy.
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Add VPN Policy

Status

Remark

Purpose

VPN Mode (®

Server IP/Domain

Pre-Shared Key

Local Tunnel IP

IP Pool 3

Gateway Configuration

@ Adwvanced Settings

X
w» Dizabled
-
T WPN .. VPN ]
P S
%I e _—f-l- .
Site-to-Site Client-to-Site
(@ L2TP over IPsec L2TP OpenVPN PPTP
IP @ (@ Reyee DDNS ®
StartIP | 10.70.17.2 EndIP | 10.70.17.254
Cancel Add

d Configure the VPN policy for the HQ gateway.

Parameter Description

Status Specify whether to enable the VPN policy.

Remark Provide the description of the VPN policy.

Purpose Specify the VPN usage scenario. Select Client-to-Site.

VPN Mode Select the mode for implementing client-to-site VPN. Select L2TP over IPsec.

Server IP/Domain

Specify the IP address or domain name of the L2TP server.

Pre-Shared Key

Specify the same unique pre-shared key as the credential for mutual

authentication between the server and client.
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Parameter Description

Local Tunnel IP

IP Pool Specify the address pool used by the server to allocate IP addresses to clients.

DNS

Tunnel Authentication

Specify the interval for sending PPP Hello packets after L2TP over IPsec VPN
PPP Hello Interval .
is deployed.

(2) Seta VPN account.

Only user accounts added to the VPN client list are allowed to dial up to connect to the L2TP server.
Therefore, you need to manually configure user accounts for clients to access the L2TP server.

a Choose Configuration > Devices > Gateway > VPN > VPN Account.

b Click Add VPN Account.

Add VPN Account X

Username

Password

Cancel Add

¢ Configure items related to a VPN account.

Table 8-5 VPN Account Configuration Items

Parameter Description
Username Specify the VPN username.
Password Specify the password for the client to log in to the VPN.
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d Click Add.
(3) Configure the client.

a Choose Control Panel > Network and Internet > Network and Sharing Center.

Network and Sharing Center
Apps

B Settings

Settings

S system

3 Taskbar notification ares
Search the web

O control panel

O control pane]

[ Control Panel - o X

4 B > Control Panel > | ®| [|search Control Pane r

Adjust your computer’s settings Viewby: Category ¥

c User Accounts
=

with File History

Backup and Restore (Windows e
i Appearance and Personalization
t& Network and Internet
View network status and tasks 4 Clock and Region
/ Hardware and Sound D Change date, time, or number formats
[ View devices and printers >
et W sUgg
Optimize visual display

% Programs
[-] Uninstall a program
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T NEtAOIK and Internet

€« v 1 8 > ControiPanet » Network and nternet »

Control Panel H .

ki # Network and Sharing Center

System and Securky Y View network status and tasks | Connect 1o a network | View natwork computers and devices
* Network and Intermet ﬁ Internet Options

Hardware and Sound 7] Change your homepage |~ Mansge browser add-cns | Delete browsing history and cookies

Programs f Infrared

NN Send or receve o fle

Appearance and

Personalization

Clock and Region

Ease of Access

b  Configure a VPN connection.

%+ Network and Sharing Center

« ~ 4 == > Control Panel > All Control Panel ltems > Netwerk and Sharing Center

Control Panel Home

Change adapter settings
hange advanced sharing
settings

Media streaming options

Seealso
Internet Options
Windows Defender Firewall

View your basic network information and set up connections

View your active networks

Bigd Access type: Internet

Public netwerk: Connections: .l Wi-Fi (Bigd)

Local Area Connection Access type: No Internet access
Public network C : @ Local Area C

Change your networking settings

'5. Set up a new connection or network
" Setup a broadband, dial-up, or VPN connection; or set up a router or access point.

[S]) Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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- X
¢ % Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

Lk Set up a new network
cagy . Setup anew router or access point.

". Manually connect to a wireless network
<ag., Connectto a hidden network or create a new wireless profile.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

[ Net ]| cancel

< [Ig Connect to a Workplace

Do you want to use a connection that you already have?

(@® No, create a new connection

(O Yes, I'll choose an existing connection

;& Ruijie Demo

WAN Miniport (PPTP)

*e@ ALMA

WAN Miniport (PPTP)

| Next H Cancel
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— X
<« & Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet

N @

—> Dial directly

Connect directly te a phone number without going through the Internet.

A e

— x
< [ Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: |172-26-5.19q

The WAN IP of HQ |

Destination name: |VPN Connection |

[JUse a smart card
1 Remember my credentials
@ [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

I Create I Cancel

¢ Change adapter’s settings.
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4% Network and Sharing Center - o X
« v ? > Control Panel > All Control Panel ltems > Network and Sharing Center v o Search Control Panel 0@

View your basic network information and set up connections

Control Panel Home

View your active networks
ange ng Big4 Access type: Internet
settings Public network Connections: .l Wi-Fi (Big4)
Media streaming options
Local Area Connection Access type: No Internet access
Public network Connections: @ Local Area Connection
Change your networking settings

Set up 2 new connection er network

Setupa dial-up, or VPN ion; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshoeting information.

See also
Internet Options
Windows Defender Firewall

JP Network Connections

- [m] X
€« v 4 uP > Control Panel > Network and Internet > Network Connections v o Search Network Co... 0
Organize v Start this connection Rename this i Delete this i Change settings of this connection v [
E ALMA ™/ Bluetooth Network Connection | Ethernet2 | Local Area Connection
¥ Disconnected Not connected ¥ Network cable unplugged ¥  Local Area Connection
@ WAN Miniport (PPTP) X Bluetooth Device (Personal Area .. 9§ @27 Realtek PCle GBE Family Controller @ TAP-Windows Adapter V9 for Ope...
Ruijie MY ;! VPN Connection | Wi-Fi
Disconnected - Big4, Shared
WAN Miniport Connect / Disconnect jt (IKEv2) -d Intel(R) Wi-Fi 6 AX200 160MHz
Status
Set as Default Connection
Create Copy
Create Shortcut
& Delete
® Rename
le Properties l

Titems  1item selected

=
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2 Ruijie MY Properties X
Type of VPN:

iLayerZTuhethmtocolwﬁlPsec(LZTP/lPsec) v|

| Advanced settings |

Data encryption: %7

[Opﬁonduuywm(oomedevmimenaypﬁm) v
-

(O Use Extensible Authentication Protocol (EAP)

(® Allow these protocols

[ Unencrypted password (PAP)
[/] Challenge Handshake Authentication Protocol (CHAP)
A Microsoft CHAP Version 2 (MS-CHAP v2)

[[] Automatically use my Windows logon name and
password (and domain, if any)

[ ok ]| cance |

d Click Advanced Settings to configure the pre-shared password.

2 Ruijie MY Properties X

General Options Securty Networking Sharing

Type of VPN:

Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) v|
| Advanced settings |

Data encryption:

| Optional encryption (connect even if no encryption) V‘

T

(O Use Extensible Authentication Protocol (EAP)

(® Allow these protocols

[ Unencrypted password (PAP)
[/] Challenge Handshake Authentication Protocol (CHAP)
[ Microsoft CHAP Version 2 (MS-CHAP v2)

[[] Automatically use my Windows logon name and
password (and domain, if any)

ok ][ cancel |
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/| Verify the Name and Usage attributes of the server’s certificate

L1 ALMAA Ty Dlessiousnslelladasnrk c
D, A4V D, b, AV4 L._l
Advanced Properties X e
414
(® Use preshared key for authentication 2
Key: [ruje123]
(O Use certificate for authentication

[A Unencrypted password (PAP)
[ Challenge Handshake Authentication Protocol (CHAP)
[ Microsoft CHAP Version 2 (MS-CHAP v2)

[[] Automatically use my Windows logon name and
password (and domain, if any)

OK || Cancel |

e Set Network Mode to PC to Router.

Add User

Service Typs  ALL
* Username PC

* Password

Network Mode PC to Router

status (@D

6. Configuring Client-to-Site VPN (Based on Open VPN)

Gateway Configuration

Client-to-site VPN needs to be configured on both the HQ gateway and a client so that a VPN connection can

be established between the HQ and the client.

(1) Configure VPN for the HQ gateway.

a Log in to Ruijie Cloud and click the project, to which the HQ access gateway belongs, to go to the

configuration page.

b Choose Configuration > Devices > Gateway > VPN > VPN.
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Gateway Configuration

Ve VPN hccouw © VPN Guide
Cannection Status Name Purpose Config Status VPN Mode Action
Disconnected 9000 Site-to-Site Disabled Auto IPsec 2B B
Ppptpz2 Clientto-Site Disabled PPTP 2B E
123 Clientto-Site ® Enable OpenVPN 2B @
Clientto-Site Dissbled L2TP Sec BB
¢ Click Add VPN Policy.
Add VPN Policy X
Status () Enable
Remark EG210G-E_OpenVPN
Purpose o
E 1
Site-to-Site VPN Client-to-Site VPN
VPN Mode L2TP over IPsec L2TP (® OpenVEN PPTP
Server IP/Domain [ORLNG]
Server Mode (®) Account Certificate Account & Certificate
Protocol (®) UDP TCcP
IF Poal /
Server Subnet
VLAN 1 |VLAN 233 (192.168.110.0)
Flow Control
66 (192.168.66.0)
All Traffic over VPN VLAN234  (192.168.130.0)
VLAN 235 (192.168.150.0)
@ Advanced
Cancel Add

d Configure the VPN policy for the HQ gateway.

Parameter Description

Status Specify whether to enable the VPN policy.

Remark Provide the description of the VPN policy.

Purpose Specify the VPN usage scenario. Select Client-to-Site.

VPN Mode Select the mode for implementing client-to-site VPN. Select Open VPN.

Server IP/Domain

Specify the IP address or domain name of the L2TP server.
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Parameter Description

Select a server authentication mode. The options are Account and Certificate,

P Account: Enter the correct username and password and upload the CA
Server Mode certificate on the client to connect to the server. The configuration is simple.

P Certificate: Upload the CA certificate and client certificate and enter the
correct private key on the client to connect to the server.

Select a protocol for all OpenVPN communications based on a single IP port.
The options are UDP and TCP.

Protocol The default value is UDP, which is recommended. When you select a protocol,
pay attention to the network status between two encrypted tunnel ends. If high
latency or heavy packet loss occurs, select TCP as the underlying protocol.

IP Pool Specify the address pool used by the server to allocate IP addresses to clients.

Server Subnet

Specify whether to route all traffic over VPN. After this function is enabled, all
All Traffic over VPN the traffic is routed over the VPN tunnel. This means that the VPN tunnel is the
default route.

Port ID

TLS Authentication

Specify whether to enable data compression. If this function is enabled,

) transmitted data is compressed using the LZO algorithm. Data compression
Data Compression ) ] )
saves bandwidth but consumes certain CPU resources. The setting on the

client must be the same as that on the server. Otherwise, the connection fails.

Select the data encryption mode before data transmission to ensure that even
data packets are intercepted during transmission, the leaked data cannot be

interpreted.

Cipher If this parameter is set to Auto on the server, you can set this parameter to any

option on the client.

If a specific encryption algorithm is configured on the server, you must select
the same encryption algorithm on the client. Otherwise, the connection fails.

(2) Create an OpenVPN user.

Only user accounts added to the VPN client list are allowed to dial up to connect to the OpenVPN server.

Therefore, you need to manually configure user accounts for clients to access the OpenVPN server.

a Choose Configuration > Devices > Gateway > VPN > VPN Account.
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b Click Add VPN Account.

Add VPN Account

Username

Password

Cancel

¢ Configure items related to a VPN account.

Table 8-6 VPN Account Configuration Items

Gateway Configuration

Add

Parameter Description

Username Specify the VPN username.

Password Specify the password for the client to log in to the VPN.
d Click Add.

(3) Configure the client.

The following uses a Windows 10 client as an example for description. For the configuration of other clients,

click VPN Guide at the upper right corner of the configuration page.

a Download and install OpenVPN application to your PC.

You can download OpenVPN client at https://openvpn.net/community-downloads/. Select a suitable

version for your PC.

b Import client configuration to the OpenVPN client after the OpenVPN client is installed on your PC.

o Export the client configuration on the web page.

o Right-click OpenVPN and choose Import > Import file... to import the client configuration on the client.
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Connect
Disconnect
Reconnect

Show Status

View Log

Edit Config

Clear Saved Passwords

Import ]

Settings... Import from Access Server...
Exit Import from URL...

r > ThisPC » Downloads » 20220310_openvpn-client-cfg (1) > etc > openvpn v
New folder

ents # A Neme Date modified Type Size

s o ¥ client.ovpn 3/10/2022 11:20 PM OpenVPN Config .. 2KB

: - Persor

&1 OpenVPN GUI for Windows

File imported successfully.

After the message "File Imported successfully" appears, you can connect to the VPN.

¢ Click OpenVPN and select Connect. If you use the account authentication method, enter the OpenVPN

account.
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@ OpenVPN Connection (client — O o
Cument State: Connecting
Thu Mar 10 23:38:20) . . Compression has been used inthe |
Thu Mar 10 23.39.20| (1) client X 1128-CBC but missing in ~data-ciphers
Thu Mar 10 23:38:20) SL)] [LZ0] [LZ4] [PKCS11] [AEAD] by
Thu Mar 10 23:38:20 Usemame: ull ) 64bit
Thu Mar 10 23:38:20 ' | . LZ0 210 _—
Thu Mar 10 23:38:20 _ e ' INET]127.0.0.1:
Thu Mar 10 23:38:20 Evwwwond: [ | =, waiting..{.' .
Thu Mar 10 23:38:21 INET]127.0.0.1:25340
Thu Mar 10 23:38:21| E41Save password
Thu Mar 10 23:38:21 0 r
Thu Mar 10 23:38:21 ~ Cancel
Thu Mar 10 23:38:21
Thu Mar 10 23:38:21] Connecting automatically in 2 seconds_
Thu Mar 10 23:38:21
< >
OpenVPN GUI 11.26.0.0/25.5

@8 OpenVPN Connection (client —_ .
Cument State: Connected

Thu Mar 10 23:38:28 2022 interactive service msg_channel=808 ~
Thu Mar 10 23:38:28 2022 open_tun

Thu Mar 10 23:38:28 2022 tap-windows6 device [OpenVPN TAP-Windows6] opened

Thu Mar 10 23:38:28 2022 TAP-Windows Driver Version 9.24

Thu Mar 10 23:38:28 2022 Set TAP-Windows TUN subnet mode network/local/netmask = 10.80.12.0/10.£
Thu Mar 10 23:38:28 2022 Notified TAP-Windows driver to set a DHCP IP/netmask of 10.80.12.2/255.255.
Thu Mar 10 23:38:28 2022 Successful ARP Flush on interface [45] {C6800A22-95C51-4078-844C-40D24535
Thu Mar 10 23:38:28 2022 MANAGEMENT: >STATE: 1646530308 ASSIGN_IP,,10.80.12.2,.,,

Thu Mar 10 23:38:28 2022 IPv4 MTU set to 1500 on interface 45 using service

Thu Mar 10 23:38:30 2022 TEST ROUTES: 1/1 succeeded len=1 ret=1 a=0 u/d=up

Thu Mar 10 23:38:30 2022 MANAGEMENT: >STATE:1646330310, ADD_ROUTES......

Thu Mar 10 23:38:30 2022 C:\WINDOWS\system32\route exe ADD 192.168.100.0 MASK 255.255.255.0
Thu Mar 10 23:38:30 2022 Route addition via service succeeded

Thu Mar 10 23:38:30 2022 Initialization Sequence Completed

Thu Mar 10 23:38:30 2022 MANAGEMENT: >STATE:1646330310,CONNECTED,SUCCESS,10.80.12.2,12

v

< >
Assigned IP: 10.80.12.2
Bytes in: 6330 (6.8 KiB) out: 4448 (4.3 KiB) OpenVPN GUI 11.26.0.0/255
{ Disconnect | Reconnect . Hide [
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8.5 Configuring Portal Authentication

1. Overview

Gateway Configuration

Reyee EG devices support Cloud portal authentication, including one-click, voucher, account, SMS (integrated

with Twilio) authentication modes.

After completing the configuration on Ruijie Cloud, the configuration is synchronized Reyee EG devices.

2. Getting Started

® Before configuring portal authentication, choose Configuration > Network-Wide > Network to configure

service networks, that is, configure the VLANS, to which the IP addresses of the authenticated clients belong.

® Choose Configuration > Auth & Accounts > Authentication > Captive Portal to configure the portal

authentication page.

3. Configuration Steps

Choose Configuration > Devices > Gateway > Portal Auth.

Ruijie-test_Auto
@ Workspace

Al Networking

& Smart Config

Configuration
@ Network-Wide

= Devices
General

@ Auth & Accounts
Intranet Access

Monitoring ACL
& Network-Wide IP-MAC Binding
SNIMP

Devices
Project Password

Clients
f CLI Config Task
[E]

Logs Batch CLI Config

2 Delivery Center

Gateway

Interface
Routing

NAT

VPN

Dynamic DNS
Session Limit
IPTV

PPPoE Server

(1) Enable the portal authentication function.

Switch

Interface

VLAN

Routing

Loop Prevention
DHCP Snocping
Interface Rate Limit
Voice VLAN

Hot Standby

IP Source Guard

Interface Protection

Wireless

SSID

Radio

Radio Planning

Rate Limit

AP Mesh

Load Balancing
Wireless Block/Allow

AP VLAN

(2) Inthe Authenticated IP segment area, click Add and set parameters related to authenticated IP addresses.
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| Cloud Portal Auth

Network

Seamless Online @
Select or add a new portal

333

© Voucher Login

Access Code

(@ One-click Login

(O Account Login

(O SMS Login

Gateway Configuration

© Voucher Login

© Voucher L Access Code
fou ogin

Access Code )

v | agree to the Terms of Service and

Acceptable Use Policy , -
(@ One-click Login

Login

() Account Login

(Q One-click Login

Table 8-7  Configuration Items Related to Authenticated IP Addresses

Parameter

Description

Network

Select the network segment, to which the IP address of an authenticated client

belongs.

Seamless Online

After the function is enabled, clients in the authenticated IP address segment

need to be authenticated only once if they log in within the specified time.

After the function is enabled, you need to set the time range.

Select or add a new

portal

Select the portal page to be displayed during authentication.

The portal page can be customized as required. For details, see 11.1

Captive Portal.

(3) Click Save.

4. Verification

Log in to the Web management page of the gateway. In local device mode, choose Advanced > Authentication >

Cloud Auth. The configurations on the cloud have been synchronized to the device.
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Cloud Auth Local Account Auth Authorized Auth QR Code Auth Allowlist Online Clients Customized Portal

Ruijie Cloud supports voucher authentication, local account authentication, SMS authentication and one-click authentication. Please log into Ruijie Cloud to enable authentication. View

In a layer-2 network, if the IP address of the EAP device is in the authentication IP range, please add its MAC address to the MAC address whitelist of Allowlist.

In a layer-3 network, if the IP address of the EAP device is in the authentication IP range, please add its IP address to the IP address whitelist of Allowlist.
Authentication ()

* Network Type Layer-2 Network
* Server Type Connect Wi-Fi via WeChat
* Auth Server URL  maccauth.ruijie.com.cn
Redirect P 47.104.189.180:81

Client Escape [@ Enable

8.6 Configuring Dynamic DNS

1. Overview

After the dynamic domain name server (DDNS) service is enabled, external users can use a fixed domain name
to access service resources on the device over the Internet at any time, without the need to search for the WAN
port IP address. The device supports two DDNS protocols: No-IP DNS and DynDNS.

2. Getting Started

Before you use the DDNS service, you need to register an account and a domain name on the third-party DDNS

service provider for this service.
3. Configuration Steps

® Configuring the No-IP

Select the DDNS server with the domain name of www.noip.com.
Choose Configuration > Devices > Gateway > Dynamic DNS > No-IP.
Please select the device: ~ NAEK0037HO001(-)

Ruijie DDNS No-IP DynDNS

@ Automatically update your DNS host each ime when ts public IP address changes. To use No'IP or DynDN, please register an ake account of the corresponding DNS providers: Noip (wwwnoip.com) and Dyndns (account.dyn.com).

Service Interface* wan wan1l wan2 wan3
Connection Status
Domain
Username *
Password * -
@
Domain *

(1) Set configuration items on the No-IP tab.
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Table 8-8 DDNS login information

Parameter Description

One domain name can be parsed to only one IP address. Therefore, you need
Service Interface to specify the WAN port bound to the domain name when multiple WAN ports
are available. By default, the service interface is a WAN port.

Enter the username and password of the account registered at the official

Username & Password website of the DDNS service provider.

Register at the official website of the DDNS service provider in advance.

Specify the domain name bound to the service interface IP address.

Domain One account can be bound to multiple domain names. You can choose to bind

only one domain name to the IP address of the current service interface. Only
the selected domain name is parsed to the WAN port IP address.

(2) Click Save.
® Configuring the DynDNS
Select the DDNS server with the domain name of www.dyndns.org.

Choose Configuration > Devices > Gateway > Dynamic DNS > DynDNS.
Please select the device: | NAEK0037H0001(-)

Ruijie DDNS No-lP DynDNS

(@ Automatically update your DNS host each time when its public IP address changes. To use No-IP or DynDN, please register an account of the corresponding DNS providers: Noip (www.noip.com) and Dyndns (account.dyn.com).

Service Interface® wan wani wan2 wan3

Connection Status

Domain
Username *

Password *

Domain *

(3) Set configuration items on the DynDNS tab.

Table 8-9 DDNS login information

Parameter Description

One domain name can be parsed to only one IP address. Therefore, you need
Service Interface to specify the WAN port bound to the domain name when multiple WAN ports
are available. By default, the service interface is a WAN port.
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Parameter

Description

Username & Password

Enter the username and password of the account registered at the official

website of the DNS service provider.

Register at the official website of the DDNS service provider in advance.

Domain

Specify the domain name bound to the service interface IP address.

One account can be bound to multiple domain names. You can choose to bind
only one domain name to the IP address of the current service interface. Only

the selected domain name is parsed to the WAN port IP address.

(4) Click Save.

4. Verifying Configuration

If Connection Status is displayed as Connected, the server connection is established successfully. After the

configuration is completed, ping the domain name from the Internet. The ping succeeds and the domain name

is parsed to the WAN port IP address.

Configuring IPTV

1.

Overview

Internet Protocol television (IPTV) is a new technology that uses broadband cable television network and

integrates Internet, multimedia, communication, and other technologies to provide home users with a variety of

interactive services including digital television. It allows users to enjoy the IPTV service at home.

2.

Limitations

IPTV is only supported on Reyee devices.

3.

4.

Getting Started

Confirm that the IPTV service is activated.

Check the local IPTV type: VLAN or IGMP. If the type is VLAN, confirm the VLAN ID. If you cannot confirm
the type or VLAN ID, contact the local ISP.

Configuration Steps

Configuring the IPTV Service of the VLAN Type

Choose Configuration > Devices > Gateway > IPTV > IPTV/VLAN.
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8.8

Please select the device: = NAEK0037H0001()

1 PTV

IPTV/VLAN IPTV/IGMP

LAN2

VLANType: | IPTV

VLAN ID

(1) Select the port for carrying the IPTV service on the device.
(2) Set VLAN Type to IPTV.

(3) Enter the VLAN ID provided by the ISP.

(4) Click Save.

For example, when you want to connect the IPTV set top box to LAN 3 port of the device and the VLAN ID is
20, the configuration Ul is as follows.

After the configuration is completed, confirm that the IPTV set top box is connected to the correct port, for
example, LAN 3 in the example.

A\ caution

Enabling this function may lead to network disconnection. Exercise caution when performing this operation.

® Configuring the IPTV Service of the IGMP Type
Choose Configuration > Devices > Gateway > IPTV > IPTV/IGMP.

The IGMP type is applicable to the ISP FPT. After you enable IPTV connection, connect the IPTV set top box to
any LAN port on the router.

Please select the device: | NAEKOD37HOO01(-)
I IPTV
IPTV/VLAN IPTV/IGMP

16MP Enable: (@D

PPPoOE Server

After enabling the PPPOE server, clients connected to the router's downstream need to enter their PPPoE
account and password. Once authenticated, they will receive an IP address issued by the router in order to
access the internet.

1. MAC binding and MAC filtering are invalid for a PPPoE client.
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2. The IP addresses assigned by the PPPOE server cannot overlap with the address range of any interface on

the device.

3. Authentication is invalid for a PPPoE client.

DemoProject
Select the device:  NAEK1EFCHO0D1()
@ Workspace
Global Settings Excluded P Ranges
Al Networking
-

& Smart Config

© Al Disgnastics

Configuration pprot server: (D)

@ Network-Wide
Mandatory PPPoE Dizlup: (_JI)

= Devices
@ Auth & Accounts Local Tunnel IP Address: | 10.44.66.3
Monitoring

Range of IP Address Pool: | 10.44.66.100 - 10.4466200
& Network-Wide
B Devices VLAN:  Default VLAN
@l Clients

Primary DNS:

B Logs

Se dary DNS
2 Delivery Center econdary

Set exception IP addresses, which will be able to access the internet without having to dial through PPPoE.

A maximum of 5 excluded IP address ranges are supported.

Add

* StantiP:

Enter the start IP.

* End 1P
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9.1

Interface

Switch Configuration

Choose Configuration > Devices > Switch > Interface to go to the device network port page.

Rufjie-test Auto

Select the device:

@ Workspace

1 Port
Al Networking
2 i 5 6

& Smart Config aaad & O
Configuration
@ Network-Wide

General Gateway
& Auth & Accounts

Intranet Access Interface
Monitoring ACL Routing
2 Network-Wide IP-MAC Binding NAT

SNMP VPN
Devices

Project Password Portal Auth
il Clients ) ’

CLI Config Task Dynamic DNS
= atc! onfig ession Limit
B Logs 8atch CLI Confi E L

2 Delivery Center

IFTV

PPPoE Server

CAQL71D016984(Floor2_CCTV_Switch)

Interface

VLAN

Routing

Loop Prevention
DHCP Sncoping
Interface Rate Limit
Voice VLAN

Hot Standby

IP Source Guard

Interface Protection

Wireless

sSID

Radio

Radic Planning

Rate Limit

AP Mesh

Load Balancing
‘Wireless Block/Allow

AP VLAN

Select

Select a device, click the port to be configured, configure Duplex, Speed, Port Type, and PoE-capable for the

port, and then click Save.

BREES

select the device

& Workspace

B Smart Config

Configuration

B o101

@ Network-Wide

LCRRTRRTINF I * T

% 4 7 o

= Devices Selected Ports: Gi2

@ Authentication

« Enabled:  Open
Monitoring
Duplex

& Network-Wide
B Devices Speed
@l Clients

Description:  Wireless
B Logs

2 Delivery Center PoE-capable:  Open

Port Media: Unsug

AP port

Auto-negotiation

Auto-negotiation
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9.2 Configuring a VLAN for an Interface

(1) Creating a VLAN
Choose Configuration > Devices > Switch > VLAN.

Click Add, set VLAN ID, and click Save to add a VLAN.
Ruijie-test_Auto
Select the device: | CAQL71D016984(Floor2 CCTV Switch)

@ Workspace
I VLAN Mode

Al Networking Managed ... Set

& Smart Confi
W marttontig I VLAN Configuration

Configuration @ Add ® Batch Add VLAN

©@ Network-Wide VLAN ID Remark
General Gateway Switch Wireless
@ Auth & Accounts
Intranet Access Interface Interface SSID
Monitoring ACL Routing VLAN Radio
& Network-Wide IP-MAC Binding NAT Routing Radio Planning
SNMP VPN Loop Prevention Rate Limit
B Devices
Project Password Portal Auth DHCP Snooping AP Mesh
@ Clients .
CLI Config Task Dynamic DNS Interface Rate Limit Load Balancing
E Logs Batch CLI Config Session Limit Voice VLAN Wireless Block/Allow
IPTV Hot Standby AP VLAN
2> Delivery Center
PPPoE Server IP Source Guard

Interface Protection

Select the device:

| VLAN Mode

Moroged

| VLAN Configuration

/LAN ID Remark
VLAN ID Remark

(2) Adding an interface to the VLAN

Choose Configuration > Devices > Switch > Interface to go to the device network port page.
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Ruifie | Reycc P

Home Project

Switch Configuration

Ruijie-test_Auto

@ Workspace

Al Networking

& Smart Config

Configuration

@ Network-Wide

I == Devices

@ Auth & Accounts

Monitoring

& Network-Wide
Devices
il Clients
B Logs

2r Delivery Center

Select the device:

1 Port

1 2 3 4 5 &
ol o B D

General Gateway
Intranet Access Interface

ACL Routing
IP-MAC Binding NAT

SNMP VPN

Project Password Portal Auth
CLI Config Task Dynamic DNS

Batch CLI Config Session Limit
IPTV

PPPoE Server

CAQL71D016984(Floord_CCTV_Switch)

Switch

Interface

VLAN

Routing

Loop Prevention
DHCP Snooping
Interface Rate Limit
Voice VLAN

Hot Standby

IP Source Guard

Interface Protection

Select the port t

Wireless

SSID

Radic

Radie Flanning

Rate Limit

AP Mesh

Load Balancing
Wireless Block/Allow

AP VLAN

Select a device, click the port to be configured, set VLAN ID to the ID of the created VLAN, and then click

Save.
1 Port
asad & A

Selected Ports: Port 1

+Status: | Enable

Duplex:  Auto-negotiation

Speed:  Auto-negotiation

Description:

PoE-capable: Open

Port Media: Unsupported

9.3 Routing

9.3.1 Adding a Static Route

fouter port switch: Unsupported

Access

Static routes are manually configured. When a data packet matches a static route, the packet will be forwarded

based on the specified forwarding mode.
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A\ caution

Static routes cannot automatically adapt to changes of the network topology. When the network topology

changes, you need to reconfigure the static routes.

Procedure
Choose Project > Device > Switch > Routing, click Static Routing, click Save.

DemoProjects
Please select the device:  NAEKO02AH0001(-)

@ Workspace
1 Routing

& Smart Config @® Static Routing
Configuration Destination Address Subnet Mask Next-hop (except dialing) Egress Interface
® Network-Wide
£ Devices
| Policy-based Routing

Monitoring

® Add PBR rules
& Network-Wide Rule Name tatu Protocol Type Source IP address/range Destination IP address/range nterface

P Al Al WAN 8]

@ Devices @ y
@ Clients m

B Logs

2 Delivery Center

The following table lists the description of parameters.

Parameter Description

o Specify the destination network to which data packets are to be sent. The device
Destination Address o
matches the data packet based on the destination address and subnet mask.

Subnet Mask Specify the subnet mask of the destination network. The device matches the data
ubnet Mas
packet based on the destination address and subnet mask.

Specify the IP address of the next hop in the route for data packets. If the
Next-hop Address outbound interface accesses the Internet through PPPoE dialing, you do not need

to configure the next-hop address.

Egress Specify the interface that forwards data packets.

9.3.2 Adding PBR

Policy-based routing (PBR) is a mechanism for routing and forwarding based on user-specified policies. When
a router forwards data packets, it filters the packets based on configured rules, and then forwards the matched
packets according to the specified forwarding policy. PBR enables the device to define rules according to specific
fields (source or destination IP address and protocol type) in the data packets, and forward the data packets

from a specific interface.

In a multi-line scenario, if the device is connected to the Internet and the internal network through different lines,
traffic will be evenly routed over the lines if no routing settings are available. In this case, access data to the

internal network may be sent to the external network, or access data to the external network may be sent to the
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internal network, resulting in network exceptions. To prevent these exceptions, you need to configure PBR to

control data isolation and forwarding on the internal and external networks.

The device can forward data packets using either of the following three policies: PBR, address-based routing,

and static routing. When all the policies exist, PBR, static routing, and address-based routing are in descending

order of priority.

Procedure

Choose Project > Device > Switch > Routing, choose Add PBR rules, set parameters, and click Save.

DemoProjectt

Please select the device:  NAEK0OZAH0001(-)
@ v

| Routing
& Smart Config @ Static Routing
Configuration Destination Address* Subnet Mask Next-hop (except dialing) Egress Interface
@ Network-Wide
& Devices
@ Authentication

1 Policy-based Routing
Monitoring

@ Add PBR rules
& Network-Wide Rule Name Status  Protocol Ty ource IP address/rangs Destination IP address/ra nterface
P N C

@ Devices @
& clons

B Logs

2 Dellvery Center

The following table lists the description of parameters.

Parameter Description
Specify the name of a PBR rule, which uniquely identifies a PBR rule. The
Rule Name .
name must be unique for each rule.
Stat Indicate whether to enable the PBR rule. If the value is disabled, this rule does
atus

not take effect.

Protocol Type

Specify the protocol for which the PBR rule is effective. You can set this
parameter to IP, ICMP, UDP, TCP, or Custom.

Source IP/IP Range

Configure the source IP address or IP address range for matching PBR entries.

The default value is All IP Addresses.
All IP Addresses: Match all the source IP addresses.

Custom: Match the source IP addresses in the specified IP address range.

Destination IP/IP

Configure the destination IP address or IP address range for matching PBR
entries. The default value is All IP Addresses.

Range All IP Addresses: Match all the destination IP addresses.
Custom: Match the destination IP addresses in the specified IP address range.
Interface Specify the interface that forwards data packets based on the hit PBR rule.
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9.4 \oice VLAN

9.4.1 Overview

Voice VLAN is a VLAN specially classified for users' voice data streams. Voice VLAN limits data streams and
voice streams to the data VLAN and voice VLAN respectively. When the voice VLAN feature is enabled, the
CosS priority of voice data should be higher than that of service data, so as to reduce delay and packet loss

during the transmission, thereby improving the voice quality.

9.4.2 Configuration Steps

Choose Configuration > Devices > Switch > Voice VLAN.

Ruijie-test_Auto

@ Workspace

Al Networking

2 Smart Config

Configuration

& Network-Wide

Select the device:

CAQL71D016984(Floor2_CCTV_Switch)

= Devices
General Gateway Switch Wireless
& Auth & Accounts
Intranet Access Interface Interface SSID
Monitoring ACL Routing VLAN Radio
& Network-Wide IP-MAC Binding NAT Routing Radio Planning
SMNMP VPN Loop Prevention Rate Limit
Devices
Project Password Partal Auth DHCP Snooping AP Mesh
[l Clients ) )
CLI Config Task Dynamic DNS Interface Rate Limit Load Balancing
E Logs Session Limit

2 Delivery Center

Batch CLI Config

1. Voice VLAN Settings

IPTV

PPPoE Server

Voice VLAN

Hot Standby

IP Source Guard

Interface Protection

Wireless Block/Allow

AP VLAN

Enable voice VLAN, set VLAN, Aging Time, and COS Priority, and click Save.
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EGW_20230111
Please select the device: = G1PD49A005359(-)

@ Workspace
Settings oul Port Settings

& Smart Config

@ When the voice VLAN feature is enabled, the CoS priority of voice data should be higher than that of service data, so as to reduce delay and packet loss during the
Configuration transmission.

3= Devices

Monitoring * Aging Time: 1440 @

@ Authentication

& Network-Wide
COS Priarity: 6 @

@ Devices

& Clens
B Logs

2= Delivery Center

Add X

*VLAN ID: | 4

S

2. OUI Settings

The device identifies the source MAC address of the input message and configures the OUI address to identify
the voice data stream of the specified voice device. The enabled globally port will automatically add the
corresponding OUI when receiving an LLDP packet that is identified as telephone.

Enter the MAC address and click <Add> to add the OUI address.

EGW 20230111
Please select the device:  G1PD49A005359(

@ Workspace

Settings oul Port Settings
% smart Config
© The enabled globally port will i add the ponding OUI when iving an LLDP packet that is identified as telephone. Up to 24 entries can be added.
Configuration
Ouls
& Network-Wide
MAC Address Description Action

& Devices

@ Authentication

Monitoring

& Network-Wide

B

Devices

B

Clients

&

Logs

44

Delivery Center
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Port Settings

@ The enabled globally port will automatically add the carresponding OUI when receiving an LLDP packet that is identified as telephone. Up to 24 entries can be added.

OuUls

MAC Address

00:22:33

Description Action

Delete

3. Port Settings

The port can be set to the automatic mode only when the port VLAN is in the trunk mode.

When the port is in the automatic mode, the port will exit the voice VLAN first, and automatically join the voice

VLAN until it receives voice data again.

A\ Caution

To ensure the normal operation of voice VLAN on port, please do not switch the port mode (trunk/access

mode). To switch the mode, please disable the voice VLAN first.

Select a port and click Edit. Configure Voice VLAN Mode and Security Mode and click Confirm.

EGW 20230111

@ Workspace
% Smart Config

Configuration
@ Network-Wide
= Devices

@ Authentication
Meonitaring

& Network-Wide
B Devices

{1l Clients

E] Logs

2= Delivery Center

Edit

Please select the device G1PD49A005359(-)
Settings ou Port Settings

@ The port can be set to the automatic mode only when the port VLAN is in the trunk mode. When the port is in the automatic mode, the port will exit the voice VLAN
first, and automatically join the voice VLAN until it receives voice data again.To ensure the normal operation of voice VLAN on port, please do not switch the port
mode (trunk/access mode). To switch the mode, please disable the voice VLAN first.

Port Enable Voice VLAN Mode Security Mode Action

Gil Disabled Auto Mode Enabled Edit

Gi2 Disabled Auto Mode Enabled

Gi3 Disabled Auto Mode Enabled Edit

Gi4 Disabled Auto Mode Enabled Edit

Gis Disabled Auto Mode Enabled Edit
X

Enabled: ()

Voice VLAN Mode:  Auto Mode

Security Mode: ()

Cancel Confirm
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10.1 AP Mesh

Overview

When wired uplink is unavailable in the deployment area, wireless uplink is used for mesh networking to

prevent coverage holes.

® An AP automatically scans and selects the best uplink AP. When an uplink fails, the AP will automatically
switch to another uplink AP.

® When the wired network fails, a wired AP will automatically switch to the wireless uplink to ensure high
availability.

Limitations

The function is only supported on Reyee APs.

Configuration

@
@)
©)

4)

Power on all devices.

Place the root AP and Mesh AP within each other's Wi-Fi coverage radius (RSSI > -70 dBm).

Log in to Ruijie Cloud, choose Configuration > Devices > Wireless > AP mesh, and select a network in
this account.

Confirm that the mesh function (enabled by default) is enabled. If the mesh function is disabled, click Enable
Mesh Wi-Fi.

| Mesh

Mesh Wi-Fi

1. When wired uplink is unavailable in the deployment
area, wireless uplink is used for mesh networking to
prevent coverage holes.

2. An AP automatically scans and selects the best uplink
AP. When an uplink fails, the AP will automatically switch
to another uplink AP.

3. When the wired network fails, a wired AP will
automatically switch to the wireless uplink to ensure high
availability.

Coievenvir )

(5) Click Scan to Add Mesh AP.

A Caution

Up to 8 APs can be paired at a time.
You are advised to use a maximum of 16 APs to set up a mesh network.
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The Mesh AP must be a Reyee AP.

The AP is powered on.

The distance between Root AP and Mesh AP should be less than 2 m.
A provisioned AP is restored to factory defaults.

| wesh @D

1 Reyee
- = =

- ————

0 >-70 dBm

1. Make sure all devices are powered on 2. Make sure both root AP and Mesh APs are within each others
Wi-Fi coverage radius (RSSI = -70dBm).

Scan to Add Mesh AP

(6) Select the AP to be paired in the scanning result and click Pair. Wait for pairing completion.
Mesh Wi-Fi ® X Mesh Wi-Fi @ Mesh Wi-Fi @
@ RAP2260(G) MAC: 00:d2:f8:00:50:21
v 0%

1 AP(s) are detected Pairing

Please enter the project management password to verify
the device that has been configured before.
Select All

RAP2260(G) MAC: 00:d2:/8:00:50:21

Scan again

After pairing, you can view information about the mesh device on the AP Mesh page.

| Mesh @D  Mesh Quality | Excelient Scan Mesh AP

<

Online Status SN MAC AP Name AP Model Uplink AP Mesh Status Quantity Operation

s Online NAEKO0050H0012 00:d2:8:00:50:21 Empty. RAP2260(G) NAEKO050H0011 Connected Excellent Detail
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10.2 SSID

10.2.1 SSID Basic Settings

(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > SSID, and select a network

in this account.

(2) On the SSID setting page, click

SSI

WLAN ID SSID

(3) On the SSID setting page, you can create an SSID and fill in parameters as needed. After configuration, click

OK.

Encryption Mode Hidden

Template  Enable Apartment WiFi

* SSID:

* Frequency Band:

Encryption Option:

* Encryption Method:

Wireless mode:

@ Forward Mode:

VLAN:

Hidden:

5G-Prior Access:

@ Single-Client Speed Limit:

@ Rate Limit for S5ID Users:

(& Portal Authention:

246G 5G

(@ Do Not Encrypt Encrypt

OPEN (Open)

Advanced a

802.1 The(Wi-Fi7)

Bridge

User and AP in the sa...

Go to the “Captive Portal™ page
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next to SSID to create an SSID for devices on the network.
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Table 10-1 Description of SSID Configuration Parameters

Parameter

Description

Enable Apartment Wi-Fi

In apartment and quasi-apartment scenarios (AP-based independent SSID
scenarios), Enable Apartment WiFi can be enabled.

Recommended deployment for apartments: Deploy one AP in each room
and name each AP using the room number. Each room has an independent
SSID.

It indicates the sequence number to represent an SSID. Up to 32 SSIDs

WLAN ID _ _
are supported, and there may be differences between diverse models.

Hidden It indicates whether to disable SSID broadcasting.

SSID In general scenarios (that is, Enable Apartment WiFi is disabled), this
parameter is valid. It indicates the Wi-Fi name.
In apartment and quasi-apartment scenarios (that is, Enable Apartment
WiFi is enabled), this parameter is valid, indicating the Wi-Fi name prefix.
The SSID consists of the SSID prefix and AP name (you are advised to
name APs after room numbers). For example, when you set SSID prefix to

SSID prefix

RUIJIE- and the AP name is 301, the SSID for the AP is RUIJIE-301.

Note: Configure the apartment SSID password and alias on the AP details
page. The default password is 88888888, which does not affect other SSID
passwords. The SSID password here is just the apartment SSID password.

Forward Mode

It indicates the NAT mode or bridge mode. If you are not familiar with the
live network design, the NAT mode is recommended. For details, see

Configuration Description of Forward Mode.

Encryption Mode

The following encryption modes are supported: OPEN, WPA-PSK, WPA2-
PSK, WPA/WPA2-PSK, WPA2-Enterprise (802.1x). For details, see

Encryption Mode.

Radio

In most cases, Radiol represents 2.4 GHz and Radio2 represents 5 GHz,
and Radio3 represents 2.4 GHz and 5 GHz. (Radio3 is supported on some
models.)

When you select Radio3, you can click Configure Radio 3 Working
Mode.

Radio 3 X

Mode:

(® Scan mode: Radio 3 of the AP is used to listen for surrounding RF
information and cannot be accessed by users

Access mode: Radio 3 of the AP is used for wireless coverage and can
be accessed by users

Cancel
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Parameter Description
Specify whether to enable Wi-Fi 6.
Enable Wi-Fi 6 On Reyee APs, Wi-Fi 6 can be enabled based on the SSID.

On RGOS APs, Wi-Fi 6 can only be enabled based on the radio. After Wi-
Fi 6 is enabled, Wi-Fi 6 is applied to the radio corresponding to the SSID.

5G-Prior Access

Detect clients capable of 5 GHz and steer them to that frequency, while
leaving 2.4 GHz available for legacy clients. Enabling this function is not
recommended if most of clients only support 2.4 GHz.

Single-Client Speed Limit

It indicates the upload and download speed limiting for each client on this
SSID.

Rate Limit for SSID Users

It indicates the total throughput (upload & download) on this SSID.

Auth

Specify whether to conduct authentication when Encryption Mode is set to
a value other than WPA2-Enterprise (802.1x). After authentication is
enabled, the following authentication protocols are supported: WiFiDog and
WeChat Connect Wi-Fi (3.X). For details, see Authentication
Configuration Description.

(4) View the SSID list.

SSID
WLAN ID SSID
2 Test _Ruijiel
3 Ruijie- Apartment SSID Prefix

Encryption Mode Hidden Forward Mode Radio Auth Protocol Operation

open No bridge 12 Auth Disabled Edit Delete

Ed Del Synchronize

open No bridge 2 AuthDisabled " o apartment SSID

The Operation column is described as follows:

® Edit: Click this button to modify SSID configuration parameters except WLAN ID.

® Delete: Click this button to delete a specified SSID.

® Synchronize Apartment SSID: If the AP name is changed, you must click this button to access the

Synchronize SSID in Apartment page, and then click the Batch Update SSID button to update the SSIDs

involved.

Synchronize SSID in Apartment

)

RS

@ Online

@ Online

@ Online

@ Online

@ Online

BEFIS MAC GRS SSIDEFR
NAEK0055H0007 00d2.f800.5571 301 Ruijie-Ruijie
NAEK0055H0008 00d2.f800.5581 302 Ruijie-Ruijie
NAEK0055H0009 00d2.f800.5591 303 Ruijie-Ruijie
NAEKO0055H0010 00d2.f800.5501 304 Ruijie-Ruijie
NAEKO055H0011 00d2.f800.5511 305 Ruijie-Ruijie
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Configuration Description of Forward Mode

Parameter Description

The following forwarding modes are supported: bridge, nat.

NAT mode: An AP will serve as a router and use the DHCP pool to provide IP addresses for stations (STAS).

o Common NAT: All devices can be configured with the same address pool. Otherwise, the current or
default one will be used, 192.168.23.0/24.

o Cloud NAT: In NAT roaming scenarios, this mode should be applied. You can configure a range for the
cloud NAT address pool. Ruijie Cloud will distribute different address pools to different devices according

to the range.

If SSIDs in both NAT mode and Cloud NAT mode are configured, Ruijie Cloud will only deliver the Cloud
NAT pool (that is, assign a pool to each device), but not the NAT pool.

Bridge mode: An AP will function as a switch and allow all traffic to pass through. You need to specify the

VLAN ID for users. The users and AP can use the same VLAN or different VLANSs.

o Users and the AP use the same VLAN: The users and AP share the address pool. It is applicable to the

case, in which the address pool of the AP is also a DHCP address pool.

o Users and the AP use different VLANs: The user VLAN and IP address pool are a part of the local
network. It is applicable to the case, in which the local network can separately assign VLANs and

addresses to users.

Configuration Example

Forward Mode is set to bridge and users and the AP are in the same VLAN.

=WLANID: 2 Hidden:

SSID:  Test_Ruijie @ Forward Mode:  bridge

Chinese Character Encoding & -
VLAN: | User and AP in the sa...

Forward Mode is set to bridge and users and the AP are in different VLANs. The client connected to the
SSID will seek the DHCP server with VLAN 10 on the network to obtain the address.

+*+WLANID: 2 Hidden:

SSID:  Test_Ruijie @ Forward Mode:  bridge

Chinese Character Encoding ®
VLAN: | Other VLAN 10

When the NAT mode is configured, click Configure a NAT Pool to access the address pool configuration

interface.
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+*WLANID: 2 Hidden: (]

SSID:  Test_Ruijie @ Forward Mode:  nat

Configure a NAT pool

Chinese Character Encoding (®

Uniformly configure the device address pool: Select General Address Pool and click Click here to

uniformly configure device address pool. to customize the address pool. After configuration, click OK.
NAT Pool Config X
Note:

1. NAT pool configurations will only be delivered after an SSID with NAT forwarding mode is configured.

2. If the device address pool changes, the original associated users must actively re-associate with the SSID to obtain an address in the
new address pool.

(@ General Address Pool {for most scenarios)

Not delivered by default. The device's current or default address pool (192.168.23.0/24) is used.ICIick here to uniformly configure device]
address pool.

NAT Roaming Address Pool (MACC will assign an address pool to each device. This requires the AP to support layer 3 roaming. This
configuration is generally used in networks with dual-band APs.)

Automatically assigned by server (Range: 10.233.0.0/24 to 10.254.254.0/24) , Click here to customize the address pool range.

Cancel

(® General Address Pool (for most scenarios)

Not delivered by default. The device's current or default address pool (192.168.23.0/24) is used., Click here to use the device's default
address pool.

+ Default IP Rang  192.168.1.0
# Subnet Mask: = 255.255.255.0
Primary DNS Add

Secondary DNS:

When there are multiple APs on a network and Layer 3 roaming is enabled, select NAT Roaming
Address Pool Mode and click Click here to customize the address pool range. to configure the
address pool range. After configuration, click OK.
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NAT Pool Config X

Note:
1. NAT pool configurations will only be delivered after an SSID with NAT forwarding mode is configured.

2. If the device address pool changes, the original associated users must actively re-associate with the SSID to obtain an address in the
new address pool.

General Address Poaol (for most scenarios)

Not delivered by default. The device's current or default address pool (192.168.23.0/24) is used., Click here to uniformly configure device
address pool.

(®) NAT Roaming Address Pool (MACC will assign an address pool to each device. This requires the AP to support layer 3 roaming. This
configuration is generally used in networks with dual-band APs.)

Automatically assigned by server (Range: 10.233.0.0/24 to 10.254.254.0/24) [gick here to customize the address pool range.'

Cancel

(® NAT Roaming Address Pool (MACC will assign an address pool to each device. This requires the AP to support layer 3 roaming. This
configuration is generally used in networks with dual-band APs.)

Automatically assigned by server (Range: 10.233.0.0/24 to 10.254.254.0/24) , Click here to use the server's default address pool.

Note: The address pool configured below will take effect for the entire network.
Start IP Range: = 10. 1 .1 80
End IP Range: 10. 1 .10 .0

Primary DNS Address:

Secondary DNS:

Configuration Description of Encryption Mode

OPEN: Open the SSID. The password is not required.

WPA-PSK: Use the WPA algorithm to encrypt the SSID. The password is required. After PPSK is selected,

each client connected to the network will be assigned a separate Wi-Fi key and an account.

WPA2-PSK: Use the WPA2 algorithm to encrypt the SSID. The password is required. After PPSK is selected,
each client connected to the network will be assigned a separate Wi-Fi key and an account.

WPA/WPA2-PSK: Use the WPA/WPA2 algorithm to encrypt the SSID. The password is required. After PPSK

is selected, each client connected to the network will be assigned a separate Wi-Fi key and an account.

WPA2-Enterprise(802.1x): 802.1X authentication and the external RADIUS server are required.

a Set Encryption Mode to WPA2-Enterprise(802.1x) and click @ in the Primary Server line.
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Encryption Mode:  WPA2-Enterprise(802.1X)

Primary Server: @@
Jitter Prevention: Open

Advanced Settings: Advanced Settings
b  Set parameters of the standby RADIUS server and click OK

RADIUS Server Configuration X

* Server Name:

radius_1

* Server IP:

192.168.1.1

Authentication Por:

1812

Accounting Port:

1813

+ Communication Key:

i |

Cancel

¢ If the standby RADIUS server exists, click @ in the Standby Server line. Set parameters of the
standby RADIUS server and click OK
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RADIUS Server Configuration

* Server Name:

radius_2

* Server IP:

192.168.1.2

Authentication Por:

1812

Accounting Port:

1813

* Communication Key:

ruijie

Cancel

Wireless Configuration

d In order to prevent users from repeatedly requesting authentication in a short period of time, you can

enable Jitter Prevention and set the jitter prevention duration (0—-600s).

Jitter Prevention: Open

0-600

* Time: ‘

e Click Advanced Settings to check the radius server list.
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802.1X Server Group Config

Common Parameters

NAS IP:

Accounting Update Inte g

Server Group List

wirelessConfig.server

Wireless Configuration

minute

Server Name Ip Authentication Port Accounting Port Communication Key Action
radius_1 192.168.1.1 1812 ruijie Delete
radius_2 192.168.1.2 1812 ruijie Delete

3. Authentication Configuration Description

Two authentication protocols are supported:

21in total 10/ page

® WiFiDog: The protocol sends random dynamic passwords to users' mobile phones in the form of SMs. When

the users use the wireless network, they enter the dynamic passwords on the authentication portal page to

complete their identity real name verification, thereby ensuring the security of the wireless network.

® WeChat Connect Wi-Fi (3.X): It is an authentication way that can quickly connect to a Wi-Fi hotspot through

WeChat. By scanning the QR code in WeChat, users can quickly connect to the Wi-Fi network provided by

merchants for free Internet access. After the connection is successful, a status prompt "Connecting to Wi-Fi"

will appear at the top of the main page of users' WeChat. Users can click this prompt to view the merchant's

official account and special offer and use online functions and services provided by the merchant.

You can use the authentication component of Ruijie Cloud or an external authentication server for authentication.

® Using the authentication component of Ruijie Cloud

To use the authentication component of Ruijie Cloud, configure authentication for the network on Ruijie Cloud.

For details, see 11.1  Captive Portal.
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Auth: Open

Auth Protocol:  WiFIDog

(® Use MACC authentication component (® for authentication settings
Use an external auth server

Wireless Configuration

Auth: Open

Auth Protocol: | WeChat Connect Wi-Fi (3.X)

(® Use MACC authentication component ( for authentication settings
Use an external auth server

Seamless Online: Open( This feature can be enabled only after it is

confirmed that this feature is supported by the

Seamless Online: | Open( This feature can be enabled only after it is authentication server, and that in the authentication )

confirmed that this feature is supported by the

authentication server, and that in the authentication )

User Offline Detection: Open

STA Escape: Open

User Offline Detection: Open

Table 10-2 Description of Authentication Configuration Parameters

Parameter

Description

Auth Protocol

Set it to WiFiDog or WeChat Connect Wi-Fi (3.X).

Seamless Online:

Users only need to pass authentication once. If they want to go online
again, authentication is not required. After users go online, they do not
need to log in again in the specified period. To use this function, ensure that
MAB authentication is enabled for the network so that authentication and

Internet access can be normally performed.

STA Escape

This parameter is valid when Auth Protocol is set to WeChat Connect Wi-
Fi (3.X).

After the feature is enabled, if the server is unavailable, users can
automatically go online when no authentication page is displayed.

You are not advised to enable it. Network packet loss can easily trigger

escape.

User Offline Detection

After it is enabled, inactive users will go offline automatically. It is disabled

by default, indicating that the device uses the default configuration.

® Using an external authentication server
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Auth: Open

Auth Protocol: | WiFIDog

Use MACC authentication component ( for authentication settings

Wireless Configuration

Auth: Open

(® Use an external auth server

# (DPortal Server URL:

Auth Protocol: | WeChat Connect Wi-Fi (3.X)

Use MACC authentication component (3 for authentication settings
(® Use an external auth server

+ @ Portal IP:

#+ Portal Server URL:

+ Gateway IP:

Gateway ID(optional) (opti

Portal Port (optional):

Redirect Mode: | JS Script Mode

* Portal Server IP:

* Nas IP:

* Key:

Seamless Online: ] Open( Enable(advised) )

Seamless Online: Open( Available only when Auth server supports the
function) STA Escape: Open
User Offline Detection: Open User Offline Detection: Open

Table 10-3 Description of WiFiDog Authentication Configuration Parameters

Parameter

Description

Portal Server URL

It indicates the URL of the external wifidog portal server. After
authentication is enabled on the device, unauthenticated users will be
redirected to the URL when accessing the Internet.

It indicates the IP address of the portal server. Device communicates with

Portal IP
the Portal server configured with this IP address.
Gateway IP It indicates the gateway IP for wifidog.
Gateway ID It indicates the gateway ID for wifidog.
Portal Port: It indicates the port number for landing page redirection.

Redirect Mode

It supports JS Script Mode and HTTP302.

Seamless Online

It indicates seamless authentication on STAs connected to an SSID. The

authentication server that supports the seamless feature is required.

User Offline Detection

After it is enabled, inactive users will go offline automatically. It is disabled

by default, indicating that the device uses the default configuration.
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10.2.2

Table 10-4 Description of WeChat Connect Wi-Fi (3.X) Authentication Configuration Parameters

Parameter Description

It indicates the URL of the external wifidog portal server. After
Portal Server URL authentication is enabled on the device, unauthenticated users will be
redirected to the URL when accessing the Internet.

It indicates the IP address of the portal server. Device communicates with

Portal IP ) ) )
the Portal server configured with this IP address.

NAS [P It indicates the source IP address used by the device to send RADIUS
packets.

Key It indicates the communication key.

] It indicates seamless authentication on STAs connected to an SSID. The
Seamless Online: o ) )
authentication server that supports the seamless feature is required.

This parameter is valid when Auth Protocol is set to WeChat Connect Wi-
Fi (3.X).

After the feature is enabled, if the server is unavailable, users can
STA Escape ) ) o o
automatically go online when no authentication page is displayed.

You are not advised to enable it. Network packet loss can easily trigger
escape.

) ) After it is enabled, inactive users will go offline automatically. It is disabled
User Offline Detection o ) ] )
by default, indicating that the device uses the default configuration.

Radio Settings

(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > SSID, and select a network

in this account.

(2) On the Radio setting page, click next to Radio and set parameters. Up to 3 Radios can be added.
Radio
Radio(2.4GHz) Radio2(5GHz) Radio3 @ (2.4GHz or 5GHz) @ Scan Access
ON/OFF - ON/OFF - ON/OFF

ON/OFF: If this RF switch is turned off, all SSIDs in this frequency will be disabled and the clients can not access

the Internet.

Max Clients: The maximum number of users set will take effect as the maximum number of users if it exceeds

the maximum number of users actually supported by the AP; leave it blank to turn off the user limit.
Radio3: It is supported on some models. Supports configuring the operating mode.

Scan: Radio3 is used for collecting RF information around an AP. The client access service is unavailable.
Access: Radio3 is used for wireless coverage. The client access service is available.

(3) After configuration, click Save.
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E

| Wireless Configuration ~

SSIDQ
WLAN ID sSID Encryption Mode Hidden Forward Mode Radio Auth Mode Action

1 nijie_test Open No Bridge 12 Auth Disabled & @

Page | 1 Jof1 ext Last (o~ Jtintotal

Radio

Radio1(2.4GHz) Radio2(5GHz) Radio3 @ (2.4GHz or 5GHz) @ Scan | Access

ONJOFF [ ¢ ON/OFF -« CON/OFF

Note: The "Telnet Settings", "Client Isolation” and "Wireless Intrusion Detection” functions can only be enabled on Ruijie Enterprise devices
| Security ~
eWeb @
eweb @

10.3 Radio

Overview

The country code ensures each radio’s broadcast frequency bands, interfaces, channels, and transmit power
levels conform to country-specific regulations. The frequency bandwidth determines how many non-overlapping
channels can be used for your AP to reduce RF interference.

The best practice for user experience is 2.4 GHz in 20 MHz and 5 GHz in 40 MHz.

Procedure

Log in to Ruijie Cloud. Choose Project > Configuration > Devices > Wireless > Radio and select a network

in this account. Set parameters in the Radio settings area and Manual Planning area.
® Radio settings

Configures parameters in the Radio settings area. After configuration, click Save.

| Radio settings

Country or Region: | America(Us)
RF1(2.4G) Default Channel Width : 20MHz
RF2(5G) Default Channel Width : 40MHz
RF3(5G) Default Channel Width : 40MHz

Country or Region: Select a country code.

RF1(2.4G) Default Channel Width: Configure the default channel width of RF1.
RF2(5G) Default Channel Width: Configure the default channel width of RF2.
RF3(5G) Default Channel Width: Configure the default channel width of RF3.

® Manual Planning

O Configure a single device: Select an AP and configure the channel and power of radios. After
configuration, click Apply.
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| #anual Planning

“ Layout @ Bulk se1 power for device groups @ Impon Dats @ Bxpont Dats

RF 1 (24G) RF2 (5G) RF 3 (5G) configuration details
SN MAC Alias

Channel Power Channel Power Channel Power SN: NAEKDO9FHO007

1 1 - = - __ . __ Country or Region: Americalls)
. » RadicFrequence 1(2.4Ghz)

Charnel: 2

Power: 100 %
® RadicFrequence 2(5Gh}
Channel: 40

NAEKOOSFHO011 002 1800.5411
Power: 90 %
Sintoal < [1] > | 10/ page « fad

Channel:  Default Configuration
Pomwer: %

Apply

SN: indicates the SN of an AP.

MAC: indicates the MAC address of an AP.

Device Name: indicates the AP name.

RadioFrequence > Channel: Check the current channel of radios.

RadioFrequence > Power: Check the local power of radios.

O Bulk configure devices (all devices) in a band: Click Bulk set power for device groups, select a band,
and configure power. After configuration, click OK.

Bulk set power for device groups X

RadioFrequence: RF2 (5G)

Power: 95 %

Cancel OK

O Bulk configure devices (specified devices) in multiple bands: Click Import Data to go to the configuration
import page. Click Download Template to download the template and fill in the template (SN is

mandatory). After filling, save the file and click Please select an .xIs or .xIsx file to complete
configuration import.

Import Data

Please fill in the file with location information before import(Up to 500 records can be imported each time)

Please select an s or xdsx file Download Template

O Export current configuration: Click Export Data to export configuration data to an .xIsx file.
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| Manual Planning

Layout ¢ Bulk set power for device groups € Import Data §#& Export Data

10.4 Rate Limit

10.4.1 Overview

It supports User Rate Limit, Wireless Rate Limit, AP Rate Limit, and Packet Rate Limit. If multiple rate limit
modes are configured for one client, their priorities are as follows: User Rate Limit > Wireless Rate Limit > AP

Rate Limit.

® User Rate Limit: You can configure wireless STA-based rate limit to limit or guarantee the required bandwidth

for specific STAs. The maximum number of supported rules is 512 users.

® Wireless Rate Limit: You can configure per-user rate limit, dynamic rate limit, and other functions for
designated SSIDs.

O Per-user rate limit indicates that all STAs associated with the SSID equally share the rate limit.

O All-user rate limit indicates that all STAs associated with the SSID equally share the configured rate limit.

® AP Rate Limit: You can use this function to configure network-wide client rate limit. All clients on the network

will share the configured rate limit.

® Packet Rate Limit: You can use this function to set downlink rate limit for broadcast and multicast packets. If
the Internet is frozen without heavy traffic during normal use, you are advised to adjust the rate between 1
kbit/s and 512 kbit/s. A lower rate ensures better Internet experience.

10.4.2 User Rate Limit

(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > Rate Limit, and select a

network in this account.

(2) Confirm that Wireless Rate Limit (enabled by default) is enabled.

(3) On the User tab, click @ to go to the configuration page.
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I Wireless Rate Limit @)

User Wireless AP Packet

User Rate Limi

You can configure wireless STA-based rate limit to limit or guarantee the required bandwidth for specific STAs.
The maximum number of supported rules is 512 users.

Client MAC Address Uplink (kbps) Downlink (kbps) Description Action

(4) Configure the MAC address of the client whose rate needs to be limited and the rate limit value. After

configuration, click Save.

Add X

* Client MAC Address

* Uplink rate limit Kbps

Current rate is 0 kbit/s. Range: 1-1700000 kbit/s.

* Downlink rate limit Kbps

Current rate is 0 kbit/s. Range: 1-1700000 kbit/s.

Description

Cancel Save

10.4.3 Wireless Rate Limit

(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > Rate Limit, and select a

network in this account.
(2) Confirm that Wireless Rate Limit (enabled by default) is enabled.

(3) Onthe Wireless tab, select the Wi-Fi service whose rate needs to be limited and click Change in the Action

column to go to the configuration page.
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| wireless Rate Limit @D

User Wireless AP Packet

Wireless Rate Limit Group:  AuTo1676...

You can configure per-user rate limit, dynamic rate limit, and other functions for designated SSIDs. Per-user rate limit indicates
that all STAs associated with the SSID equally share the rate limit. All-user rate limit indicates that all STAs associated with the
SSID equally share the configured rate limit.

The priority of this rate limiting mode is lower than that of user-based rate limiting mode.

WiFi Name / SSID Uplink rate limit Downlink rate limit Action
@Ruijie-sD1E9 No limit No limit Change  Clear
22 No limit No limit Clear
~E6 No limit No limit Change  Clear
AEHMEWLANS No limit No limit Change  Clear

4 in total 10 / page

(4) Configure the rate limit modes for the uplink and downlink directions and rate limit values. After configuration,

click Save.
Change X
Uplink rate limit (8) Per-user rate limit Shared by all users @
* Rate limit Kbps
Current rate is 0 kbit/s. Range: 1-1700000 kbit/s.
Downlink rate limit (8) Per-user rate limit Shared by all users @
* Rate limit Kbps

Current rate is 0 kbit/s. Range: 1-1700000 kbit/s.

Cancel Save

10.4.4 AP Rate Limit
(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > Rate Limit, and select a
network in this account.
(2) Confirm that Wireless Rate Limit (enabled by default) is enabled.

(3) On the AP tab, enable the uplink and downlink rate limit functions and configure the rate limit values. After
configuration, click Confirm.

142



Cookbook Wireless Configuration

I Wireless Rate Limit @)

User Wireless AP Packet

AP Rate Limit

You can use this function to configure network-wide client rate limit. All clients on the network will share the configured rate
limit.

The priority of this rate limiting mode is lower than that of user-based rate limiting mode and SSID-based per-user rate limiting
mode.

Uplink rate limit @D

0 Kbps (2]

Current rate is 0 kbit/s. Range: 1-1700000 kbit/s.

Downlink rate limit (@)

0 Kbps (2]

Current rate is 0 kbit/s. Range: 1-1700000 kbit/s.

10.4.5 Packet Rate Limit
(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > Rate Limit, and select a
network in this account.
(2) Confirm that Wireless Rate Limit (enabled by default) is enabled.

(3) On the Packet tab, select the type of broadcast/multicast packets whose rate needs to be limited, and

configure the rate limit value. After configuration, click Confirm.
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| Wireless Rate Limit @D

User Wireless AP Packet

Packet Rate Limit

You can use this function to set downlink rate limits for broadcast and multicast packets. If the Internet is frozen without heavy traffic during normal use,
you are advised to adjust the rate between 1 kbit/s and 512 kbit/s. A lower rate ensures better Internet experience.

Restrict broadcast packets Disabled Restrictall (@ Restrict part
ARP Packets DHCP Packets

Restrict multicast packets Disabled Restrictall (@ Restrict part
MDNS Packets SSDP Packets

* Restrict limit 0 Kbps

Current rate is 0 kbit/s. Range: 1-1700000 kbit/s.

10.5 Load Balancing

Overview
Load balancing ensures that clients are evenly distributed across member APs, thereby using resources
efficiently.

Load balancing can be achieved by assigning all the APs in the same area to the same load balancing group to
control the access of wireless clients. For example, there are 15 clients associated with AP1, 10 associated with
AP2, and the current threshold configured is 2. The client different between the two APs is 5, which is greater
than the threshold. Therefore, subsequent users will be associated with AP2.

Limitations

Load balancing is only supported by Reyee Network and AP with P32 or a higher version, and there must be a
Reyee EG on the network.

Procedure

(1) Loginto Ruijie Cloud, choose Project > Configuration > Devices > Wireless > Load Balancing, and select

a network in this account.

®

(2) Click to add a load balancing group.

Load Balancing Supported by Reyee Network and AP with version P32 and later

Note: Load balancing can be achieved by assigning all the APs in the same area to the same load balancing group to control the ac

with AP2, and the current threshold configured is 2. The client different between the two APs is 5, which is greater than the threshc

Group Name Type Rules
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(3) Configure parameters for the load balancing group, including Group Name, Type, Rule, and AP Member.

After configuration, click OK.

Add Load Balancing Group

* Group Name:

Type:  Client Load Balancing

Rule:
When an AP is associated with 3 @, dients and the difference between the currently associated client count and client count on
the AP with the lightest load reaches | 3 . clients can associate only to another AP in the group. After a client association is denied
by an AP for| 10 times, the client will be allowed to associated to the AP upon the next attempt.
AP Member:

Selected( 0 Selected)

Alias SN P Model AP Group
Ruijie NAEK0060H0007 10.170.0.41 RAP1260(G) No Data
Ruijie NAEK0060H0008 10.170.0.41 RAP1260(G) No Data
Ruijie NAEK0060H0009 10.170.0.41 RAP2260(G) No Data
Ruijie NAEK0060H0010 10.170.0.41 RAP2260(G) No Data
Ruijie NAEK0060H0011 10.170.0.41 RAP2260(G) No Data

5 in total

Group Name: indicates the load balance group name.
Type: indicates the type of load balancing (client or traffic).
Rule: indicates the rule of load balancing group.

AP Member: indicates the AP added to the group.

Implementation of client and traffic load balancing are as follows:

Show only grouped APs
Q
Firmware Version
ReyeeOS5 1.202.1915
ReyeeOS 1.202.1915
ReyeeOS 1.206.2020

ReyeeO5 1.206.2020

ReyeeQS 1.206.2020

10/ page

Cancel “

o Client Load Balancing: When an AP is associated with n clients and the difference between the

currently associated client count and client count on the AP with the lightest load reaches n, clients can

be associated only with another AP in the group. After a client association is denied by an AP for n times,

the client will be allowed to be associated with the AP upon the next attempt.
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Add Load Balancing Group X

* Group Name:  client
Type:  Client Load Balancing

Rule:

When an AP is associated with| 3 @, clients and the difference between the currently associated client count and client count on
the AP with the lightest load reaches 3 dlients can associate only to another AP in the group. After a dient association is denied
by an AP for 10 times, the client will be allowed to associated to the AP upon the next attempt.
AP Member: Selected( 2 Selected) Show only grouped APs
Q
[] Alias SN P Model AP Group Firmware Version
Ruijie NAEK0060H0007 10.170.041 RAP1260(G) No Data ReyeeO5S 1.202.1915
Ruijie NAEKO060H0008 10.170.0.41 RAP1260(G) No Data ReyeeOS 1.202.1915
Ruijie NAEK0060H0009 10.170.0.41 RAP2260(G) traffic ReyeeOS 1.206.2020
Ruijie NAEK0060H0010 10.170.041 RAP2260(G) traffic ReyeeO5S 1.206.2020
Ruijie NAEK0060HO0011 10.170.0.41 RAP2260(G) No Data ReyeeOS 1.206.2020

Sintotal

10/ page

Caneel m

o Traffic Load Balancing: When the traffic load on an AP reaches n multiplied by 100 kbit/s and the
difference between the current traffic and the traffic on the AP with the lightest load reaches n multiplied
by 100 kbit/s, clients can be associated only with another AP in the group. After a client association is
denied by an AP for n times, the client will be allowed to be associated with the AP upon the next attempt.

Add Load Balancing Group X

* Group Name: | traffic

Type: Traffic Load Balancing

RuleS \When the traffic load on an AP reaches 5 *100Kbps and the difference between the current traffic and the traffic on the AP with the
lightest load reaches | 5 *100Kbps, clients can associsted only to another AP in the group. After a client association is denied by an
APfor 10 apBalanceBylserTipd,
APMember: | ected( 2 Selected) Show only grouped APs
Q
L] Alias SN P Model AP Group Firmware Version
Ruijie NAEKOOB0H0007 10.1700.41 RAP1260(G) client ReyeeOS 1.202.1915
Ruijie NAEK0OBOH0008 10.1700.41 RAP1260(G) client ReyeeOS 1.202.1915
Ruijie NAEK00B0H0009 10.1700.41 RAP2260(G) No Data ReyeeOs 1.206.2020
Ruijie NAEK0BOH0010 10.1700.41 RAP2260(G) No Data ReyeeOs 1.206.2020
Ruijie NAEKOOGOHO0T1 10.1700.41 RAP2260(G) No Data ReyeeOS 1.206.2020

5 in total

10/ page

Coneel m

(4) After configuring the load balancing group, click Save at the upper right corner of the Load Balancing page.
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Load Balancing ® | Supported by Re

Group Name Type Rules AP Member Action

e Lond When the traffic load on an AP reaches 5¢100Kbps and the difference between the current traffic and the traffic on the AP with the lightest load reaches
traffic ;I" oa 5+100Kbps, dlients can associated only to another AP in the group. After a client association is denied by an AP for 10 times, the client will be allowed to 2tip Edit Delete
alancing associated to the AP upon the next attempt

- When an AP is associated with 3,clients and the difference between the currently associated client count and client count on the AP with the lightest load reaches
client e 3, clients can associate only to another AP in the group. After a client association is denied by an AP for 10 times, the client will be allowed to associated to the AP 2tip Edit Delete
£ upon the next attempt.

2intotal < (1] 10/ page
The Action column is described as follows:

o Edit: Click this button to modify configuration parameters except Group Name.

o Delete: Click this button to delete a specified load balancing group.

After modifying load balancing group parameters or deleting a load balancing group, click Save at the upper

right corner.

10.6 Client Blocklist and Allowlist

Overview

The purpose of the Client Blocklist and Allowlist feature is to deny/allow wireless clients to access Wi-Fi
networks. You can configure the global blocklist and allowlist for all Wi-Fi networks or the blocklist and allowlist
for a specified SSID. The blocklist and allowlist feature supports matching the MAC address prefixes (OUIs) of

clients.

Client Blocklist: Clients on the blocklist are banned from connecting to Wi-Fi networks and clients not on the
blocklist are not restricted.

Client Allowlist: When the allowlist is not empty, only clients in the allowlist are allowed to connect to Wi-Fi

networks and those not on the allowlist are banned from connecting to the Wi-Fi networks.

A\ caution

® The function is only supported on Reyee APs.
® When the allowlist is empty, the Wi-Fi allowlist does not take effect, that is, all MAC addresses are
allowed to connect to Wi-Fi networks.

Configuration Steps

(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > Wireless Block/Allow,

and select a network in this account.

(2) Select the scope (SSID-based or Global-based), in which the blocklist or allowlist takes effect, in the list on

the left.
Client Blackdist and Whitelist
The Wi-Fi blacklist an e

Effective Rules: 1. In the blacklist m ist mode and when the list is not clients not on the whitelist cannot connect to Wi Fi. 3. A maximum of 256 MAC addresses can be
configured
SSID-based List Type: @ Prohibit the following MAC addresses to connect to Wi-Fi (blacklist)
- | : Only allow the following MAC addresses to connect to Wi-Fi (whitelist)
-(eﬂ
Add MAC Delete MAC
Global-based
N MAC Description Action
Global Configuration P’
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(3) Select the blocklist/allowlist mode. The default mode is blocklist mode. When you switch the mode, click OK

in the pop-up prompt box to make the mode take effect.

Client Blacklist and Whitelist

The purpose of Wi-Fi blacklist and whitelist feature s to deny/al

lients to acce:

Effective Rules: 1. In the blacklist mode, blacklisted clients cannot conne Wi Fi. 2. In the st mode and when the list is not empty, clients not on the whitelist cannot connect to Wi Fi. 3. A maximum of 256 MAC addresses can be
configured

SSID-based List Type: @ Prohibit the following MAC addresses to connect to Wi-Fi (blacklist)

) Only allow the following MAC addresses to connect to Wi-Fi (whitelist)
test
Add MAC Delete MAC
Global-based
MAC Description Action

Global Configuration

Tip
Whitelist Mode: Only MAC addresses on the

whitelist are allowed access. Are you sure you
want to switch to the whitelist mode?

Cancel

(4) Click Add MAC. On the Add MAC page, add MAC address prefixes or MAC addresses. After adding, click

OK.

Add MAC X Add MAC

oul Complete MAC oul Complete MAC

Note: For an OUI
the first six digit

u only need to ente
effect (applicable &

d only the device which match the complete
of the device MAC are different).

£ %

o OUI: For an OUI MAC, you only need to enter the first six digits of the MAC address, and all MAC

addresses matching the first six digits will take effect (applicable to the case where the first six digits of
the device MAC is the same).

o Complete MAC: For a complete MAC, you must enter the complete MAC address and only the device

which match the complete MAC will take effect (applicable to the case where the first six digits of the
device MAC are different).

(5) After completing the blocklist/allowlist configuration, click Save at the upper right corner of the Client

Blocklist and Allowlist page.
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Client Blacklist and Whitelist
The purpose of Wi-Fi blacklist and whitelist feat eny/allow ss clients 1o acce: F

reis to

In the blacklist m:

lacklisted client: t mode and when the list is not empty, clients not on the whitelist cannot connect to Wi Fi. 3. A maximum of 256 MAC addresses can be
configured.

SSID-based @ Prohibit the following MAC addresses to connect to Wi-Fi (blacklist)

Only allow the following MAC addresses to connect to Wi-Fi (whitelist)

Add MAC Delete MAC

Global Configuration MAC Description Action

List Type:
test

Global-based

00:00:01 oul Delete

1in total 10/ page

The Action column is described as follows: To delete a rule, click Delete in the Action column, click OK in
the pop-up prompt box, and then click Save at the upper right corner.

Client Blacklist and Whitelist

Save

i blacklist and v

e is to deny/allow

. In the blacklist ms

mode and when the list is not empty, clients not on the whitelist cannot connect to Wi Fi. 3. A maximum of 256 MAC addresses can be
configured
SSID-based List Type: (@®) Prohibit the following MAC addresses to connect to Wi-Fi (blacklisty
: Only allow the following MAC addresses to connect to Wi-Fi (whitelist)
test

Add MAC Delete MAC

_ Are you sure you want to delete this MAC?
Global-based

. MAC Descripti Cancel
Global Configuration escription

00:00:01 | OUI
1in total 10/ page

10.7 AP VLAN

Overview
This feature can be used to deliver the port VLAN configuration to multiple designated devices.
Limitations

This feature only supports EAPs/RAPs with a version of P32 and later in AP mode.

Procedure

(1) Log in to Ruijie Cloud, choose Project > Configuration > Devices > Wireless > AP VLAN, and select a
network in this account.

(2) Set parameters on the AP Port VLAN page. After configuration, click Apply to deliver the configuration.
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| AP Port VLAN

Device modle: RAP2260(G)

Device:

3 Selected Display Never Configured Devices
Alias SN P Model Last Configuration Time
Ruijie NAEKO07BH0009 192.168.110.9 RAP2260(G) 2023-02-13 16:19:33
Ruijie NAEKO07BH0010 192.168.110.10 RAP2260(G) 2023-02-13 16:19:33
”m Duiiia NAEVANTRINNT 1 102 168 110 11 RAPIIANAN MNILNI12 161622

Configuration:

Port Type: Access
VLANID: 50

Port: LAN
MUnselected  giSelected

Clear Apply

Device Model: indicates the AP model.

Device: indicates the device to which the configuration needs to be delivered.
Port Type: indicates the port type, which is access or trunk.

VLAN ID: indicates the VLAN ID of a port.

Selected Ports: Select the port to which the VLAN ID needs to be delivered.
Apply && Clear: Apply the configuration to the device or clear the configuration.

Access the AP’s Eweb and check the VLAN ID and port VLAN configuration.

Basics

@) Lan settings
Port vLAN @)
| LAN Settings Add 1 Delete Selected
Upto 4 entries can be added.
VLAN ID Remark Action

50 - Edit Delete
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Overview Basics ¥  Wireless ¥  Advanced ¥  Diagnostics ¥  System ™

LAN Settings Port VLAN

Port VLAN
o Please choose LAN Settings to create a VLAN first and configure port settings based on the VLAN.

| Port viaN

[E] Connected il | Disconnected

Port 1
VLAN 1(WAN) Not Joi
VLAN 50 UNTAG
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11.1 Captive Portal

Authentication Configuration

You can use the Captive Portal feature to set authentication policies, including customizing authentication

pages, setting authentication network segments, SSID, and other information.

When a user is connected to a wireless or wired network, the system will display a landing or login page that

may require authentication, payment, acceptance of an end-user license agreement, acceptable user policy,

survey completion, or other valid credentials that both the host and user agree to adhere by.

The network security can be enhanced by configuring the Captive Portal.

Procedure

(1) Choose Configuration> Auth & Accounts > Authentication > Captive Portal.

Ruijie-test

@ Workspace

Al Networking

& Smart Config

Configuration
@ Network-Wide

== Devices

& Auth & Accounts

Monitoring

& Network-Wide

i)

Devices

B

Clients

&)

Logs

& Delivery Center

I Captive Portal ®

Accounts

User Management
PPSK

PPPoE Account

Authentication

Captive Portal

Allowlist

802.1X

(2) Click Add Captive Portal to add a captive portal.
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1 Captive Portal @

2 New Authentication Function
J h .
o New version u
— ort mul erificatio
= pport multi-lang

Add Captive Portal

I Policy Info

Policy Name:

Policy Mode ®: ® Inner

SSID:
Seamless Online: ()
Seamless Online Period: 1 Day

Portal Escape:

| Portal Page ®

Shared Portals

’ Current Project

Test

a Configure basic information about the captive portal.
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Table 11-1 Basic Information About the Captive Portal

Parameter Description

Policy name Indicates the name of a captive portal.

Indicates the authentication mode to which the captive portal applies:

® Inner: Cloud-based authentication. The built-in authentication server in
the public cloud is used for authentication.

Policy Mode ® Local: Device-based local authentication and acceleration. Portal pages
and accounts in the cloud are synchronized with the device for local
authentication and acceleration.

® External: Third-party authentication, facilitating integration between the
device and a third-party authentication server for authentication.

Indicates the device that performs the authentication.

@ When there is a router on the network, you are advised to enable
authentication on the router. You can perform authentication on either an
access point (AP) or a router.

® AP: An AP acts as the NAS.

® Router: Arouter or gateway acts as the NAS responsible for performing
authentication at the gateway exit.

® Reyee AP Authentication: RAP/EWR, ReyeeOS 1.219 or later version.

® Reyee EG WiFiDog Authentication: EG/EGW, ReyeeOS 1.202 or later
version.

® Reyee EG Local Authentication: EG210G-E, EG210G-P-E, EG310GH-E,
EG310GH-P-E, EG305GH-E, EG305GH-P-E, ReyeeOS 1.230 or later
version.

Authentication Device

®  Enterprise EGs support local authentication
This parameter is not required if the policy mode is Local.

Indicates the wired network that requires authentication. Enter the network

segment in this field.

Network Users connecting to the wired network corresponding to this network segment

must be authenticated.

This parameter is required if the Authentication Device is Router.

Indicates the network name of the Wi-Fi network that requires authentication.
SSID Users connecting to this wireless network must be authenticated.

This parameter is required if the Authentication Device is AP.

After this function is enabled, if the first authentication is successful,
Seamless Online subsequent connections to this Wi-Fi network will automatically be
authenticated within a certain period of time.

Indicates the time period for seamless online.

Seamless Online Period If the first authentication is successful, subsequent connections to this Wi-Fi

network will automatically be authenticated within this period of time.
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Parameter Description

Indicates the portal page that is displayed after portal authentication.

Click Current Project to select the portal page for an existing project.
Portal Page
Click Shared Portals to select an existing portal page.

Click Add Page to customize a portal page.

b  To customize a portal page, the portal basic settings and portal visual settings of the device is required.

Portal Page

I Portal Basic Settings

Portal Name:
Login Options: One-click Login
Accass Duration (Min): ® Unlimited 5 30 &0 Custom
Voucher
Account
SMS
Registration
Show Balance Page: - Disable (Available only when Auth server supports the function)
Post-login URL:
Table 11-2 Basic Information of the Portal Page
Parameter Description
Portal Name Indicates the name of a captive portal template.

Indicates the option to perform the desired action.

One-click Login: indicates login without the username and password. You

can set Access Duration and Access Times Per Day.
Login Options o o ) o
Voucher: indicates login with a random eight-digit password.

Account: indicates login with the account and password.
SMS: indicates login with the phone number and code.
Registration:

Show Balance Page Indicates the available duration, time, or data after portal authentication.

Post-login URL Indicates the URL that is displayed after portal authentication.
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I Portal Visual Settings

Logo: [ @) Mobile Desktop
Logo Image: Upload

Logo Position:

Background: @® Picture @ Solid Color

Background Image:

One-click Login
Background Mask Color: [:] 99999¢
Welcome Message: ®
English
Welcome Text:

Marketing Message:

Terms & Conditions:

Table 11-3 Visual Information of the Portal Page

Parameter Description

Logo Select whether to display the logo image.

Logo Image When Logo is set to Image, upload the logo picture or select the default logo.
Logo Position Select the logo position (Upper, Middle, or Lower).

Select the background with the image or the default background (select the
Background or)
color).

When Background is set to Image, upload the background image or select
Background Image )
the default image.

When Background is set to Solid Color, set the background color. The

Background Mask Color .
default value is #ffffff.
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Parameter Description
Language Select the language of the portal page.

Welcome Message

Select the welcome message with the image or text.

Marketing message

Enter the marketing message.

Terms & Conditions

Enter terms and conditions.

Copyright

Enter the copyright.

Login Button

Select the login button on the authentication page.

Welcome Message Text
Color

Select the welcome message text color. The default value is #ffffff.

Welcome Message Text
Size

Select the welcome message text size.

Button Color

Select the button color. The default value is #0066ff.

Button Text Color

Select the button text color. The default value is #ffffff.

Link Color

Select the link color. The default value is #ffffff.

Text Color in Box

Select the text color in the box. The default value is #ffffff.

¢ Click OK.

& Note

® Considering the performance and good design of the page, one network supports up to 50 portal

templates.

® The portal template supports multiple languages including Chinese (Simplified), Chinese (Traditional),
English, German, Indonesian, Japanese, Korean, Malay, Portuguese, Russian, Spanish, Thai, Turkish,

and Vietnamese.

® The preview image including mobile and desktop format. The actual effects vary with devices at different

resolutions.

After the captive portal is successful configured on the cloud, relevant configurations will be automatically

delivered to the device end.

11.2 User Management

11.2.1 Account

Account authentication allows the valid account to access the specified Wi-Fi.

Procedure

(1) Log in to Ruijie Cloud, choose Project > Authentication > User Management, and select a network in this

account.
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(2) On the Account tab, add an account. Accounts can be added manually or through batch import.
® Adding an account manually

Click Add an Account, set parameters about the account, and click OK.

Add account X

* User name
* Password
* User group

Allow VPN connection

Tips: By enabling this option, the user can use this account to log in remotely using a VPN.

User information setting V'

User name: The value is a string of less than 32 characters, consisting of letters, numerals, and underscores.
Password: The value is a string of less than 32 characters, consisting of letters, numerals, and underscores.

User group: It indicates a user group. Select a user group from the drop-down list or click Custom to create

a user group.

Allow VPN connection: By enabling this option, the user can use this account to log in remotely using a
VPN.

User information setting: You can expand it to have more user information displayed, including the first

name, last name, email, phone number, and alias.
® Adding accounts through batch import

a Click Bulk import.

Bulk import accounts X

Step1: Download and fill in the device information in the template. Up to
500 records can be imported each time.

Account and Password fields are required. Please enter less than 32 characters, consisting

of letters, numbers or underscores,

N\
\

Please select an xis or xisx file Download Template
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b  Click Download Template to download the template.

¢ Edit the template and save it.

Authentication Configuration

) Note
Account, Password, and User Group are mandatory.
Check that the user group already exists and the added accounts are not duplicate with existing
accounts. For details about how to create a user group, see 11.2.3 User Group.

Account
test2
test3
testd

)

Password First name Last name Alias User group

test2
test3
testd

o

ar

a

a =

test
test
test

Email

d Click Please select an .xIs or .xIsx file to upload the file. After uploading, users are automatically

created.
Account « E-sharing
Add sccount Bulk import One-click send More v @ Total Accounts: 3 @ Activ ated Accounts: 0 @ ounts:
Account Password User group Status @ Period First name Alias Created at Activated at Ex Operation
" 2023-02-13
pstd 13 st It L W0Minutes £CO
test test et Mot used OMinute Empty Emnty 16:42:21 £Co
testd testd test Not used I0Minutes Emnty Empty 20230513 £C0O
16:42:21
0 2023-02-13 =
test2 test2 test Not used J0Minutes Empty. Empty 16:42:21 £ C
b 1 10/ page

Follow-up Operations

In the account list, click to export the accounts in .xIsx format.

Account User Group < Esharing (@ D )

Bulk import One-click send More v @ Total Accounts: 3 @ Activated Accounts: 0 @ Expired Accounts: 0

Account Password User group Status @ Period First name Alias Created at Activated at Ex Operation
testd testd et Mot used I0Minutes Empty Empty ?c"i_}::f})"” £CO
estd testd test Mot used 30Minutes Empty Empty ?c‘i_}:;i"lz £C0O
est? 1est2 et Mot used IMinutes Empty Empty ‘r‘t‘;i‘lz £C0O

1 tota

The following figure shows the export result.

|.-\rcmm: Passwm’dl]'s?r ;mlm Period First nalast namdlias Phone nuCreated iActivateExpired Devices MAC Bind Traffic IUpload/DiVPN Operat
testd testd test Not used 30Minute: 2023-02- - - 0/3 3 0 MB/100 UnlimiteDisabled
testd testd test Not used 30Minute: 2023-02- - - 0/3 3 0 MB/100 UnlimiteDizabled
testl testl test Not used 30Minute: 2023-02 0/3 3 0 MB/100 UnlimiteDisabled

Click One-click send to email the accounts to employees.
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One-click send

Are you sure to send emails to the accounts you have selected 7
Tip: the following table lists the accounts that have an email address.
Account

Account User group Created at ¥  Send Status ¥
Status

2023-02-13
164221

Disabled

1in total 10/ page

Cancel

11.2.2 Voucher

Voucher authentication on Ruijie Cloud allows you to charge users for wireless network access using access
codes. The number of concurrent users, time, and data quota limit can be customized and offer to your guests.

Procedure
(1) Log in to Ruijie Cloud, choose Project > Authentication > User Management, and select a network in this

account.

(2) On the Voucher tab, click Add voucher.

Account Voucher User Group < E-sharing @

Add voucher Print voucher More v @ Total Vouchers: 222 @ Activated Vouchers: 0 @ Expired Vouchers: 0

(3) Configuring voucher parameters. After configuration, click OK.

Add voucher X

* Quantity 2 o

* User group

test

User information setting Vv Custom

Advance setting WV

Cancel

Quantity: Enter the quantity of the voucher to print. When the value is set to 1, you can add a voucher and
configure the name and the email address. When the value is greater than 1, you can add vouchers in
batches. In this case, you can only configure the name and email address separately after the vouchers are
added.
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User group: Select a user group or click Custom to customize a new user group.
User information setting: Configure user information, which is optional.

Advance setting:

O Voucher code type: Set the value to Alphanumeric 0-9, a-z, Alphabetic a-z, or Numeric 0-9.

Advance Setting /

Voucher code type Alphanumeric 0-9, a-z

Alphanumeric 0-9, a-z

Voucher length Alphabetic 3-z

Numeric 0-9

Cancel OK
O Voucher length: Select the voucher length. The value ranges from 6 to 9.
Voucher length 6 l
6
7

(4) View the voucher list.

Account Voucher User Group < Eshaing @ A6 99
A oucher R Moo v |® Iolai Vouchers ® Sc!waled Vouchers ° ?:p«ted Vouchers: Q r.\,;
Voucher code User Group Period Created at Activated at Expired a Operation
fqyhwg 1 Unlimited  2022-08-12 18:34:31 - - LC0O
dxwgkh 1 Unlimited ~ 2022-08-12 18:34:31 - - C0O
15nq76 1 Unlimited 2022-08-12 11:09:.07 - - 2C0O
2759 1 Unlimited  2022-08-12 11:09:07 - - C0O

4in total @ 20 / page

| A lem. |

Follow-up Operations

® Exporting the voucher
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Account Vouicher User Group o E-sharing (D :‘G 2
Add voucher Print voucher More v @ Total Vouchers: 222 @ Activated Vouchers: 0 @ Expired Vouchers: 0 aQ Filter T,
Voucher code User group Status @ ¥ Price Period First name Alias Created at Activated at Ex ‘Operation
22y st Not used 30Minutes Ematy Emeny el - £co
23m7ge test Not used 30Minutes Empty Ematy mlz:;gi'a“ £C0O
2adimhd test Not used 30Minutes Emty Ematy mlii;gi-a“ = 2CH0

® Printing the voucher

Click Printing Voucher and complete print configurations.

Tip: Only vouchers selected on current page will be printed. ©

Parameter Settings

Print mode Print (Ad) in two columns
Custom Text
Logo default (O]

Ruijie

default dayu500K8

E— e

23-32 test
B
Profiles shown on the voucher
4 parameters can be selected at most
Profile name Maximum download rate Concurrent devices

Period

11.2.3 User Group

(1) Log in to Ruijie Cloud, choose Project > Authentication > User Management, and select a network in this

account.

(2) On the User Group tab, click Add.
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Account Voucher

+ Add

User Group o E-sharing

No Data

(3) Configure user group parameters. After configuration, click OK.

Add user group

* User group name

Price

Concurrent devices

Period

Quota @

Maximum upload rate

Maximum download rate

Bind MAC on first use

test

User Group Policy

30Minutes

100 MB

Unlimited

Unlimited

User Group Name: indicates the user group name.

@

Authentication Configuration

Price: indicates the price of the user group. Mark user groups by numeral. The current version has no impact

on network usage.

Concurrent Devices: indicates the number of concurrent devices for one account.
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Period: indicates the maximum validity time of an account. The maximum value is counted after the client
passes authentication and successfully accesses the Internet.
Quota: indicates the maximum amount of data transfer.
Maximum upload rate: indicates the maximum upload rate.
Maximum download rate: indicates the maximum download rate.
Bind MAC on first use: indicates that the MAC address of the first device used will be bound and other

devices used by the same user will be prohibited from accessing the Internet.

(4) View the user group list. Click ¢ or ﬂ‘ for a specified user group to modify or delete the user group.

Account Voucher User Group & E-sharing @

I
()

test

Maximum upload rate: Unlimited 1
Maximum download rate: Unlimited |

11.3 PPSK

Overview

Per-user PSK (PPSK) is also called as “One Client, One Password”. It combines advantages of PSK and 802.1X.

Each terminal is bound to a unique Wi-Fi password to ensure secure Wi-Fi.

Limitations

® PPSK only supports import of 1500 passwords.

® PPSK s based on MAC address binding of terminals, and multiple devices of the same user also need to log

in with different passwords.
® Each AP can only be configured with a PPSK authentication SSID.
® The PPSK password is generated randomly and does not support the customized password format.
® The AP can support PPSK only after being upgrade to B40P2 or a later version.
® There is no validity date for PPSK, which can be used all the time when it is created.
® PPSK can be created manually or through batch import.
® Only Ruijie AP support PPSK expect the AP130(L).
® Only the sub account user who is assigned with the root group can configure PPSK.

Procedure

(1) Log in to Ruijie Cloud, choose Project > Authentication > PPSK, and select a network in this account.

(2) Click Add to go to the PPSK account configuration page.
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PPSK [E-shanng

| PPESK@
Tip: Please disable Privale MAC when using PPSK on 105 14

MNote: The PPSK function can y be enabled on Ruijie Enterprise APs

e f— m

Account Client MAC Wi-Fi ey Created At Action

Mo Data

L J de 0. 0in total

(3) You can import PPSK accounts in batches to add accounts or add them directly on the page. The default

account adding mode is batch import. Click Add Account or { Batch Import } at the lower left

corner of the page to switch the account adding mode.

Add Account Add Account

Downilsad and fill in the device information in the template Up to 1500 records can be imported "
Account ] +

Upload Template File Dowrioad Template

-

® Adding PPSK accounts manually

On the Add Account page, enter an account name. Click <4 to add one row. After configuration, click
OK.
Add Account Add Account

Account  test] 9 Account  testl

I Account I +

® Adding PPSK accounts through batch import

a Click Download Template to download the template.
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Add Account

Download and fill in the device information in the template Up to 1500 records can be imported

——— \\
—e . . 25 2 ‘}//
C -

Add Account

b  Edit the template and save it.

T
T2
T3
T4

¢ Click Upload Template File to upload the file. After uploading, users are automatically created.

Add Account

Download and fill in the device information in the template.Up to 1500 records can be imported

ppskTemplate (1).xls

(4) View the account list.

166



Cookbook Authentication Configuration

| PPSK @

Tip:

Account Clhent MAC WIFI Ky

4

Account: indicates the name of PPSK account.

Client MAC: indicates the client's MAC address for this account.

WiFi Key: indicates the randomly generated 8-digit password for a PPSK account.

Created at: indicates the time when a PPSK account was created.

Action: indicates the View or Delete action. You can view the account to check the PPSK synchronization

log.

PPSK Synchronize Log

® Synced: 0 Syncing: 0 Unsupported: 0 @ Failed: 0
SN Status Update Time

No Data

0 10. | 0in total

(5) The PPSK key needs to be synchronized to all APs on the same network. Choose MONITORING > Devices >
AP, select a device, and click Web CLI. Enter the show sumng user all command to check whether the

PPSK Wi-Fi key is synchronized to the AP.

Backgrour

5N

General
Connectivity
Running Status Mac-Address Reg-Time
Client

WLAN

Wireless Secu
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11.4 Allowlist

Choose Authentication > Allowlist to go to the allowlist configuration page.

DemoProject? o
| Pre-auth Whitelist

@ Workspace Pre-Authentication Access Server List
B Smart Config Add o a
Configuration Type Infermation Description Action

@ Network-Wide

= Devices

@ Authentication §
Authentication

Monitorin
9 Captive Portal

& Network-Wide “ree Client List.
@ Devices Add 1 .

Clients
& chens Type Infermation Descrigtion Action

§ lags

& Dallvary Center

11.4.1 Pre-Authentication Access Server List
(1) Pre-authentication URL list: It lists websites that can be accessed by users even if the users are not
authenticated.

Click Add below Pre-Authentication Access Server List, select URL, and add a website. You can add a

description for the website behind the website.

Add Pre-Authentication Access Server

] nttplsk//

(2) Pre-authentication IP list: It lists external network IP addresses that can be accessed by all users including
unauthenticated users.

Click Add below Pre-Authentication Access Server List, select IP, and add an IP address. You can add a

description for the IP address behind the IP address.

Add Pre-Authentication Access Server

wre [2]

11.4.2 Authentication-Free Client List

(1) Authentication-free IP list: IP addresses in the list can access the Internet without authentication.
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Click Add below Authentication-Free Client List, select IP, and add an IP address. You can add a description
for the IP address behind the IP address.

Add Authentication-Free Client

e ®
S |

(2) Authentication-free MAC list: MAC addresses in the list can access the Internet without authentication.

Click Add below Authentication-Free Client List, select MAC, and add a MAC address. You can add a
description for the MAC address behind the MAC address.
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12 Cloud Account and Project Management

12.1 Adding a Sub Project

(1) Choose Home > Project and click Project Management.

- @ '8 @ @

(2) Click Add Project Group and enter the Group Name to create a group.

Project Management X

Q ruijie-opdemo-002@test... & Add Project Group ‘ [ Add Project

> 4 ruijie-opdemo-002@test.com
& Ruijie_PH_Test
& GTAC Test Group Name:
& DISKOMINFO BEKASI
&b Evan_Test Cance
& Ruijie-test_Auto
& Ruijie-test
i

Demo

(3) Select a project group and click Add Project. Set basic parameters of the sub project. Then click Next.

Project Management X

P ——
Q Test Add Project Group H Hand Over ][ Add Project II[ More v l

V & ruijie-opdemo-002@test.com Admin (0) ®
i FarTest Network

% Test

ah Ruijie PH_Test

& GTAC_Test

#h DISKOMINFO BEKASI
s Evan_Test

& Ruijie-test Auto

#h Ruijie-test

#h Demo

Mgmt Subgroups & Networks (0)
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Add Project —— Add Project

Basic Information

Basic ”
Network Alias
* Network Alias: Time Zone China (GMT+8:00)
Location
* Management Password: <5
SSI

Note: if the device has been configured before, the management password

should be configured the same with the eWeb password.

:
Office Hotel Villa/Home

Restaurant School

Customize

Time Zone: = (GM

Advanced ¥

Maybe later ‘ Next
(4) Add devices manually or through batch import.
® Option 1: Add devices manually.

Enter the device SN and alias.

Add Device ———+ Select the device model———— Add Device
Switch 5
Basic
Device type Switch

You can add a switch in one of the following four modes (click to switch mode):
Add to est

By entering device SN By batch adding using an excel file

Added devices
1SN: Alias: +

Switch 0

® Option 2: Add devices through batch import. In the template, up to 500 records can be imported each time.

Add Device ————— Select the device model————+ Add Device
Switch 3
Basic
Device type Switch

You can add a switch in one of the following four modes (click to switch mode):
Add to Test

By entering device SN By batch adding using an excel file

Added devices

Switch 0

Download and fill in the device information in the template.Up to 500 records can be imported each time.

Select an xis or xisx file Download Template

a Click Batch Import.
b Click Download Template to download the template

¢ Fillin the device SN and alias in the template and save it.
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d Click Upload Template File to upload the edited template file.
e Click the Import button.
(5) After the devices are added, click Save & Next.

The sub project is added successfully.

Finish

Succeeded!
AP0, Swieh 0, Gateway 0, Wateless Router 0, Wireless Bridge- 0

12.2 Managing Cloud Login Accounts

Click at the upper right corner and click Account.

| user Info

Username:
Language: = Englisty/English
Time Zone:
Full Name:
Email:
Country
Company: | ruilie-opdemo-00;

Mobile:

Two-Factor Authentication

12.3 Managing Cloud Sub Accounts

Click at the upper right corner, and click Sub Account.

P
The Sub Account List displays the information of sub accounts. Click ~— in the Action column to edit the sub

account. Click = inthe Action column to delete the sub account.
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| Sub Account List

Add Sub Account Username, Full Name, Mc

Username Role Network Full Name Mobile Email Action

1y_xiaoziran@163.com Admin Nature_office20210113 123 efse ry_xiaoziran@163.com A1

ruck@chacuo.net Operator eg_test egtest ren mei 15986 ruck@chacuo.net [ I

2961167598@aq.com Operator default ui jie 2061167598@qq.com % m
I R o= Jonta

Click Add Sub Account to add a new sub account. Select the network, enter the Email in the Username box
and click Send Code. Enter the security code contained in the Email, set the password, language, full name,

expiration date, mobile and role, and click Save.

Add Sub Account

Default Project Group ®: | ruijie-opdemo-002 @test.com
* Username:
* Verification Code: Send Code
* Password:
Language: = English
* First Name:
* Last Name:

* Mobile:

Role: = Employes @

Cancel Save

Role:

® Admin owns the permissions to create an account.

® Employee owns the permissions to edit data.

® Operator owns the permissions to print voucher and view account data.

® Guest owns the permissions to view data.

12.4 Switching Accounts

-003... A

Click at the upper right corner.
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Ceww] 00506

16534 @Zgg.com

[%

ren-te 101@y... (Default) £
ren-test spmail.co... £

58373 om

RS
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13 Monitoring

13.1 Viewing all the Device

Monitoring

Project Device Alarm .
242 B 4 - % ‘
o 1 davices have new version
ren-testas-001@yopmail com
Ali(44) Gateway(8) Switeh(14) AP(11) ACH4) Home Router(5) Network Bridge(2)
Ll eWeb o)
Status SN Model Alias Group MAC Management URL Egress 1P Firmware Version  Action
®ON CANSOTZ047159 EST310 Add MaCc1640650167465 300d 9602 5b11 1921681104 45127167248 AP_3.0(1)82P28 Release(07211416) (Lot [
®ON G1PQ5MH004203 ES226GC-P ES226 MaCc1663838903846 300d SeSc e549 192.168 11118 45127187 248 ESW_1.0(1)B1P20, REIEBSEH}QYUNHJ)‘ [ ®
©ON MACC112526831 NBR6120.E Ruijie 83888808 00d0 1822 9384 192 168.200 13 45127187248 NBR_RGOS 11.9(6)815( Latest | jof
©ON MACCEG1689832 EG105G-P Ruijie tost_1 00d0.1815.0844 192 168 200 29 45127187248  ReyeeOS 1.86.1006 [ Lotes o]
@ ON MACCWS6816001 Ws6816 wsB816 123fsdl 00d0 1822 3311 192168 100 22 2202504186 AC_RGOS 11.9(5)B1, Release(06240613) o
0 OFF H1PBOOK001010 EG3230 Te71667078095664 3386 300d 9e80 ad13 192 168.111.8 1124923223 EG_RGOS 11.9(6)815, Release(09211020 8
© OFF 1BCA942570104 $2015-24GTAMS.P-L Ruijie 3366 0040 1824 567 100,100,100 2 1124923286 S2915.L_RGOS 11 4(1)882 Lak jof
0 OFF CANLS1U003134 ES205C-P ruipe ap_mesh_001 8005 8857 d3ed 192 168.110.2 2202504186  ESW_1.0(1)B1P10 Release(09152116) (L 1
0 OFF CAPBOEY05939C ES200GC-P ES20060 lsw_niow 300d 9691 cb3d 192 168 111135 220250 4186 ESW_1.0{1)B1P3 Release(07200415)[Lal &
0 OFF CAP70CAQ0054C ES2096C-P ruipe noeg 300d 9ed0 b7c2 192 168,110 67 2202604106  ESW_10(1)81P7 Release(08202314) (Lal (@
42intotal < [1]2 3 4 5 > 10/page Goto
Project - Device Alarm .
« 1 davices have new
ren-testas-001@yopmail com
Alarm Type Alarm Severity Group Alarm Source Device SN Alias Generated at Cleared at Updated at Action
e ren-testas.
e s ogeral 001@yopmal com/8388 Device MACC112528831 Rugie 2023-01-28 163510 2023-01-20 16:35:08 B
onlne/offline frequently
8888
fen-testas
Device offiine alarm Modarat 001@yopmail comEGW Device GIMQAWQO0077C AP840 2023.01-13212807 2023-0113 212807 B
20230111
ren-testas.
All device offine 001@yopmail comVEGW Organization 2023-01-13 212807 2023-01-132128.07 ®
20230111
ren-testas-
Device offiine alarm 1 001@yopmai comEGW Device GIR118N002987 Rujie 2023.01.13 211407 2023-01-13 211407 B
20230111
ren-testas.
All device offine 0 Organization 2023-01-13 21.10.07 2023-01-1321:10.07 E
001@yopmail com/22
ren-testas. ”
Device offiine alarm M Device H1M722K000263 fugie 2023.01-13 211007 2023-01-13 21.10.07 )

001@yopmail.comi22

ren-testas-
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13.3 Viewing Topology

Topology displays the overall network status on the GUI, including the network topology and device status, and

offers the project report.

Requirements on the Network Topology

(1) Ensure that devices are online on the Ruijie Cloud and the web CLlI is accessible.

(2) Aroot node that can be an EG or a core switch is required.

(3) The number of connected devices is calculated based on the root node and the topology is refreshed. Data

such as MAC addresses, ARP entries, and routing entries is required.

The topology cannot be displayed in the following situations:

® You cannot access the device web CLI.

® An EG is deployed on the network, but it does not support the show mac command or the version is not the
latest.

® Multiple switches at the same level together with non-Ruijie products serve as the egress.

® The core switch, access switches, and Aps are deployed. The core switch runs OSPF and has no static
routing entries, so its routing table is incomplete.

® Device offline, port change, static route modification, device addition or deletion, etc.

® Switches constitute a network using Virtual Switching Unit (VSU).

® Switches constitute a network using Virtual Router Redundancy Protocol (VRRP).

® Only APs exist in the network group.

Procedure

Click Project > Workspace > View Topology

dl  Demo_Project_1 - Customize

-
Configuration @ e

Monitoring

& Ne

®

" Intoret

VLAN List

2 Delivery Center

Wired VLANS (4)
VLAN1 1" Finance Guest

Wireless VLANS (0)

Update Topology: refreshes the topology when devices are added or deleted.

Download Topo: downloads the topology in .png format.
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Demo_Project_1

(R

: Click any device in the topology to view or configure the corresponding device.

(€) Device Information

Monitoring

Configuration Overview Port Rate 0g Hist
@ Network-Wide W‘K’“ 1 Status
@ Aumentication u;«‘wm
Monitoring uLn
e s s Ul )M m Last 7 Days
@ Logs 1 Port
v 25 % || “ ]
£ Delivery Center GL, Gad) .:_,l_,‘ ‘,o!“‘ - 1700 2100 100 5:00 9:00 13:00
pree=y— Frsr—— T 8 . A -
T | | | ) 1 port »J-Vn-x Statistics
Git-2) (Gn-2) G Updated Time
| [
-y .. AN L)) Traffic Rate Number of Packets CRC/FCS Fragment/Oversized Number of
= Port (K8) (KB/s) Recelved/Sent Errors Packets Conflicts
P
13.4 Detecting Device
Detect Device: After the detection is completed, the detection result will be displayed.
Procedure
Click Project > Workspace > View Topology, Click Detect Device.
1 E
etwof b
! | s .
- Loading...Please wait.

After the detection is completed, the detection result will be displayed.

2 new devices of other network are detected

Detect again

Detection Time: 2022-09-09 16:57:06

RAP2260{G)

RAP2260{G)

SN: G1QF

SN: G1C

177

MAC: ech’

MAC: ec]

=]

Add to Network
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When you add a device to the network, you are required to enter the device password. If the password is

incorrect, the system will refuse to add it to the network.

Ruijie Cloud refreshes the topology by default when a device is added to the network. When Ruijie Cloud fails
to detect the added devices, click Detect again to update the topology.

Wi-Fi Experience

The bar chart displays the experience status in a given period of time and collects data approximately every 5

minutes.

EXperience: Parameters include the client delay, packet loss, and signal strength, and the SVM algorithm is

used to calculate the score.

Color Experience Type Experience
- Excellent The HDV and internet game are available
- Good The communication application, web page, and VolIP are available
Fair The client goes offline frequently
E Poor The client is difficult for the client to go online
No radio Check whether a client is inactive according to the traffic and power usage
0230111 !
WI-F| Experience(Only supported by ReyeeOS 1.206 and later) 24 m ‘osterday
1~ ks
| AP Channel and User Experience
& Smart Conf
N o @ E
Configuration
@ Network-Wide
@ Authentication
Monitoring 2 :‘
3 :
B Device Upgrade O txp v W Cx =
@ Chents
B Log v
25 Delivery Center
| Device Detalls
I Device Details(Click AP Channel Busyness and Interference or User Experience Histogram to switch time period) Client
Device SN Radio Channel Width (MHz) Transmit Power (%) Channel Utilization% (TX|RX|OBSS) Background Noise(dBm) Experience Quality
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| Device DetailsCiick AP Channel Bus itch
Experien Experien cha Uplink  Downlink Rate RSS!
Client MAC Username Uptime P cepscore ce Reason nel Traffic Traffic (Up and Down) (éBm)
Quality (mB) (mB) Mbps
13.6 Datainsights
" (]
0 0 0
twork-Wide | iew history trend
2023-02-11-2023.02-12 Chamts.
.

2023.02-11-2023.02.12 Spoed Summary

13.7 Edit Topology

Procedure

Click Project > Workspace > View Topology and click Edit

backgrou
nd noise
(dBm)

Channel
Usage
(%)

1:00

15:00

Monitoring

- =

AP s

Edit: For different devices, you can perform different operations. Hover the mouse over the device to check the

operations that can be performed on the device. The following are for reference only.

® For the gateway detected by the network, you can edit the alias of the device or add the downlink device.
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259 Network > Manual Setting

i cick Cenfigure Device Type.

@ 5aiact Device Typs

GEa Alss

B

T Urirown ©Delete

et Alas
A— >

ey ©Add Downlink Device g

£ 2 S a5 0 e aged i ssaneane.
(Bur 22 (on24)
D) aa FI ) Unmansged Switch {Non-Reyee ]
. . £sos
(G023 N (Wan) B

e

ES050

® For the device added manually, you can rename the device, select the device model, or remove the device

form the network. The models include Reyee ES series and unmanaged switches (non-Reyee).

|H:»

Gi0/0-0
EG2100-P
|
Gio'o Gi0/2-2 Gi/2-4
Gi0r23 Uplink. WAN
GEdit Alias
_______ poy an aman G Select Device Model
@Delete
52910-24GT43FP- test
(Manual Add)
(portt)
(WAN )
e

AP

AT20

13.7.1 Common Troubleshooting

1. What can | do if the system displays "No Data" in the topology?

(1) If there is only one AP on the network, the topology cannot be displayed.
(2) The egress device is not the Ruijie device and no core switch is deployed.

(3) Try to refresh the topology manually.
2. What can | do if there is only an EG in the topology?

(1) If the version is not the latest one, you need upgrade it to the latest version.

(2) If the web CLI is unavailable, other devices cannot be displayed.
3. What can I do if some devices are not displayed in the topology?

(3) show mac/show arp/show ip route: If the output of any of the preceding commands contains the

configuration with S*, static bindings exist.

(4) Dynamic routing protocols such as OSPF are configured for the topology.
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(5) The switches in the topology are configured with VSU.

4. What can I do if virtual devices are displayed in the topology?

(6) The network device is not on the Ruijie Cloud or is offline.

(7) The network device is not the Ruijie device.

Monitoring

(8) If the network device is an unmanaged switch, you are advised to edit the name and the port manually.

13.8 Upgrade

13.8.1 Upgrade

13.8.2

Select products to upgrade the software versions of the products in batches.

Demo_Project_t
pgrage  Fimuware Version

@ wonspace | Upgrade
i Smant Contig Voot

Configuration Device Adding Time

@ Network-Wide

Keyworn
Status.
© Oniine.
ac 8
B Logs © Onin
2 Delivery Center ® O
© Onine
© Onin
© Onary
© Oniine.
oo
© Oniiy

Firmware Version

@ Network-wice

& e

2 Delivery Conter

Device SN

NAEKDO48H0001

NAEKD048H0002

NAEKD048+0003

NAEKDO48H0004

NAEKI048H0006

NAEKO046-10007

NAEKD048H0009

NAEKD048-0010

Current Version

EN

Group Model

18GT4XS

NBS3100-24GT4SFP-F

NBS3100-24GT4SFPP

RAP1260(G

RAP1260(G)

RAP2260(G)

RAP2260(G

Current Version
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Hardware Version

Descriglion

Hardware
Current Version
Version
1.00 ReyeeOS 1.206.2023
1.00
1.00
1.00
1.00
1.00 ESW_1
1.00
1.00
1.00
1.00 Reyee0S 1.206 2020
Hardware
Devices Recommended Version
Version

Recommended Version

o o®

Description

Action
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This page lists device version files that are manually uploaded by users.

Upload Version File X

Upload a tar.gz or bin file. (Note: Upload a targz file for upgrading the gateway o firewall. The bin file uploaded
by an Individual cannot be used for upgrade on Ruljle Cloud.

4+ & 5 ThisPC » Downloads
Organize Newfolder

8 hispC G Name
2 30 Objects ) SWITCH_3.0(1)B11P218_NES5000_09241902 tar gz
13 1921685210 ) EG_3.0(1)811986_EG210G_09192907 install bin
) EW_3.0()B11P59_E12_ 09140807 tar.gz
[ NGFW_NTOS1.0R1_Z5100_02132713 jnstellbin
7] AC_RGOST! SIE)BS.GECA-O1-FULL 08203114 install bin
) MALO(1)84 MA2E22 fqishan-cucc-main] 08161611 bin
1 MA_10(1)84 MA2822 [qishan-cucc-main] 08161502 bin
& Pictures 7 MAL01)84_MAZ82 [ gishan-cucc-main]-FULL 08161502 bin

RG-ONC-WANGY € %

File pame: | ~| [Custom Fles Cbtarg

T the gateway or firewall. The bin file uploaded

L Select a targz or bin fle

13.9 Configuring Alarms

click E1 at the upper right corner, and click Alarm. When no alarm is configured, global settings are used. On
the Alarm Settings page, you can specify whether to enable or disable alarms and how the alarms should be
received.

Procedure

(1) Click El atthe upper right corner and click Alarm Settings.

Alarms
A
license

Contacts

(2) Select one project in this account.
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Ruijie-test Auto

v & ruijie-opd om
& Ruijie_ PH Test
s GTAC Test
& DISKOMINFO BEKASI

Evan Test
I & Ruijie-test_Auto m type

s Ruijie-test
& Demo

(3) Set alarm parameters.

Ruilie-test_Auta

Alarm Settings Notification Reciplents

Common  Switc Gateway  AC o

Alarm type Alarm Enabling Alsrm Threshold Emall Alarm

ofin - :
- -
Batch Apply
beyand thresheld - -
-
(e Copy and Apply
-
-
[ e
-
-

Type: indicates the type of alarms.

Alarm Enabling: indicates whether to enable the function. If the function is enabled, alarm information is

displayed on the alarm page.
Alarm Threshold: indicates the alarm threshold.

Email Alarm: indicates that alarms will be pushed to the contacts in Contact Group List of the network

through the email when Email Alarm and Status are enabled.

Alarm Settings Notification Recipients

Edit Contact

Desciiption Enable
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13.10 Managing Contacts

Procedure

Click [2] at the upper right corner, and click Contact to access Notification Recipient List and Notification
Recipient Group.

Alarms

Alarm license
3 Contacts

® Notification Recipient List

In the Notification Recipient List area, you can add contacts and contact groups that will receive the alarm

emails.

Notification Recipient List Noatification Recipient Group
+ Add Notification Recipient

Name Phane Email Group Description Actian

Name: displays the customized name of a recipient.
Phone: displays the mobile number of a recipient.
Email: displays the email address of a recipient.
Group: indicates the group of a recipient.
Description: describes the recipient.

Action: indicates the operation for the recipient. The value is Edit or Delete. After clicking Edit, you can

edit recipient information in the displayed window.
Add Notification Recipient: adds a recipient to the notification recipient list.
® Notification Recipient Group

In the Notification Recipient Group area, you can add a group and move the recipients to the group.

Notification Recipient Group

Group Description Action

Group: displays the customized name of the group.

Description: displays some words to describe the recipient group.

Action: indicates the operation for the recipient group. The value is Edit or Delete.
Add Group: adds a recipient group to the notification recipient list.

After clicking Edit, you can edit recipient group information in the displayed window. The value is Add to

Group or Delete from Group.
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O Add to Group: adds the selected recipients to current group.

Edit Contact Group X

* Group Mame: | test

Description:

1/1 items All Contacts Oitems  Contact Group

o Delete from Group: deletes the selected recipients from the current group.

Edit Contact Group X

* Group Mame: | test

Description:

0 items All Contacts 1/1 items Contact Group
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13.11 Viewing the Number of Global Alarms Quickly

Critical 0

Moderate 26
Minor 0

13.12 Viewing Details About Global Alarms

Click Home > Alarm

Proct Dace
“ ) . )

Alarm Type Alarm Severity Alarm Source Device SN Alas Generated at Cleared at Updated at Action
------
13.13 Viewing Alarms of a Project
Choose Project > Monitoring > Network-Wide > Alarm.
| Alarm List
Alarm Type Alarm Severity Group Alarm Source Device SN Alias Generated at Cleared at Updated at Action
Device offline alarm loderate DISKOMINFO BEKASI Device G n TCF-14652 2023/11/10 14:52:07 - 2023/11/10 06:52:07

1 in total 10/ page

13.14 Layout

Layout is used to identify the AP location.

Procedure

(1) Choose CONFIGURATION > WIRELESS > Layout and select a network in this account.

(2) Click Config Layout in the Layout area.
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| Layout

Layout : [ v | |8 Config Layout] [l Remove Device

(3) Click ADD Layout on the Config Layout page.

Config Layout

Name Action

No Data

Add Layout

(4) Set parameters of the layout and click Save.

Add/Edit Layout

Layout Name

Please enter up to 18 characters, consisting of letters, numbers and underline (_)

Layout Source @ Local Layout

Map

Please select a picture in the format of gif, jpg, jpeg, bmp or png. The size of the picture cannot exceed 5M.

l Save

l Close

Layout Name: Enter up to 18 characters, consisting of letters, numerals, and underlines ().
Layout Source: Select a local layout or map.

® Local Layout: Select a picture in the format of gif, jpg, jpeg, bmp, or png on the local PC. The size of the

picture cannot exceed 5 MB.

® Map: Enter a location name for Bind Location.
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14 Delivery Center

14.1 Smart Detection

Choose Delivery Center > Smart Detection > Check Now to generate a project delivery report.

DemoProject2
Last Check:2023-02-01 17:41:44
@ Workspace

% Smart Config

Configuration

@ Network-Wide
= Devices
@ Authentication

o Smart Check
Monitoring o .
£ Network-Wide —
B L X Project Report

Project Handover

2 Delivery Center

After a project delivery report is generated, click View Report to view the report.

DemoProject2

@ Workspace

$ Smart Config °

Configuration
Smart Check Passed

@ Network-Wide This cf eady to be delivered. A project deli th
1 t cont Fif re e

= Devices You are advised to deliver this report to the 1 for bet

@ Authentication View Report Back

Monitoring

& Network-Wide

@ Linkstatus

B Devices
Port negotiation rate and duplex test

@l Clients

Port flow monitoring

B Logs
2 Delivery Center

@ Layer 2 and 3 Connectivity

Address pool and VLAN test

14.2 Project Report

14.2.1 Applicable Scenarios

After project deployment is completed, a delivery report needs to be submitted to the owner, which often requires
considerable testing and writing time. This function can conduct intelligent check, summarize all types of
information and check results, and automatically generate a project delivery report in both PDF and Word
formats. The report covers basic information, general solution, intelligent configuration check results, device list,

and topology.

After the project deployment is completed, a report can be offered to the owner. The report can provide the

revised project network device overview and delivery time, customized company logo, company name, and
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project introduction, show the topology of the whole project, and supplement other vendors' devices to the device
list. The report can be in PDF and Word formats.

14.2.2 Configuration Steps

1. Choose Project > Delivery Center > Project Report to view the latest delivery report of the current project.

[DemoProject1) Project ReportPreview Update Time:2023-02-03 02:31:47

@cdit | BEditin WPS® | &Downloac

Menoring DemoProject1
A Hoowork- ko Project Report
B Device
@ Client

2 [Delivary Conter

2. Click Edit at the upper right corner to edit basic information in the project report.

DemoProject!

@ | wDownload

IDemoProject1] Project ReportPreview Update Time:2023-02-03 02:31:47 | BEdit in WPSC
@ Workspace

& Smart Config

Configuration

DemoProject1
Project Report

= Delivery Center

[DemoProject1] Project ReportEdit Update Time:2023-02-03 02:31:47 BPreview | BEdit in WPS® | &Download

2. Basic information

LOGO:

An image with an aspect ratio of 43 is recommended.

Only PNG, IPG, IPEG or BMP farmat im: allowed

Upload Again
Copyright: All Rights Reserved ©rmp
Delivery time: 2023/02/03

Project
description:

Project team @ Show in the report

Name Title Phone Action

+ Add team member
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3. You can view service configuration of the general solution in the delivery report.

[DemoProject1] Project ReportEdit Update Time:2023-02-03 02:31:47 SPreview | &Edit in WPS® | &Download

3. Office Service Configuration
3.1 Wired Network Planning

Wired Network Planning 1P Address Range VLAN ID IP Address Allocation Mode

1Select report theme
VLAN1 192.168.110.0//24 1 DHCP 2 Basic information

1.Comman Solutions
Service configuration
4 Configuration smart

o

3.2 WLAN Network Planning

WLAN Network Planning SSID Password IP Address Range VLAN ID IP Address Allocation Mode

3.3 Office Application

App Name Description
DHCP Snooping DHCP Snooping can prevent network failure caused by unautharized routers or DHCP servers.
Smart Flow Control Limit the netwark speed of clients flexibly.

4. Checking the network intelligently: Click Configure smart check immediately. The page automatically
redirects to Smart Detection.

[DemoProject1) Project ReportEdit Update Time:2023-02-03 02:31:47 @Preview | BEdit in WPS® | &Download

4. Configuration smart check results

You have not configured smart check. You are advised tofcor mart check immediately.

5. Device list

Device overview
1.Select report theme
Mo, Device ™ Device eroduct descriti Quantity At 2 Basic information
o. DeviceType o roduct description uantity  Action S
Service configuration
! A RAP1260NG) - Enter product descrip : 4.Configuration smart
. w Rap2260(c) %1800 Wi-Fi 6 dual-band Gigabit celing mount AP, dual Gigabift LAN uplink ports, built-in antennas, dual-band 2 4GHz/5GHz, 802.11ax 8021 1ac 9 check results
wave2/wave1, up to 1775Mbps; support AP and routing mode, L3 roaming, Ruije Cioud app management; Support POE and local power supply 5 Device list
6.Topology
- £G310GH-  Rack-mountable 10-port ful gigabit router, providing one WAN part, 6 LAN ports, and 3 LAN/WAN ports; recommended concurrency of 30 ’ s
mum 1.5 Gbps throughput: cloud remate management SUpported. )
configuration details)
NBS3200-
4 switch P ged 10G Uplink Switch, 48 1
5 Switch ES21BGC-F 18-Port Gigabit Smart POE Switch, 16 Gigabit RJ45 Ports including 16 POE/POE+ Ports, 2 SFP Slots, 240W PoE power budget, 13-inch Rack-mounta 1
ble Steel Case
il 24-Port Gigabit L2 Managed POE Switch, 24 Gigabit RJ45 POE/POE+ Ports, 4 SFP Slots, 370W Pok power budget, 19-inch Rack-mountable Stell Cas
6 Switch 24GTasFP- - 9 9 . 24 Gig: 3 ! p o ,
P

+ Add device overview

5. Click Check Now.

Smart Check Passed

This network has passed smart check and is ready to be delivered. A project delivery repart has been generated

The project delivery report contains Wi-Fi password, network configuration details. smart check results. device information, and other configurations you have made during network deployment

You are advised to deliver

ort 1o the network owner for better management.

@ Layer 2 and 3 Connectivity B

Address pool and VLAN test

@ Linkstatus A

Port negotiation rate and duplex test

Port fiow monitoring

6. After check, go to Project > Delivery Center > Project Report > Edit. The check results of functions

supported by the network will be automatically incorporated into the delivery report.
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DemoProject!
@ Workspace
# Smart Config
Configuration
® Network-Wide
E Devices
@ Authentication
Monitoring
& Network-Wide
@ Devices
@ Clients
Logs

{Delvery Conter ]

[DemoProject1] Project Reportedit Update Time:2023-02-03 02:31:47

@Preview | BEdit in WPS® | dsDownload

4, Configuration smart check results

Configuration smart check results: Pass B Hide vulnerabliities

Type Details Result
Layer 2 and 3 Connectivity Address pool and VIAN test Pass
1 Select report theme
Link Status. Port negotiation rate and duplex test Pass 2Bamic information
Port flow monitoring Pass Service configuration
40 smart
5. Device list check results
© SDevice list
Device overview 6.Topology
Device 7Appendixes
No. DeviceType  Dovl Product description Quantity  Action (configuration detalls)
1 AP RAP1260(G)  Enter product description 2
i RAp2260(Gy  AX1B00 WIF1 6 dual-band Gigabit celling mount AP, dual Gigabit LAN uplink ports, Ul antennas, dusl-band 24GHz/SGHz, 602.11ax 8021 Tac
ve2/wavel, up to 1775Mbps; support AP and routing mode, L3 roaming, Rufie Cioud app management; Support PoE and local power supply
Smart Detect)
—— coat0GHe  Rack-mountable 10.port fullgigabit router, providing one WAN port, 6 LAN ports, and 3 LAN/WAN ports;recommended concurrency of 300, maxl |
mum 1.5 Gbps throughput: cloud remote management supported.
Projct Handover >
et " :‘:;:‘I;f 48-Port L2 Managed 10G Uplink Switch, 48 Gigabit RI45 Ports 4 *10G SFP+ Slots, 19-inch Rack-mountable Steel Case 1
5 Switch ES218GC-P 18-Port Gigabit Smart POE Switch, 16 Gigabit RI45 Ports Including 16 POE/POE + Ports, 2 SFP Slots, 240W PoE power budget, 1 3-Inch Rack-mounta 1
ble Steel Case
NBSII00- 4. port Gigabit L2 Managed PO Switch, 24 Gigabit RI5 POE/POEs Parts, 4 SEP Slots, 370W Pok power budget, 19-inch Rack-mountable Stell Cas
i Shoratd. oo G L2 Mereoed € ik 4 s E/POE Ports, 4 SFP Sots, 370W Po. power budget, 1 mountable Stell Cos
P

7.  Check the network topology.

DemoProject!
@ Workspace
& Smart Config
Configuration
@ Network-Wide
F Devices

@ Authentication

Network-Wide
Devices
Clients

Logs

2 Delivery Center

[DemoProject1] Project ReportEdit

5 Ruffie  NAEK0037H0005
6  Rujie  NAEK0037H0006

+ Add Device Information

6. Topology

7. Appendixes (configuration detai

Update Time:2023-02-03 02:31:47

NBS3100-24GT4SFP-P 00d0.1600.3750 192168.1105  Enter product description Enter product description

£5218GC-P 00438003762 1921681106  Enter product description Enter product description

As a PDF appendix

@Freview | BEdit in WPS® | aiDownload

1Select report theme
2Basic information
3.Common Solutions
Service configuration
4.Configuration smart
check results
5.Device list
6Topology

7 Appendixes
(configuration details)

8. Click Download at the upper right corner to download the delivery report in PDF and Word formats.

DemaProject!

@ Workspace

% Smart Config

Configuration
@ Metwork-Wide

Devices

@ Authentication
Monitoring

& Network-Wide
B Devices

() Clients
]

Logs

L4

Delivery Center

[DemoProject1] Project ReportEdit Update Time:2023-02-03 02:31:47

L Rujjie  NAEKOO3THO00S
L] Rujjie  NAEKDO3I7HOD0E

+ Add Device Information

6. Topology

NBS3100-24GT4SFP-P 000.1800.3750 1921681105

E52186C-P 000318003762 1921681106 Enter product description Enter product description

@Preview | BEdit in WPS® |

°

1.Select report theme
28asic information
3.Commen Solutions
Service configuration
4Configuration smart
check results

5 Dewice list
6Topalogy
7.Appendices
tconfiguration details)
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14.3 Project Handover

14.3.1 Applicable Scenarios

After-sales technical personnel of channels may be unable to solve some problems during maintenance. In this
case, channel technicians generally seek support from Ruijie technical support engineers, who will temporarily

need network management permissions for troubleshooting.

You can transfer your network (including devices on the network and device-related configuration) to other
accounts. You can also share a network with other accounts. Read/write permission and read-only permission
can be configured for sharing. The read-only permission is used for monitoring requirements while the read/write

permission is used for troubleshooting requirements.
14.3.2 Configuration Steps

Choose Delivery Center > Project Handover to hand a project over to a contact in Current Tenant.

DemoProject
1 Project Handover

Hand over to Current Tenant Other Tenant

1653454930@qq.com

@ Workspace

% Smart Config

Configuration
ren-testas-003@yopmail.com

@ Network-Wide 583739627@qa.com
= Devices Isw_testas@chacuo.net
tasdmh08424@chacuo.net
@ Authentication
Menitoring
& Network-Wide
B Devices
] Clients
B Logs
2= [Delivery Center
Smart Detection

Project Report

Project Handover

You can also click Other Tenant. Enter a complete account for search, select the target account, and hand the

project over to the account.

DemoProject]
I Project Handover

@ Workspace

& Smart Config

Configuration Accaunt:
= Devices

@ Authentication

Monitoring

& Network-Wide

B Devices

B Logs

2 Delivery Center
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15 Appendix: Frequently-Used Controls

15.1 Notification

You can view device go-online and go-offline reminders.

WX
Fy

Notification Mark all as read

[DEVICE] Import succeeded 2023-01-17 16:01:25

View All
15.2 Add
Add v

15.3 Delete

o

15.4 Quickly locate the table entry you want to find by entering

Q, Search
| Upgrade
Model Current Version Hardware Version
Device Adding Time ~ SN Description

Keyword

15.5 Status

Disabled: : enabled: . You can click it to switch the status.
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15.6 Change Project Name or Password

il Demo_Project_1- Customize Un time 0 days & hours =]
@ worksp
£ Smart Config Topology
Configuration a g
" nternet
@ network-wige [
oo a EGIN0GH-E
[ 1
@ A |
Menitoring =
508
& Network-wide P .
B o W -
RAP1260(G) RAP2260(G)
@ clients 2 3
B u
VLAN List @ VLAN Confguration

2 Delivery Center
Wired VLANS (4)

VAN 1 VUAN 8 LAN 23 vian

VLANT 1 Finance Guest

Wireless VLANS (0)

194



	Cover
	Preface
	1  Product Introduction
	1.1    Ruijie Cloud On-Premises (OP) Service Overview
	1.2    Key Features

	2  Quick Start
	2.1    How to Login Ruijie Cloud OP Service
	2.2    Adding a Project

	3  AI Networking
	3.1    Smart Config
	3.1.1   Configuration
	3.1.2   Optimization
	3.1.3   Delivery


	4  Network Configuration
	4.1    Creating a Wired VLAN
	4.1.1   Overview
	4.1.2   Configuration Steps
	4.1.3   FAQs
	1.  Why Do I Classify VLANs?
	2.  How Do I Set the Lease Time of DHCP Addresses?


	4.2    Creating a Wireless VLAN
	4.2.1   Overview
	4.2.2   Configuration Steps
	4.2.3   FAQs
	1.  How Do I Add the Names of Multiple Wi-Fi Networks to the Same VLAN?
	2.  How Do I Add the Names of Multiple Wi-Fi Networks to Different VLANs?


	4.3    Configuring the AP Management Service Network (AP Management VLAN)
	4.3.1   Demand
	4.3.2   Configuration Steps
	1.  Configuring an AP Management VLAN
	2.  Configuring a Reserved Port for an AP (applicable to the scenario in which APs are not connected)
	3.  Verification


	4.4    Multi-WAN
	4.4.1   Overview
	1.  Applicable Scenarios
	2.  Configuration Page

	4.4.2   Multi-WAN Bandwidth Superimposition
	1.  Demand
	2.  Configuration Ideas
	3.  Configuration Steps

	4.4.3   Configuring Traffic of Different Users to Pass Through Different Lines
	1.  Demand
	2.  Configuration Ideas
	3.  Configuration Steps

	4.4.4   Configuring the Traffic for Accessing a Private Line Server to Go Through a Private Line
	1.  Demand
	2.  Configuration Ideas
	3.  Configuration Steps



	5  Optimization Configuration
	5.1    Wi-Fi Optimization
	5.2    Loop Prevention
	5.2.1   Overview
	5.2.2   Configuration Steps

	5.3    DHCP Snooping
	5.3.1   Overview
	5.3.2   Configuration Steps

	5.4    Traffic Control
	5.4.1   IP Traffic Control
	5.4.2   Application Traffic Control
	5.4.3   Configuring the Policy Priority
	5.4.4   App/Website Control


	6  Security Configuration
	6.1    Network Access Control (simplified)
	6.1.1   Applicable Scenarios
	6.1.2   Models of ACL-Supported Products
	6.1.3   Configuration Steps
	1.  Creating a Service Network
	2.  Configuring Service Access Control


	6.2    Gateway Anti-ARP Spoofing Solution
	6.2.1   Overview
	6.2.2   Principles
	1.  ARP
	2.  Gateway ARP Spoofing
	3.  Anti-ARP Spoofing

	6.2.3   Models of Products Supporting the Feature and Topology
	6.2.4   Configuration Steps
	6.2.5   FAQs


	7   General Configuration
	7.1    Intranet Access
	7.1.1   Overview
	7.1.2   Configuration Steps

	7.2    Project Password
	7.3    ACL
	7.3.1   Creating ACL Rules

	7.4    CLI Config Task
	7.4.1   Add a CLI Command Set
	7.4.2   Batch CLI Configuration


	8  Gateway Configuration
	8.1    Interface
	8.2    Routing
	8.2.1   Adding a Static Route
	1.  Introduction
	2.  Configuration Steps

	8.2.2   Adding PBR
	1.  Introduction
	2.  Configuration Steps


	8.3    NAT
	8.3.1   Applicable Scenarios
	8.3.2   Configuration Steps

	8.4    Configuring VPN
	1.  Overview
	2.  Configuring Site-to-Site VPN (Based on IPsec VPN)
	3.  Configuring Client-to-Site VPN (Based on PPTP VPN)
	4.  Configuring Client-to-Site VPN (Based on L2TP VPN)
	5.  Configuring Client-to-Site VPN (Based on L2TP over IPSec VPN)
	6.  Configuring Client-to-Site VPN (Based on Open VPN)

	8.5    Configuring Portal Authentication
	1.  Overview
	2.  Getting Started
	3.  Configuration Steps
	4.  Verification

	8.6    Configuring Dynamic DNS
	1.  Overview
	2.  Getting Started
	3.  Configuration Steps
	4.  Verifying Configuration

	8.7    Configuring IPTV
	1.  Overview
	2.  Limitations
	3.  Getting Started
	4.  Configuration Steps

	8.8    PPPoE Server

	9  Switch Configuration
	9.1    Interface
	9.2    Configuring a VLAN for an Interface
	9.3    Routing
	9.3.1   Adding a Static Route
	9.3.2   Adding PBR

	9.4    Voice VLAN
	9.4.1   Overview
	9.4.2   Configuration Steps
	1.  Voice VLAN Settings
	2.  OUI Settings
	3.  Port Settings



	10  Wireless Configuration
	10.1    AP Mesh
	10.2    SSID
	10.2.1   SSID Basic Settings
	1.  Configuration Description of Forward Mode
	2.  Configuration Description of Encryption Mode
	3.  Authentication Configuration Description

	10.2.2   Radio Settings

	10.3    Radio
	10.4    Rate Limit
	10.4.1   Overview
	10.4.2   User Rate Limit
	10.4.3   Wireless Rate Limit
	10.4.4   AP Rate Limit
	10.4.5   Packet Rate Limit

	10.5    Load Balancing
	10.6    Client Blocklist and Allowlist
	10.7    AP VLAN

	11  Authentication Configuration
	11.1    Captive Portal
	11.2    User Management
	11.2.1   Account
	11.2.2   Voucher
	11.2.3   User Group

	11.3    PPSK
	11.4    Allowlist
	11.4.1   Pre-Authentication Access Server List
	11.4.2   Authentication-Free Client List


	12  Cloud Account and Project Management
	12.1    Adding a Sub Project
	12.2    Managing Cloud Login Accounts
	12.3    Managing Cloud Sub Accounts
	12.4    Switching Accounts

	13  Monitoring
	13.1    Viewing all the Device
	13.2    Viewing all the Alarm
	13.3    Viewing Topology
	13.4    Detecting Device
	13.5    Wi-Fi Experience
	13.6    Data insights
	13.7    Edit Topology
	13.7.1   Common Troubleshooting
	1.  What can I do if the system displays "No Data" in the topology?
	2.  What can I do if there is only an EG in the topology?
	3.  What can I do if some devices are not displayed in the topology?
	4.  What can I do if virtual devices are displayed in the topology?


	13.8    Upgrade
	13.8.1   Upgrade
	13.8.2   Firmware Version

	13.9    Configuring Alarms
	13.10    Managing Contacts
	13.11    Viewing the Number of Global Alarms Quickly
	13.12    Viewing Details About Global Alarms
	13.13    Viewing Alarms of a Project
	13.14    Layout

	14  Delivery Center
	14.1    Smart Detection
	14.2    Project Report
	14.2.1   Applicable Scenarios
	14.2.2   Configuration Steps

	14.3    Project Handover
	14.3.1   Applicable Scenarios
	14.3.2   Configuration Steps


	15  Appendix: Frequently-Used Controls
	15.1    Notification
	15.2    Add
	15.3    Delete
	15.4    Quickly locate the table entry you want to find by entering keywords
	15.5    Status
	15.6    Change Project Name or Password


